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State of Arizona 
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Dear Procurement Officer: 

AT&T appreciates the opportunity to respond to the State of Arizona’s (State) RFP #ADSP014-

00004241 for Telecommunications and Broadband Provider services. 

Your AT&T account team understands your priorities and the initiatives that are driving change 

within your organization. After carefully reviewing your requirements, we can help the State 

meet its goals with cost-effective telecommunications solutions that work effectively with your 

existing systems. 

Our integrated telecommunications solution will provide the State with 

 Data network services that will help improve service quality with Class of Services 

(CoS) options, industry-leading Service Level Agreements (SLAs), and our global 

Internet Protocol (IP) backbone networks that use multiprotocol label switching (MPLS) 

technology to enable the integration of multiple networking technologies. 

 Voice services that will help reduce costs with a comprehensive solution from a single 

provider to improve services capabilities with U.S. local voice (switched and dedicated) 

services and nationwide, worldwide, direct-dial, even full-featured, global toll-free 

services, and integrated audio, video, and web teleconference services. 

 Wi-Fi services that will help increase employee productivity with 4G LTE broadband 

services in 182 metropolitan markets, more than 34,000 Wi-Fi hot spots, and more than 

1,000,000 Wi-Fi global hot spots (through roaming agreements). We understand that the 

State does not want this Public network to touch the State’s network. Therefore, AT&T 

can set up secure private VLANs on the network to enable back-office applications. 

 Internet services that will help enhance the State’s users experience with unified 

services and support on the AT&T Global IP network. We take full “ownership” of 

managing the entire global IP network, providing 24x7 proactive monitoring and 

technical support, and complying with denial of service prevention standards. 
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 Security services that will help reduce the risk of outages and intrusions measures at 

every network layer. Our portfolio of Network Security Services provides the first line of 

defense against attacks for a more proactive, comprehensive approach to network 

security, security compliance, and business continuity. 

 Fiber services that will help optimize the State’s networking environment with 

emerging technology. Our Network Integrations’ organization will design, deploy, and 

manage our strategic partners who will build-out these infrastructure services. 

 Consistent contract terms and conditions that will help the State stabilize costs with 

a signed five (5) year agreement, term extensions, early-termination clause, and bundled 

solutions to receive services discounts. 

 Uniform SLAs that will help enhanced service levels for all locations with respect to 

functionality, reliability, and billing support. For your VPN proposed services, our SLAs 

include network jitter, data delivery, latency, provisioning, and AT&T will provide 

credits when a performance objective is not met. 

 Web-based management portal that will help streamline operations via a single 

helpdesk to manage information more effectively. Give your administrators access to 

billing, ordering, maintenance, provisioning tools, custom reporting, and trouble 

reporting and tracking. 

 Network diagnostics and helpdesk support to help correct service issues quickly. Our 

networking experts in our Network Operation Centers provide proactive 24x7 monitoring 

of your network connection and help desk support on a 24x7 basis. 

 Certified project management process that will help ensure a smooth transition. Our 

team will work closely with you every step of the way to help make your transition 

experience as easy as possible with clear communications and prompt attention to 

performance issues. 

As you evaluate our response, please note that AT&T can be a single source for all of your 

communication and networking needs. Whether for communication services—or the 

management of your entire network—AT&T has the resources to meet your requirements. 

Sincerely, 

 

 

Jeff Sobotka 

Government Account Manager - State of Arizona 

http://www.business.att.com/content/productbrochures/network-security-portfolio-product-brief.pdf
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Notwithstanding anything contained in this RFP to the contrary, AT&T Corp., on behalf 

of itself and its service-providing affiliates, (“AT&T”) submits this RFP response (the 

“Response”) subject to the provisions of this Response and the terms and conditions 

contained in the attached Unified Agreement (the “Unified Agreement”), corresponding 

Pricing Schedule(s), the E-Rate Rider and any associated transaction-specific documents 

to be entered into between the State of Arizona (“Customer”) and AT&T (collectively the 

“Proposed Contract Documents”), copies of which are attached to this Response.  Pricing 

set forth in the Response assumes the use of the Proposed Contract Documents as the 

fundamental contractual document between the parties.  In that regard, please note that 

AT&T takes a general exception to the terms and conditions contained within or 

referenced to in this RFP document.  This exception is taken regardless of whether 

AT&T has specifically referenced the Proposed Contract Documents in response to any 

individual provision in the RFP. 

While submission of this proposal does not obligate either party to enter a contract of any 

kind, upon being selected as your vendor under this RFP, AT&T will work cooperatively 

to negotiate provisions required for compliance with the RFP as responded to by AT&T.  

The pricing submitted in the Response assumes the use of the Proposed Contract 

Documents as part of any final, negotiated contract.  Additionally, any purchase orders 

issued for services as provided under this RFP must clearly provide that the purchase is 

made via the mutually agreed contract and not subject to the preprinted terms of that 

purchase order form. 

Any third-party software used with the Services (as defined in the Proposed Contract 

Documents) will be governed by the written terms and conditions of the third-party 

software supplier’s software license documentation applicable to such software.  Title to 

software remains with AT&T or its supplier.  Customer as the licensee will be bound to 

all such terms and conditions, and they shall take precedence over any agreement 

between the parties as relating to such software.  

It is AT&T’s goal to provide the best communications services at the best value for all of 

our customers using the highest ethical and legal standards. Given the long and successful 

history of AT&T, we are confident this will be a successful contracting process, leading 

to a successful project performance. 

ARRA Disclaimer: To the extent any portion of this project may be funded in whole or 

in part with grants, loans or payments made pursuant to the American Recovery and 

Reinvestment Act of 2009 ("ARRA"), AT&T and the Customer will need to reach mutual 

agreement on AT&T’s participation. 
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Proposal Validity Period—The information and pricing contained in this proposal is valid 

for a period of 90 days from the date written on the proposal cover page or until the E-

rate filing window closes for the upcoming E-rate Funding year, whichever occurs later, 

unless rescinded or extended in writing by AT&T. 

Terms and Conditions—Unless otherwise stated herein, this proposal is conditioned upon 

negotiation of mutually acceptable terms and conditions. 

Proposal Pricing—Pricing proposed herein is based upon the specific product/service mix 

and locations outlined in this proposal, and is subject to AT&T’s standard terms and 

conditions for those products and services and the AT&T E-rate Rider unless otherwise 

stated herein. Any changes or variations in the standard terms and conditions, the 

products/services, length of term, locations, and/or design described herein may result in 

different pricing. 

Providers of Service—Subsidiaries and affiliates of AT&T Inc. provide products and 

services under the AT&T brand.  

Copyright Notice and Statement of Confidentiality—© 2014 AT&T Intellectual Property. 

All rights reserved. AT&T, AT&T logo, and all other marks contained herein are 

trademarks of AT&T Intellectual Property and/or AT&T affiliated companies. All other 

marks contained herein are the property of their respective owners.  The contents of this 

document are unpublished, proprietary, and confidential and may not be copied, 

disclosed, or used, in whole or in part, without the express written permission of AT&T 

Intellectual Property or affiliated companies, except to the extent required by law and 

insofar as is reasonably necessary in order to review and evaluate the information 

contained herein. 

Broadband Internet Access—For information about AT&T’s broadband Internet access 

services, please visit www.att.com/broadbandinfo. 

End User Equipment—Beginning with funding year 2015, E-rate recipients must cost 

allocate non-ancillary ineligible components that are bundled with eligible products or 

services, including those end user device components that previously would  have fallen 

within the scope of components not requiring cost allocation as described in the 2010 

Clarification Order. Cost allocations are the responsibility of E-rate Applicants. When 

AT&T provides an AT&T Mobility voice and data bundled plan, applicants can use 49% 

for voice and 51% for data in their cost allocations. For additional information, reference 

USAC /SLD website @ http://www.usac.org/sl/ and Cost Allocation Guidelines for 

Services @ http://www.usac.org/sl/applicants/beforeyoubegin/eligible-services/cost-

http://www.att.com/broadbandinfo
http://www.usac.org/sl/
http://www.usac.org/sl/applicants/beforeyoubegin/eligible-services/cost-allocations.aspx
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allocations.aspx. Equipment availability and pricing is subject to change based on when 

plans are activated. 

Disclaimer - For purposes of this Proposal, the identification of certain services as 

“eligible” or "non-eligible" for Universal Service (“E-Rate”) funding is not dispositive, 

nor does it suggest that this or any other services in this Proposal will be deemed eligible 

for such funding. Any conclusions regarding the eligibility of services for E-Rate funding 

must be based on several factors, many of which have yet to be determined relative to the 

proposed services and equipment described herein.  Such factors will include, without 

limitation, the ultimate design configuration of the network, the specific products and 

services provisioned to operate the network, the type of Customer and whether the 

services are used for eligible educational purposes. In its proposal, AT&T will take 

guidance from the "Eligible Services List" and the specific sections on product and 

service eligibility on the Schools and Libraries Division (“SLD”) of the Universal Service 

Administrative Company (“USAC”) website www.usac.org/sl .  This site provides a 

current listing of eligible products and services, as well as conditionally eligible and 

ineligible services.  This guidance notwithstanding, the final determination of eligibility 

will be made by the SLD after a review of District’s E-Rate application for this proposal. 

If AT&T is awarded the bid for this project, AT&T will assist District with information 

relative to the functionality of the services and products which comprise the network. 

Nevertheless, the responsibility for the E-Rate application is with District.  AT&T is not 

responsible for the outcome of the SLD's decision on these matters.  

Southwestern Bell Telephone Company SLD SPIN specific to this RFP is 143004662.  

Evidence of Southwestern Bell Telephone Company’s most recent Service Provider 

Annual Certification Form can be found at the following link:  

http://www.sl.universalservice.org/ServiceProvider/SPAC_Search.asp. 

Proof of green-light status is attached hereto. (See Appendix for Greenlight Status) 

 

 

http://www.usac.org/sl/applicants/beforeyoubegin/eligible-services/cost-allocations.aspx
http://www.usac.org/sl
http://www.sl.universalservice.org/ServiceProvider/SPAC_Search.asp
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Largest U.S. 

carrier, 

with wireless 

and wireline 

networks that 

blanket the 

country 

Current Analysis, 
December 2013 

Executive Summary 

The State’s agencies need better control – and to optimize costs 
where possible with flexible and scalable telecommunications 
solutions. 

The State is evaluating its telecommunications services environment to maximize its 

Return on Investment (ROI), procure emerging technology, reduce operation costs, 

improve service quality, and streamline management. You need help from a qualified 

provider with the resources to plan, design, deploy, and manage your new 

telecommunications solutions to address your changing operation requirements. 

The State of Arizona and AT&T: Building on a Foundation 

AT&T has invested in our Arizona communications networks, our people and local 

communities for 133 years. In addition, AT&T has invested approximately $575 million 

in the state of Arizona’s wireline and wireless network in the past three years. In 2013, 

AT&T upgraded more than 330 new cell sites, wireless and wired network capacity and 

new broadband network connections. In addition, AT&T has more than 1,000 employees 

and 300 retail, office buildings, work centers, locations in Arizona. 

AT&T has invested in the people and communities in the State of Arizona through 

AT&T Aspire and community outreach programs. AT&T and its employees has 

contributed more than $3.2 million through employee giving programs, invested more 

than $660,000 in education in Arizona through AT&T Aspire, and spent more 2,000 

hours mentoring students in the Aspire Mentoring Academy. 

Realizing the Benefits 

We both have realized significant benefits of our long-standing 

business relationship. Our solutions have allowed thousands of 

state, local, and education clients to save millions of dollars while 

benefiting from increased operational efficiencies, improving 

services availability, and enhanced operational support. 

Our propose solutions will continue to fulfill your needs for 

reliable network infrastructure, services and support, with the 

technical expertise, and cost savings only an industry leader can 

provide. 
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AT&T has designed the solution to be a good value and a smart investment to meet the 

State’s immediate needs with opportunities to expand our relationship into other services 

in the future. 

Our solution is built on IP-based network communications strategy and approach. Our 

advanced, global, IP/MPLS-based network encompasses more than 980,000 worldwide 

fiber-route miles and includes 38 Internet data centers. Our goal throughout the design 

process has been to help ensure that each component you implement from AT&T will 

yield savings and meet your networking requirements. 

In our RFP response, we provide specific details about each of the services needed to 

support your network. Our solution includes AT&T services that can enable you to 

upgrade your technology and gain additional efficiencies. After all, helping customers 

streamline their processes around a communications infrastructure is AT&T’s core 

business. 

 

AT&T Services 

Managed Internet Service (MIS) 

Managed Internet Service (MIS) is an Internet access service that combines a high-speed, 

symmetrical, dedicated connection with consolidated application management. It lets you 

reliably access information resources and communicate with Internet users worldwide. 

MIS includes proactive, 24x7 network monitoring, enhanced network security features, 

and maintenance of the communications link between your locations and the AT&T 

network. 

MIS is available in two service types. MIS with Managed Router provides end-to-end 

managed Internet access. We configure, install, and manage your on-site router, and 

diagnostic modem. MIS with Customer-Managed Router provides managed Internet 

access but allows you to provide and manage your own on-site equipment. 

Nearly 300 dedicated access nodes are available in major cities, and port speeds (such as 

Ethernet) and STM-1/STM-4 access may be available in some major cities around the 

world. 

AT&T is a Tier 1 Internet service provider with a high-performing OC-192/768 IP 

network. Our IP backbone uses IP over Dense Wavelength Division Multiplexing 

(DWDM) facilities in a ring configuration. This architecture delivers the reliability, 
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quality, and performance that you need to conduct business over the Internet. Should 

network trouble occur, we provide swift, state-of-the-art problem detection, diagnosis, 

and resolution. 

To help you manage your AT&T account and your contracted services, we provide 

AT&T BusinessDirect
®
, a suite of online tools that you can use 24x7. BusinessDirect 

gives you access to billing, maintenance, network management, and performance 

reporting information. 

You can establish access to MIS through Ethernet or Private Line. Once you've 

established access, MIS uses that access circuit to connect your LAN to our fully 

redundant, highly reliable MPLS IP backbone network. Your Internet traffic travels over 

this network to destinations around the globe. To monitor network security and 

performance, we proactively manage network components with additional options to 

supply and manage your router and firewall. 

 
AT&T Managed Internet Service (MIS): Basic Configuration — This illustration shows the 
basic MIS configuration. 

Features and benefits of MIS: 



 RFP #ADSP014-00004241 for  
                                                                          Telecommunications and Broadband Provider 

 

   

 
 

October 7, 2014 
Page 4 

AT&T Proprietary: The information contained herein is for use by 
authorized persons only and is not for general distribution. 

 Customizable Service—MIS provides you with customizable maintenance, 

service, and support options so you can choose the level of network management 

you need. You'll be working with an industry-leading network provider that has 

the flexibility and resources to help you prepare for the future and keep your 

competitive edge. 

 Redundancy—We provide service availability of 99.999% to ensure that your 

Internet traffic gets through. The network design and proactive monitoring of our 

nationwide backbone network make it highly reliable. Because the network 

architecture features redundant routers, switches, and power supplies, we can 

reroute traffic around outages and restore service almost instantaneously. 

 World-Class Support—We provide 24x7 expert technical assistance, and we 

back our service with strong Service Level Agreements (SLAs) and provisioning 

intervals. With MIS, you can count on support and service when you need it. 

 Network Address Translation (NAT)—(standard with MIS with Managed 

Router service) protects your local private network addresses by hiding them from 

open Internet addressing. This approach has become an increasingly important 

defense against network reconnaissance. 

 Class of Service (CoS) option—prioritizes your data traffic over your network 

access link. Four classes of service and 25 service profiles with predetermined 

bandwidth allocations are available. If any service isn't using its allocated 

bandwidth, other services can share it. By using this option, you can optimize 

your data traffic flows during congested periods. 
 

Options 

The following options are available with MIS: 

 Billing options—let you choose from flat-rate, usage-based, burstable, Hi Cap 

Flex, shadow, or sustained usage options, depending on your service type and 

options. Online bill inquiry is available with all billing options. 

 Security services options—provide additional security features. Our security 

services include Managed Firewall Service, Managed Intrusion Detection Service, 

and Network Scanning Service. Managed Firewall Service includes server- and 

router-based options. Security services monitor only your MIS connection to the 

Internet. Managed Intrusion Detection Service helps you to detect unauthorized 

connections based on a security and escalation policy that you define. Network 

Scanning Service uses state-of-the-art, web-based scanning software to inspect 

Internet-facing devices for more than 900 vulnerabilities at monthly or quarterly 

intervals. The application scans your entire pool of IP addresses or a subset that 
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you designate. A detailed report (available on a dedicated website) presents 

detected vulnerabilities and information on how to fix them. The service includes 

limited consultative sessions with a security services professional. 

 Alternate backbone node option—provides access to a port at an IP backbone 

node other than the nearest one. With Backbone Node Redundancy, we connect 

multiple access circuits from your site to two different access routers located at 

two of our physically diverse backbone nodes; each circuit must use the same 

access method. This option is unavailable with I-MIS. 

 MIS with voice over IP (VoIP) option—lets you make telephone or facsimile 

calls in IP format over our IP network. You can make on-net calls between your 

VoIP-enabled sites or off-net calls from VoIP-enabled sites. The VoIP option is 

available only at sites with MIS with Managed Router and local channel access 

(768 Kbps, DS1, DS3, and fractional DS3 starting at 10 Mbps). 

 Network management and equipment provision options—let you choose the 

level of service that best meets your needs. Managed Internet Service gives you 

the flexibility to customize management of your network services. We can 

manage all aspects of your network monitoring and security features that you 

deploy, or you can manage certain components yourself. By choosing the fully 

managed service, you can significantly reduce your network management burden, 

or we'll work with you to determine an appropriate level of assistance. In addition, 

Managed Internet Service lets you choose the service components you want us to 

provide, including customer premises equipment (CPE) and CPE management, 

monitoring, and maintenance (available only with MIS with Managed Router 

service). AT&T-provided CPE includes a router, a Channel Service Unit/Data 

Service Unit (CSU/DSU), and a diagnostic modem for out-of-band testing. All 

AT&T-provided CPE is pre-configured and includes Advanced Replacement 

Next Business Day (ARNBD) support. 

 Access connection and speed options—give you choices for access method and 

speed. You can select private line, with speeds ranging from 56 Kbps to 2.5 Gbps. 

You can also choose integrated access service (T1 SINA, channelized T3, or 

NxT1) or Ethernet access (10-Base-T, 100-Base-T, 100-Base-Fx, or 1000-

BaseSx2). 

 Packet filtering option—provides additional security. Packet filtering is standard 

only with MIS with Managed Router. AT&T oversees the implementation and 

maintenance of packet filtering tables in your router. Packet filtering helps to 

prevent unauthorized access to your internal network and controls authorized 

users' access to Internet sites. 
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 Additional domain name service (DNS) option—supports up to 15 primary or 

secondary DNS zones in addition to the 15 primary and 15 secondary DNS zones 

that are standard with MIS. This provides an additional 150 KB of zone file data. 

If you require more than 15 additional DNS zones (that is, you need 15 additional 

zones for both primary and secondary DNS), you must purchase multiple 

(additional DNS) options. 

 Local access combination option—provides your local channel access and your 

MIS port as a bundled service component. With this option, we'll order, provision, 

and bill local channel access and the MIS port together. 

 Location options—let you choose where your equipment is located. If the site is 

a non-AT&T data center, you'll choose the Non-Traditional Space (NTS) option 

to house equipment in your own dedicated cage or in common space where 

multiple customers share racks. Available NTS port speeds and media include 

T3/T45 (copper), fast Ethernet (multi-mode fiber only), gigabit Ethernet (single-

mode fiber only), and OC-48 (on an individual case basis and with single-mode 

fiber only). The NTS option is unavailable with I-MIS. If you want a physical 

presence in an AT&T central office (CO) and a direct connection to the AT&T IP 

backbone, you'll choose the Network Collocation Service (NCS) option. We 

provide a pre-installed rack and power supply in our secure CO building. You 

provide and maintain the router, cabling, and other required equipment. 

 Multiprotocol Label Switching (MPLS) Private Network Transport (PNT) 

option—provides additional VPN security. MPLS PNT is a network-based IP 

VPN solution, based on MPLS technology that separates VPN traffic using 

separate routing tables. If you choose MPLS PNT, you'll receive a unique VPN 

ID (label) that identifies your data packets as they travel over our IP backbone. 

Two versions of MPLS PNT are available: IP transport and label transport. Both 

methods provide any-to-any (multiprotocol) connectivity within your VPN, 

support IP addressing, and are easy to use. 

 AT&T VPN Tunneling service (AVTS) Small Office Home Office (SOHO) 

with MIS option—provides bundled MIS with a dedicated VPN endpoint for 

ATVS SOHO in locations where AT&T xDSL is unavailable. We provide both 

products under one AVTS contract with coordinated installation of AVTS and 

MIS. The AVTS help desk is your single point of contact for both AVTS and MIS 

service issues. MARO and Unilink are unavailable with this option. 

 Class of service (CoS) option—prioritizes your data traffic over your network 

access link. The four classes of service are real time, high-grade data, medium-

grade data, and low-grade data. You choose from 25 service profiles with 

predetermined bandwidth allocations to ensure that your data traffic flows during 
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congested periods. If any service isn't using its allocated bandwidth, other services 

can share it. CoS is unavailable with I-MIS, Access Redundancy or VoIP options. 

 Local access options—let you choose between private line (56 Kbps to 2.5 Gbps) 

and Ethernet access (10-Base-T, 100-Base-T, 100-Base-Fx, or 1000-BaseSx2). 

 CPE redundant configuration option—provides standby CPE (housed on your 

premises), including a fully configured and tested AT&T MIS CPE router and 

Channel Service Unit/Data Service Unit (CSU/DSU). If the router or CSU/DSU 

fails, your central point of contact replaces the non-working CPE. AT&T 

Customer Care provides assistance during the CPE changeover. This option is 

available only with MIS with Managed Router service. 

 Backbone node redundancy option—provides redundancy using a group of 

access circuits at your site that connect through two different access routers at two 

of our physically diverse backbone nodes. Each circuit must use the same access 

method. 

 Access router redundancy option—provides redundancy using a group of 

access circuits at your site that connect through two different access routers at the 

same IP backbone node. Each circuit must use the same access method. 

 Service to service interconnect (STSI) option—lets you cross-connect to MIS 

from another service provider's local access circuit. 
 

Components 

MIS uses these components: 

 Router — connects your LAN to the Internet. For MIS, you'll provide your own 

router. For MIS with Managed Router, we provide the router, and the LAN port 

on the router is the boundary (demarcation point) between your LAN and our 

MIS. 

 Diagnostic modem — provides remote access to the router for MIS with 

Managed Router service only. The diagnostic modem connects to a separate 

access facility, and we use it to quickly isolate and correct any problems on the 

router or the access facility. 

 Channel Service Unit / Data Service Unit (CSU/DSU) — connects the router to 

the network access circuit. We provide and manage the CSU/DSU for MIS with 

Managed Router service only. 

 Network access facility — connects your location to the nearest AT&T point of 

presence (POP). The network access facility is typically a private line service 

from a local service provider. We order and coordinate installation of this facility. 
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Installation charges for the network access facility are separate from MIS charges, 

but we manage the facility as part of MIS. The network access facility 

arrangement may be via dedicated access consisting of private line service 

between your location and the nearest POP. 

The network access facility arrangement may be 

o Dedicated Access—private line service between your location and the nearest 

POP. 
 

 

Network Services 

AT&T VPN, WAN, and Ethernet Services 

AT&T Virtual Private Network (AT&T VPN) AT&T VPN Service is a network-based 

Multiprotocol Label Switching (MPLS) service that uses Internet Protocol (IP) to deliver 

the attributes of a private network within the confines of a shared networking 

infrastructure. AT&T VPN allows you to build an application-aware VPN to link your 

locations and efficiently transport voice, data, and video over a single connection. 

AT&T VPN allows you to establish any-to-any connectivity through a single MPLS port 

to each of your locations. You can have fully meshed communications without ordering 

additional PVCs or worrying about Committed Data Rate (CDR) at each site. 

You have multiple transport and access/egress options. You can connect using Ethernet 

or IP MPLS ports that support point-to-point protocol (PPP), low speed PPP (LSPPP), 

high speed PPP (HSPPP), multilink PPP (MLPPP), or Frame Relay Encapsulation. 

Because you can choose your connectivity method, you can build the right VPN solution 

to meet the growing and changing needs of your employees, customers, and partners. 

AT&T VPN offers you three network management options. With customer-managed (the 

standard option) you can manage and maintain your own routers. With the AT&T-

managed option, we configure, install, manage, and maintain your routers on your behalf. 

With the Managed CSU-probe option, you can still manage and maintain your own 

routers, but AT&T provides you 7x24 diagnostics of your network. 

AT&T VPN enables you to choose who manages your routers on a per-site basis and then 

combine all your sites, both customer-managed and AT&T-managed, on a single 

network. And you can change from a transport-only site to an AT&T-managed router site 

or to an AT&T-managed CSU-probe site, and vice versa, as your requirements change. 
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AT&T VPN provides a simple solution that combines the flexibility of IP access and the 

inherent security and reliability of frame relay and ATM. With the networking expertise 

of AT&T, you can implement new applications with reduced risk, quickly ramp up for 

new applications, and maximize performance through built-in security and control. 

MPLS enables data transmission using standard IP routing protocols between any 

locations via a short, pre-determined path across the network. We use an affiliate or a 

local service provider to connect your data equipment to the AT&T Global Network. This 

connectivity allows authorized users and applications to communicate on the same VPN. 

AT&T VPN uses BGP routing and MPLS label forwarding to separate traffic. AT&T 

VPN enforces strict traffic separation by assigning a unique virtual routing and 

forwarding table to each of your VPNs. The result is a fully protected VPN that provides 

data integrity and data privacy equal to that of traditional frame relay and ATM networks. 

AT&T VPN transport-only service uses an IPv4/IPv6 dual-stack port to support IPv6 

addressing requirements. Dual stack allows IPv4 and IPv6 to coexist on the same port. 

This enables you to smoothly transition from an IPv4 to a 128-bit IPv6. IPv6 offers 

improved support for security, enhanced support for mobile devices, and auto-

configuration and "plug and play" support. It also reduces the dependency on network 

address translation (NAT) and enables more end-to-end applications. 

OPT-E-WAN
®
 is a Layer 2 switched Ethernet service that functions as a Virtual Private 

LAN Service (VPLS) on AT&T's Multiprotocol Label Switching (MPLS) network and 

allows you to extend your network beyond the local metropolitan area. OPT-E-WAN
®
 

enables any-to-any Ethernet networking across local access and transport areas (LATAs) 

and eliminates the "point-to-point only" restriction of traditional virtual private networks. 

OPT-E-WAN allows you to create point-to-point, point-to-multipoint, or multipoint-to-

multipoint (any-to-any) connections. As a result, you get the same flexibility over the 

long distances that you enjoy in your local area network. 

Using the strength of AT&T's domestic and global MPLS/VPN backbone, OPT-E-WAN 

provides scalable port speeds. This means that you can choose the port size you need at 

each location. In addition (in the U.S. and if your Ethernet access supplier supports it), 

you can conveniently request changes to your access speed without having to submit new 

and disconnect orders. 

Port speeds are available from 500 Kbps to 1,000 Mbps (GigE) for locations around the 

world. Within that range, we offer port sizes of 1-20 Mbps (in 1 Mbps increments), 20-

100 Mbps (in 10 Mbps increments), and 100 Mbps-1 Gbps (in 50 Mbps increments). 

Additional speeds of 2, 2.5, 4.5, 7.5, 9.5, and 10 GigE are available in the U.S. only. 
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Unlike Layer 3 VPNs, which only support IP, OPT-E-WAN's Layer 2 VPLS supports 

legacy protocols, such as IBM Systems Network Architecture (SNA), NetBIOS, and 

AppleTalk. Therefore, VPLS allows you to use the protocol that suits your business. 

Your location determines the OPT-E-WAN access methods available to you. If you're 

within AT&T's service area, you can choose from AT&T Switched Ethernet
®
 (ASE), 

GigaMAN
®

, or DecaMAN
®
 (where these services are available). Access via AT&T 

Local Network Services (LNS) is also available. If you're outside of our service area, we 

work with third-party providers to supply your access. 

You benefit from OPT-E-WAN's guaranteed average speeds. Committed Information 

Rates (CIR) are greater than 1 Gigabit Ethernet on a 10 Gigabit Ethernet connection and 

can be adjusted in 10 MB increments. This feature is available only in the U.S. and must 

get approval for anything greater than 2 MB. 

Ethernet Private Line Service—WAN (EPLS—WAN) is a point-to-point, fixed-

bandwidth Ethernet service that provides inter-city, full-duplex data transport over 

combined-access and long-haul (core) networks. EPLS—WAN provides interface rates 

of 600 Mbps, 1 Gbps, and 10 Gbps. 

With EPLS—WAN, you can gain access to high bandwidth by using the same Ethernet 

protocol as your LAN application. 

Once on the AT&T long-haul network, your Ethernet packets travel over a SONET 

transport network, which assures you of low latency and a fast recovery from failure—

typically within 50 milliseconds. 
 

AT&T Network-Based IP VPN Remote Access (ANIRA) 

ANIRA is a service that lets remote users connect to your AT&T-provided virtual private 

network (AT&T VPN). ANIRA uses dial-up, broadband (AT&T or any third party DSL), 

Wi-Fi, or cellular broadband to remotely access your data network without needing 

special VPN routers. 

With ANIRA, you can access these private network services from your computer or from 

a small office/home office (SOHO) device on your remote office local area network 

(LAN). 

ANIRA lets you access intranet applications and the Internet simultaneously. Many other 

remote access services require that you exit a secure intranet application before you can 
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connect to the Internet. However, ANIRA creates separate communication paths that 

allow you to access both your business applications and the Internet at the same time. 

Our Global Network Client (or your SOHO device) uses the remote site tunnel to 

establish an encrypted connection from your computer to the AT&T network Virtual 

Interface Gateway (VIG). Tunneling technology protects your traffic by creating a virtual 

private network to the gateway. The gateway terminates the tunnel and maps the traffic to 

the appropriate egress (exiting) point. In this way, the VIG establishes connections 

between the remote computer and your AT&T-provided VPN service. 

ANIRA gives you these features: 

 Authentication and security—You establish who can access your network. You 

will know that your employees' remote access to your private data network can be 

changed in real time. 

 Intelligent access selection—The remote access software is designed to detect 

the available access options and select the most cost-effective and/or customer-

preferred method. Remote and traveling users will have reliable and cost-effective 

access to business information, as needed. 

ANIRA uses these components: 

 Network access—provides access to the data network 

Access options include: 

o Dial-up 

o Broadband 

o Wireless (Wi-Fi or cellular) 

o Private line 

o AT&T Managed Internet Service (MIS) 

 AT&T or customer-managed authentication—provides user authentication to 

allow or deny network access. The remote user enters an account ID, user ID, and 

password, and our network-based service manager authenticates the user and 

determines the IP addresses with which the user may communicate. 

Authentication options include: 

o RADIUS 

o Proxy RADIUS 

o RSA SecurID 

o SafeWord 
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o PassGo Defender 

 Single-user / SOHO client—provides network access for individual users or small 

office sites 

Remote access options include: 

o AT&T Global Network Client—a managed software client with a built-in 

firewall. The software supports dial-up, broadband, and wireless data services 

for single sign-on for traveling and other remote access users. 

o AT&T VPN Gateway (NetGate 8100 or Cisco 871)—a client device that 

provides remote site tunnel initiation to establish communications with the 

VIG for small office broadband applications. 

 Private Network Connections (PNCs)—establish the network connection 

between your remote access service and your private VPN services. Each PNC 

consists of two Virtual Interface Gateways (VIGs) and two Private Virtual 

Circuits (PVCs). The PNC routes network traffic to your VPN using one of the 

two VIGs. Before connecting to a VIG, the device/software client performs a VIG 

"health check" and routes traffic through one of the VIGs based on CPU use and 

latency for maximum performance. If that network path fails, the other path using 

the second VIG will take over automatically. Each region requires its own PNC, 

and remote access users and SOHO users may not share a PNC. The bandwidth of 

the PNC should be based on the aggregate bandwidth being accessed from remote 

users and SOHO locations. 

The following illustrates the typical architecture of ANIRA. 
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The following options are available with ANIRA: 

 Single-user broadband access—provides access to your AT&T VPN service 

from DSL and cable services. You'll use our Global Network Client software to 

connect via your Internet access service. With broadband access, you'll use IPSec 

to create an encrypted path between your computer and the network VIG. 

 Multi-user broadband access—provides access to your AT&T VPN service 

from DSL and cable services. Your SOHO LAN device connects via your Internet 

access service. With broadband access, you'll use IPSec to create an encrypted 

path between the remote LAN device and the network VIG. 

The AT&T Suite of Security Solutions 

AT&T Distributed Denial of Service (DDoS) Protection 

DDoS Defense consists of detection and mitigation service components that examine 

your Netflow data. When the detector identifies a DDoS attack, a notification is sent to 

both an AT&T operations center and to you with notification of the detected attack. 

Concurrently, AT&T will also contact you directly by phone. AT&T systems are 

designed to reroute traffic directed at the identified IP Addresses that are under attack to a 

network scrubbing facility within the AT&T IP Backbone, where attack traffic will be 
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dropped while allowing valid traffic to pass to your access router. Traffic destined to your 

other IP Addresses that are not under attack, continues to flow directly to your network. 

Internet Protect Service is required to use AT&T as the ISP. 

Feature Name Identifier Feature Description 

AT&T Internet Protect Service   

Internet Protect 

1-15 User Tokens 

AIP15 A security alerting and notification service 
that offers information regarding identified 
potential attacks, including viruses, worms 
and denial of service attacks that are in the 
early formulation stages. 

 1-15 User tokens 

 Only 1 user token required per Agency 

 Lost tokens will be replaced at no 
additional charge. 

Internet Protect 

16-50 User Tokens 

AIP50 A security alerting and notification service 
that offers information regarding identified 
potential attacks, including viruses, worms 
and denial of service attacks that are in the 
early formulation stages. 

 16-50 user tokens 

 Only 1 user token required per Agency 

 Lost tokens will be replaced at no 
additional charge. 

AT&T Distributed Denial of 
Service (DDoS) Protection** 

 ** Requires Internet Protect Service 

DDoS 1 – 2 GB Protection** DDOSMNT-2 

 

DDoS Defense consists of detection and 
mitigation service components that 
examine your Netflow data. 

1 – 2 GB Protection 

** Requires Internet Protect Service 

DDoS 3 – 4 GB Protection** 

 

DDOSMNT-4 

 

DDoS Defense consists of detection and 
mitigation service components that 
examine your Netflow data. 

3 – 4 GB Protection 

** Requires Internet Protect Service 

AT&T Internet Protect Service 

AT&T Internet Protect
®
 is a security alerting and notification service that offers 

information regarding identified potential attacks, including viruses, worms and denial of 

service attacks that are in the early formulation stages. This managed service culls 

information from the extensive AT&T IP backbone which is one of the largest in the 
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world. It performs examination of over 24 petabytes of daily network data to help 

identify malicious activity from the Internet which you can use to help predict and 

prevent malicious traffic from infecting your network. Using the Web-based Information 

Security Portal, pagers and e-mail, AT&T notifies you of identified critical malicious 

activity and recommends immediate action. 

AT&T Internet Protect
®
 also delivers security information such as top vulnerabilities, 

recent patch releases and other security “need to-know” facts. In addition to features just 

mentioned, AT&T customers benefit from additional service options within AT&T 

Internet Protect
®
 such as DDoS Defense and Private Intranet Protect. AT&T Internet 

Protect
®
 is a security alerting and notification service that offers information regarding 

identified potential attacks, including viruses, worms and denial of service attacks that are 

in the early formulation stages. This managed service culls information from the 

extensive AT&T IP backbone which is one of the largest in the world. It performs 

examination of over 24 petabytes of daily network data to help identify malicious activity 

from the Internet which you can use to help predict and prevent malicious traffic from 

infecting your network. Using the Web-based Information Security Portal, pagers and e-

mail, AT&T notifies you of identified critical malicious activity and recommends 

immediate action. 

AT&T Distributed Denial of Service (DDoS) Protection 

Managed DDoS service for customers whose ISP is AT&T. DDoS Defense consists of 

detection and mitigation service components that examine your Netflow data. When the 

detector identifies a DDoS attack, a notification is sent to both an AT&T operations 

center and to you with notification of the detected attack. Concurrently, AT&T will also 

contact you directly by phone. AT&T systems are designed to reroute traffic directed at 

the identified IP Addresses that are under attack to a network scrubbing facility within the 

AT&T IP Backbone, where attack traffic will be dropped while allowing valid traffic to 

pass to your access router. Traffic destined to your other IP Addresses that are not under 

attack, continues to flow directly to your network. Internet Protect Service is required to 

use. 

Feature Name Identifier Feature Description 

AT&T Internet Protect Service   

Internet Protect 

1-15 User Tokens 

AIP15 A security alerting and notification service 
that offers information regarding identified 
potential attacks, including viruses, worms 
and denial of service attacks that are in the 
early formulation stages. 

1-15 User tokens 

Only 1 user token required per Agency 
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Feature Name Identifier Feature Description 

Lost tokens will be replaced at no 
additional charge. 

DDoS 1 – 2 GB Protection** DDOSMNT-2 

 

DDoS Defense consists of detection and 
mitigation service components that 
examine your Netflow data. 

1 – 2 GB Protection 

** Requires Internet Protect Service 

DDoS 3 – 4 GB Protection** 

 

DDOSMNT-4 

 

DDoS Defense consists of detection and 
mitigation service components that 
examine your Netflow data. 

3 – 4 GB Protection 

** Requires Internet Protect Service 

AT&T Agnostic Distributed Denial of Service (DDoS) Protection 

Managed DDoS Service for customers with an ISP other than AT&T. DDoS Defense 

consists of detection and mitigation service components that examine your Netflow data. 

When the detector identifies a DDoS attack, a notification is sent to both an AT&T 

operations center and to you with notification of the detected attack. Concurrently, AT&T 

will also contact you directly by phone. AT&T systems are designed to reroute traffic 

directed at the identified IP Addresses that are under attack to a network scrubbing 

facility within the AT&T IP Backbone, where attack traffic will be dropped while 

allowing valid traffic to pass to your access router. Traffic destined to your other IP 

Addresses that are not under attack, continues to flow directly to your network.  

Feature Name Identifier Feature Description 

AT&T Internet Protect Service   

Internet Protect 

1-15 User Tokens 

AIP15 A security alerting and notification service 
that offers information regarding identified 
potential attacks, including viruses, worms 
and denial of service attacks that are in the 
early formulation stages. 

1-15 User tokens 

Only 1 user token required per Agency 

Lost tokens will be replaced at no 
additional charge. 
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AT&T Premise-Based Security Services 

AT&T Managed Intrusion Prevention Service 

MIDS/MIPS” is a fully managed, attack recognition and response capability for network 

security that can be configured in either Promiscuous mode or In-Line modes of 

operation. The Promiscuous (IDS) mode provides an unobtrusive “sniffing” of traffic, 

where traffic is presented to a sensor for analysis. With the In-Line (IPS) mode of 

operation, traffic passes though the sensor and is inspected before it is allowed to pass on. 

Both modes support the dynamic responses of “shunning” (blocking an attacking IP 

address in a firewall or router) or “resetting” (sending a TCP reset to terminate the TCP 

session). Only the In-Line mode supports the “dropping” action (dropping offending 

packets or traffic). 

MIDS/MIPS are monitored 24 hours x 7 days a week. Intrusion detection sensing sensors 

are placed at specific locations in the Customer Internet access, whether on a Customer 

Site or at an AT&T Internet Data Center. The intrusion detection sensing sensors monitor 

data packet header and payload information in an effort to detect possible malicious 

activity. If possible malicious activity is detected by AT&T and an alarm is generated, the 

AT&T SNOC responds based on the Customer signature policy. 

Each intrusion detection sensor is configured by AT&T, based on the Customer 

determined signature policy, with changes to the standard alarm and severity settings 

determined by the Customer. AT&T further implements the Customer signature policy by 

setting alarms to correlate with certain levels of malicious activity and by setting actions 

in response to any alarms. At all times, Customer is responsible for decisions relating to 

its sensor placement and signature profile. AT&T will establish procedures between the 

AT&T SNOC and the Customer identified Security Contact(s) to request configuration 

changes to the Customer security policy. 

Prior to provisioning of MIDS/MIPS, AT&T will conduct a technical assurance review to 

validate that the proposed MIDS/MIPS implementation is technically feasible and 

supportable under the standard definition of the MIDS/MIPS. 

Features of MIDS/MIPS 

 Configure MIDS/MIPS in Promiscuous (IDS) mode. AT&T can re-configure 

MIDS/MIPS in an In-Line mode upon Customer request provided it is 

supportable based on the desired Customer configuration. 

 Apply default IDS Signature policy on any managed MIDS/MIPS devices 
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 Provide updated IDS Signature database 

 Provide IDS reporting via the AT&T Security Center Portal 

 Provide 24x7 Investigative Phone Support 

 Notify Customer of Alerts: phone call to Customer Point of Contact (CPOC) for 

“High Severity” alerts and e-mail to Customer for “Medium Severity” alerts 

 Provide profiling (enhanced tuning and data traffic analysis) to give Customer a 

baseline of its network or alarm activity for individual devices on its network 

 Perform sensor tuning based on Customer environment 

 Deploy custom signatures in consultation with Customer following approval of 

such signatures by AT&T. Customer will receive 20 concurrent custom 

signatures. 

 Perform Root Cause Analysis for High Severity Alerts 

Standard Capabilities 

 24x7 security event monitoring and equipment management. 

 Sensor placement assistance within an AT&T Internet Data Center or Customer 

Premises. 

 In-band correlation of sensor data in the Customer network. 

 Incident response based on signature policies and traffic profiles of Customer 

sensors. 

 Periodic updates to Customer sensor profiles to help reduce false positive alerts or 

alarm activity not related to cyber intrusions. 

 On-line summary reports on a daily, weekly, or monthly basis. 

 Customized incident report for each High Severity alert generated. 

 Access to Tier III technical analysts in connection with High Severity alerts. 

Pricing is based on a three-year contract. AT&T will work with you to determine 

appropriate sizing and design of Managed Intrusion Prevention Configuration. Pricing 

assumes mutually agreeable Configuration.  
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Feature Name Identifier Feature Description 

Managed Intrusion 
Prevention Service (MIPS) 
– Complete Service 

 The AT&T Managed Intrusion Prevention 
Service is a fully managed, attack 
recognition and response capability for 
network security. The service is a fully 
managed bundled solution, which includes 
all hardware and software components, 
configuration, installation, day to day 
management and maintenance, as well as 
expert customer support and 24/7 
monitoring. 

McAfee Configurations:   

Large Office for McAfee 
Intrusion Prevention Service 

WANSLOFC 

Managed Intrusion Prevention Service 
monthly recurring fee including single 
McAfee CPE, all required licensing and full 
AT&T management – 5,000 Mbps 
Throughput -  

Medium Office for McAfee 
Intrusion Prevention Service 

WANSMOFC 

Managed Intrusion Prevention Service 
monthly recurring fee including McAfee 
CPE, all required licensing and full AT&T 
management – 1000 Mbps Throughput  

Small Office for McAfee 
Intrusion Prevention Service 

WANSSOFC 

Managed firewall monthly recurring fee 
including Juniper Networks CPE, all 
required licensing and full AT&T 
management – 100 Mbps Throughput  

TippingPoint 
Configurations: 

  

Large Office for 
TippingPoint Intrusion 
Prevention Service 

WANSLOFC 

Managed Intrusion Prevention Service 
monthly recurring fee including single 
TippingPoint CPE, all required licensing and 
full AT&T management – 5,000 Mbps 
Throughput -  

Medium Office for 
TippingPoint Intrusion 
Prevention Service 

WANSMOFC 

Managed Intrusion Prevention Service 
monthly recurring fee including TippingPoint 
CPE, all required licensing and full AT&T 
management – 1000 Mbps Throughput  

Small Office for 
TippingPoint Intrusion 
Prevention Service 

WANSSOFC 

Managed firewall monthly recurring fee 
including Tippingpoint CPE, all required 
licensing and full AT&T management – 100 
Mbps Throughput  

Sourcefire 
Configurations: 

  

Large Office for Sourcefire 
Intrusion Prevention Service 

WANSLOFC Managed Intrusion Prevention Service 
monthly recurring fee including single 
Sourcefire CPE, all required licensing and 
full AT&T management – 5,000 Mbps 
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Throughput -  

Medium Office for 
Sourcefire Intrusion 
Prevention Service 

WANSMOFC Managed Intrusion Prevention Service 
monthly recurring fee including TippingPoint 
CPE, all required licensing and full AT&T 
management – 1000 Mbps Throughput  

Small Office for Sourcefire 
Intrusion Prevention Service 

WANSSOFC Managed Intrusion Prevention Service 
Sourcefire CPE, all required licensing and 
full AT&T management – 100 Mbps 
Throughput  

Managed Intrusion 
Prevention Options 

  

Enhanced Threat Segments PB.IDPS.OPT.ETS Enhanced Threat Segments - used to add 
additional monitored segments on an IPS. 
By default, each IDPS includes one 
monitored segment 

Premises Based Firewall Service (PBFW) – Complete Service 

The AT&T Premises-Based Managed Firewall Service – Complete Service provides a 

highly functional layer of security to your networks. The service is a fully managed 

bundled solution, which includes all hardware and software components, configuration, 

installation, day to day management and maintenance, as well as expert customer support 

and proactive network monitoring. 

The service is designed to: 

 Defend against unauthorized connections to your LANs 

 Provide security to your users with remote accessing needs, via data encryption 

 Provide a secure environment to companies who need to support an unlimited 

number of concurrent user sessions 

 Support remote monitoring and management of the firewall server 

Variety of Firewall Solutions to Fit Your Needs 

You have many options from AT&T Premises-Based Firewall bundled solutions to meet 

your requirements. All of these services let you define your own security policy and tailor 

the solution to the size of your user base. The AT&T Premises-Based Firewall Complete 

Service options include: 

 Fortinet
®
 firewall appliances 

 Checkpoint firewall appliances 

 Cisco
®
 ASA firewall appliances 
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 Juniper Networks firewall appliances 

 Palo Alto Firewalls 

These solutions provide features such as High Availability configurations, multi-gigabit 

throughput capacity and advanced security reporting. Depending on the firewall type and 

model, the configurations provide DMZ, Extranet and VPN connectivity options. The 

Fortinet, Check Point, Juniper Network, Palo Alto sand Cisco ASA configurations can 

also be implemented in an AT&T Internet Data Center. 

High Availability 

High availability is a feature which provides redundancy and fault tolerance. It 

effectively enables two firewalls to act as backup for each other. The high availability 

feature in each firewall detects failures in a number of ways so that if a failure is detected 

instant failover occurs. The feature includes a mechanism to keep the state of devices 

synchronized with each other so that once a failure is detected the processing load is 

seamlessly transferred from the active device to the redundant device. 

Packaged as four “complete” solution configurations the available options are: Large 

Office, Medium Office and Small Office. AT&T Security Engineers work with you to 

determine the appropriate and least costly option factoring in firewall throughput 

requirements, the number of remotes sites supported, the number of users, the number of 

security policies, the applications use cases and any additional enabled options such 

DMZ, Extranet, VPN, IPS or AV Filtering. 

Pricing is based on a 3 year contract and mutually agreeable sizing. AT&T will work 

with customer to determine correct sizing of Firewall and correct options. 

Feature Name Identifier Feature Description 

Premises Based Firewall 
Service (PBFW) – 
Complete Service 

 The AT&T Premises-Based Managed Firewall 
Service – Complete Service provides a highly 
functional layer of security to your networks. The 
service is a fully managed bundled solution, 
which includes all hardware and software 
components, configuration, installation, day to 
day management and maintenance, as well as 
expert customer support and proactive network 
monitoring. 

Cisco Configurations:   

Large Office for Cisco 
Single Firewall 

WANSLOFC Managed firewall monthly recurring fee including 
single Cisco CPE, all required licensing and full 
AT&T management – 20,000 Mbps Firewall 
Throughput 
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Medium Office for Cisco 
Single Firewall 

WANSMOFC Managed firewall monthly recurring fee including 
single Cisco CPE, all required licensing and full 
AT&T management – 2000 Mbps Firewall 
Throughput 

Small Office for Cisco 
Single Firewall 

WANSSOFC Managed firewall monthly recurring fee including 
single Cisco CPE, all required licensing and full 
AT&T management – 600 Mbps Firewall 
Throughput 

Large Office for Cisco 
High Availability Firewall 

WANSLOHAC Managed firewall monthly recurring fee including 
HA Cisco CPE, all required licensing and full 
AT&T management – 20,000 Mbps Firewall 
Throughput 

Medium Office for Cisco 
High Availability Firewall 

WANSMOHAC Managed firewall monthly recurring fee including 
HA Cisco CPE, all required licensing and full 
AT&T management – 2000 Mbps Firewall 
Throughput 

Small Office for Cisco 
High Availability Firewall 

 Managed firewall monthly recurring fee including 
HA Cisco CPE, all required licensing and full 
AT&T management – 600 Mbps Firewall 
Throughput 

Fortigate 
Configurations: 

  

Enterprise Office for 
Fortigate Single Firewall 

WANSLOFF Managed firewall service monthly recurring fee 
including Fortigate CPE, all required licensing 
and full AT&T management – 10 Gbps Firewall 
Throughput –Requires Custom Pricing 

Large Office for Fortigate 
Single Firewall 

WANSLOFF Managed firewall monthly recurring fee including 
single Fortigate CPE, all required licensing and 
full AT&T management – 20,000 Mbps Firewall 
Throughput 

Medium Office for 
Fortigate Single Firewall 

WANSMOFF Managed firewall service monthly recurring fee 
including single Fortigate CPE, all required 
licensing and full AT&T management – 8000 
Mbps Firewall Throughput 

Small Office for Fortigate 
Single Firewall 

WANSSOFF Managed firewall service monthly recurring fee 
including single Fortigate CPE, all required 
licensing and full AT&T management – 2500 
Mbps Firewall Throughput 

Large Office for Fortigate 
High Availability Firewall 

WANSLOHAF Managed firewall service monthly recurring fee 
including HA Fortigate CPE, all required 
licensing and full AT&T management – 20,000 
Mbps Firewall Throughput 

Medium Office for 
Fortigate High Availability 
Firewall 

WANSMOHAF Managed firewall service monthly recurring fee 
including HA Fortigate CPE, all required 
licensing and full AT&T management – 8,000 
Mbps Firewall Throughput 
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Small Office for Fortigate 
High Availability Firewall 

WANSSOHAF Managed firewall service monthly recurring fee 
including single Fortigate HA, all required 
licensing and full AT&T management – 2500 
Mbps Firewall Throughput 

Fortigate Firewalls with 
Unified Threat 
management UTM 
Configurations 

 Choose this Option if using a Fortigate Firewall 
with UTM Options 

Large Office for Fortigate 
Single Firewall 

 Managed firewall monthly recurring fee including 
single Fortigate CPE, all required licensing and 
full AT&T management – 20,000 Mbps Firewall 
Throughput. Unified Threat Configuration (UTM) 
Need to Add Options 

Medium Office for 
Fortigate Single Firewall 

 Managed firewall service monthly recurring fee 
including HA Fortigate CPE, all required 
licensing and full AT&T management – 8,000 
Mbps Firewall Throughput. Unified Threat 
Configuration (UTM) Need to Add Options 

Small Office for Fortigate 
Single Firewall 

 Managed firewall service monthly recurring fee 
including single Fortigate CPE, all required 
licensing and full AT&T management – 2500 
Mbps Firewall Throughput. Unified Threat 
Configuration (UTM) Need to Add Options 

Large Office for Fortigate 
High Availability Firewall 

 Managed firewall service monthly recurring fee 
including HA Fortigate CPE, all required 
licensing and full AT&T management – 20,000 
Mbps Firewall Throughput. Unified Threat 
Configuration (UTM) Need to Add Options 

Medium Office for 
Fortigate High Availability 
Firewall 

 Managed firewall service monthly recurring fee 
including HA Fortigate CPE, all required 
licensing and full AT&T management – 8,000 
Mbps Firewall Throughput. Unified Threat 
Configuration (UTM) Need to Add Options 

Small Office for Fortigate 
High Availability Firewall 

 Managed firewall service monthly recurring fee 
including single Fortigate HA, all required 
licensing and full AT&T management – 2500 
Mbps Firewall Throughput 

Checkpoint 
Configurations 

  

Large Office – 
Checkpoint Single 
Firewall  

WANSLOFCP Managed firewall service monthly recurring fee 
including Checkpoint Software, AT&T supplied 
firewall appliance, all required licensing and full 
AT&T management – 5800 mbps Firewall 
Throughput 
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Medium Office – 
Checkpoint Single 
Firewall  

WANSMOFCP Managed firewall service monthly recurring fee 
including Checkpoint Software, AT&T supplied 
firewall appliance, all required licensing and full 
AT&T management – 3,400 mbps Firewall 
Throughput  

Small Office – 
Checkpoint Single 
Firewall  

WANSSOFCP Managed firewall service monthly recurring fee 
including Checkpoint Software, AT&T supplied 
firewall appliance, all required licensing and full 
AT&T management – 1400 Mbps Firewall 
Throughput  

Large Office – 
Checkpoint High 
Availability Firewall 

WANSLOFHA Managed firewall service monthly recurring fee 
including Checkpoint Software, AT&T supplied 
HA firewall appliance, all required licensing and 
full AT&T management – 5,800 mbps Firewall 
Throughput 

Medium Office – 
Checkpoint High 
Availability Firewall 

WANSMOFHA Managed firewall service monthly recurring fee 
including Checkpoint Software, AT&T supplied 
HA firewall appliance, all required licensing and 
full AT&T management – 3,400 mbps Firewall 
Throughput 

Small Office – 
Checkpoint High 
Availability Firewall 

WANSSOFCP Managed firewall service monthly recurring fee 
including Checkpoint Software, AT&T supplied 
HA firewall appliance, all required licensing and 
full AT&T management – 1400 Mbps Firewall 
Throughput 

Palo Alto NG Bundle 
Configurations: 

  

Large Office for Palo Alto 
Single Firewall 

 Managed firewall monthly recurring fee including 
single Palo Alto CPE, all required licensing and 
full AT&T management – 10,000 Mbps Firewall 
Throughput – Next Generation Bundle 
configuration. Choose this option if adding NG 
Options Threat Protection, URL or Wildfire 

Medium Office for Palo 
Alto Single Firewall 

 Managed firewall monthly recurring fee including 
Palo Alto CPE, all required licensing and full 
AT&T management – 2000 Mbps Firewall 
Throughput – Next Generation Bundle 
Configuration. Choose this option if adding NG 
Options Threat Protection, URL or Wildfire. 

Small Office for Palo Alto 
Single Firewall 

 Managed firewall monthly recurring fee including 
Palo Alto CPE, all required licensing and full 
AT&T management – 100 Mbps Firewall 
Throughput – Next Generation Bundle 
Configuration. Choose this option if adding NG 
Options Threat Protection, URL or Wildfire. 
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Large Office for Palo Alto 
High Availability Firewall 

 Managed firewall monthly recurring fee including 
HA Palo Alto CPE, all required licensing and full 
AT&T management – 10,000 Mbps Firewall 
Throughput – Next Generation Bundle 
configuration. Choose this option if adding NG 
Options Threat Protection, URL or Wildfire. 

Medium Office for Palo 
Alto High Availability 
Firewall 

 Managed firewall monthly recurring fee including 
HA Palo Alto CPE, all required licensing and full 
AT&T management – 2,000 Mbps Firewall 
Throughput – Next Generation Bundle 
Configuration. Choose this option if adding NG 
Options Threat Protection, URL or Wildfire. 

Small Office for Palo Alto 
High Availability Firewall 

 Managed firewall monthly recurring fee including 
HA Palo Alto CPE, all required licensing and full 
AT&T management – 100 Mbps Firewall 
Throughput. Choose this option if adding NG 
Options Threat Protection, URL or Wildfire. 

Palo Alto NG 
Configurations: 

  

Large Office for Palo Alto 
Single Firewall 

 Managed firewall monthly recurring fee including 
single Palo Alto CPE, all required licensing and 
full AT&T management – 10,000 Mbps Firewall 
Throughput 

Medium Office for Palo 
Alto Single Firewall 

 Managed firewall monthly recurring fee including 
Palo Alto CPE, all required licensing and full 
AT&T management – 2000 Mbps Firewall 
Throughput 

Small Office for Palo Alto 
Single Firewall 

 Managed firewall monthly recurring fee including 
Palo Alto CPE, all required licensing and full 
AT&T management – 100 Mbps Firewall 
Throughput 

Palo Alto Firewall 
Options 

  

URL Filtering PB.FW.NG.URL NG Option - URL Filtering  

Threat Protection (IPS) PB.FW.NG.TP NG Option - IPS 

Wildfire PB.FW.NG.ZD NG Option - Wildfire 

Additional Interface PB.FW.OPT.ASI Add this cost if you need more than three 
interfaces, up to the total number on the firewall 

Complex Configuration PB.FW.OPT.CXE This option is for complex configuration. Work 
with AT&T to determine if this option applies 

Site to Site PB.FW.OPT.S2S Add this to support as many vpn tunnels as the 
firewall can support, but only 5 half-tunnels 
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Juniper Networks 
Configurations: 

 Choose this Option if using a Juniper Networks 
Firewall with UTM Options 

Large Office for Juniper 
Networks Single Firewall 

 Managed firewall monthly recurring fee including 
single Juniper Networks CPE, all required 
licensing and full AT&T management – 5,000 
Mbps Firewall Throughput 

Medium Office for 
Juniper Networks Single 
Firewall 

 Managed firewall monthly recurring fee including 
Juniper Networks CPE, all required licensing and 
full AT&T management – 2,500 Mbps Firewall 
Throughput 

Small Office for Juniper 
Networks Single Firewall 

 Managed firewall monthly recurring fee including 
Juniper Networks CPE, all required licensing and 
full AT&T management – 300 Mbps Firewall 
Throughput 

   

Large Office for Juniper 
Networks 

High Availability Firewall 

 Managed firewall monthly recurring fee including 
HA Juniper Networks CPE, all required licensing 
and full AT&T management – 5,000 Mbps 
Firewall Throughput 

Medium Office for 
Juniper Networks 

High Availability Firewall 

 Managed firewall monthly recurring fee including 
HA Juniper Networks CPE, all required licensing 
and full AT&T management – 2,500 Mbps 
Firewall Throughput 

Small Office for Juniper 
Networks 

High Availability Firewall 

 Managed firewall monthly recurring fee including 
HA Juniper Networks CPE, all required licensing 
and full AT&T management – 300 Mbps Firewall 
Throughput 

Juniper Networks UTM 
Configurations: 

  

Large Office for Juniper 
Networks Single Firewall 

 Managed firewall monthly recurring fee including 
single Juniper Networks CPE, all required 
licensing and full AT&T management – 5,000 
Mbps Firewall Throughput - Unified Threat 
Configuration (UTM) Need to Add Options 

Medium Office for 
Juniper Networks Single 
Firewall 

 Managed firewall monthly recurring fee including 
Juniper Networks CPE, all required licensing and 
full AT&T management – 2,500 Mbps Firewall 
Throughput - Unified Threat Configuration (UTM) 
Need to Add Options  

Small Office for Juniper 
Networks Single Firewall 

 Managed firewall monthly recurring fee including 
Juniper Networks CPE, all required licensing and 
full AT&T management – 300 Mbps Firewall 
Throughput - Unified Threat Configuration (UTM) 
Need to Add Options 
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Large Office for Juniper 
Networks 

High Availability Firewall 

 Managed firewall monthly recurring fee including 
HA Juniper Networks CPE, all required licensing 
and full AT&T management – 5,000 Mbps 
Firewall Throughput - Unified Threat 
Configuration (UTM). Need to Add Options 

Medium Office for 
Juniper Networks 

High Availability Firewall 

 Managed firewall monthly recurring fee including 
HA Juniper Networks CPE, all required licensing 
and full AT&T management – 2,500 Mbps 
Firewall Throughput - Unified Threat 
Configuration (UTM). Need to Add Options 

Small Office for Juniper 
Networks 

High Availability Firewall 

 Managed firewall monthly recurring fee including 
HA Juniper Networks CPE, all required licensing 
and full AT&T management – 300 Mbps Firewall 
Throughput - Unified Threat Configuration 
(UTM). Need to Add Options 

Standard PBFW-UTM 
Options – Available on 
Select Platforms  

 Firewall Optional Add-On Features. UTM 
Options available on Fortigate and Juniper 

Additional Interface PB.FW.OPT.ASI Add this cost if you need more than 3 interfaces, 
up to the total number on the firewall 

Site to Site PB.FW.OPT.S2S Add this to support as many vpn tunnels as the 
firewall can support, but only 5 half-tunnels 

Client to Site PB.FW.OPT.C2S Add this to support client's vpns, up to 100 
concurrent. Work with AT&T on sizing 

Complex Configuration PB.FW.OPT.CXE This option is for complex configuration. Work 
with AT&T to determine if applicable 

UTM URL Filtering PB.FW.UTM.URL UTM URL Filtering. URL Filtering Add-On 
provides the customer with basic URL filtering 
capability. Enables enterprises to build their own 
Web access policies by selectively blocking 
access to sites. Enables the customer to allow 
domain name control within the firewall to block 
specific sites. 

UTM Antivirus Scanning PB.FW.UTM.AV UTM Anti-virus Add-On additional feature which 
will look for known malicious software and 
protect against threats. 

UTM Managed IPS PB.FW.UTM.IDPS UTM Managed IPS. IPS Add-On provides the 
customer with intrusion protection capability to 
the firewall. 

Malware Threat Protection Web Service (MTPS) 

Malware Threat Protection Web Service (MTPS) 

Product Description: 

 Web based Malware Threat Protection Service for inspection and protection of 
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htt0p/https traffic (Note: sizing based on user count/traffic throughput & number of 

sensors managed) 

 Tuning & rule administration - manage signatures and updates 

 Sensor Maintenance - patching, firmware updates & system upgrades to OS & 

Application 

 Technical support - Phone and remote access support 24x7x365  

 Emergency or replacement spare equipment coverage - Maintains a standby spare for 

immediate deployment for customer owned equipment. We will facilitate RMA return with 

vendor and reconfigure at no additional charge. (USA Only) 

 Out-of-band sensor access option - Dial-in or DSL access to sensor if unavailable via 

internet 

 24x7 Monitoring & real-time event correlation, monitoring & response - Alert triage, 

analysis and response to potential security incidents with correlated event detection of 

security event data via CLMS integration. 

 Standard Client Portal - Security Dashboards, Standard Reports, Analysis Tools, 

Tickets, metrics, etc. 

 Custom Reports – If the CMS is included, up to 5 Monthly Fire-Eye Reports (e-mailed) 

 Reports via Client Portal – Log Reports and Alert Reports are included within the Client 

portal 

Malware Threat Protection Service (MTPS) – WEB – SMALL: Above WEB features with 

support for approximately 100 Users/ 20 Mbps http Throughput 

Malware Threat Protection Service (MTPS) – WEB – MEDIUM: Above WEB features with 

support for approximately 500 Users/ 50 Mbps http Throughput  

Malware Threat Protection Service (MTPS) – WEB – LARGE: Above WEB features with 

support for approximately 2,500 Users/ 250 Mbps http Throughput 

Malware Threat Protection Service (MTPS) – WEB – ENTERPRISE: Above WEB features 

with support for approximately 10,000 Users/ 1 Gbps http Throughput 

Malware Threat Protection Service (MTPS) – WEB – LARGE ENTERPRISE: Above WEB 

features with support for approximately 40,000 Users/ 4 Gbps http Throughput 

Malware Threat Protection Web Service (MTPS) WEB OPTIONS:  

Malware Threat Protection Service (MTPS) – Central Management Server SMALL 

Product Description: 
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Optional MRC – Small Central Management Server (Note: Only Required if Correlation between 

E-Mail & Web Protection is Desired, & for Larger Deployments) 

 Smooth workflow integration from dashboard to details – At-a-glance security dashboard 

helps track Web and email threats and lets you drill down to see specifics and take 

action 

 Consolidates and preserves data to speed reports and audits – Provides a central 

storehouse for audit-relevant security events to meet long-term data retention 

requirements 

 Reveals the life cycle of blended attacks – Working with the FireEye NX and EX, the CM 

correlates malicious URLs with the originating emails and the intended victims to reveal 

the entire attack life cycle and help protect other potential targets 

Malware Threat Protection Service (MTPS) – Central Management Server MEDIUM 

Product Description: 

Optional MRC – Medium Central Management Server (Note: Only Required if Correlation 

between E-Mail & Web Protection is Desired, & for Larger Deployments) 

 Smooth workflow integration from dashboard to details – At-a-glance security dashboard 

helps track Web and email threats and lets you drill down to see specifics and take 

action 

 Consolidates and preserves data to speed reports and audits – Provides a central 

storehouse for audit-relevant security events to meet long-term data retention 

requirements 

 Reveals the life cycle of blended attacks – Working with the FireEye NX and EX, the CM 

correlates malicious URLs with the originating emails and the intended victims to reveal 

the entire attack life cycle and help protect other potential targets 

Malware Threat Protection Service (MTPS) – Central Management Server LARGE 

Product Description: 

Optional MRC – Large Central Management Server (Note: Only Required if Correlation between 

E-Mail & Web Protection is Desired, & for Larger Deployments) 

 Smooth workflow integration from dashboard to details – At-a-glance security dashboard 

helps track Web and email threats and lets you drill down to see specifics and take 

action 

 Consolidates and preserves data to speed reports and audits – Provides a central 

storehouse for audit-relevant security events to meet long-term data retention 

requirements 

 Reveals the life cycle of blended attacks – Working with the FireEye NX and EX, the CM 

correlates malicious URLs with the originating emails and the intended victims to reveal 
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the entire attack life cycle and help protect other potential targets 

Malware Threat Protection Service (MTPS) – Central Management Server ENTERPRISE 

Product Description: 

Optional MRC – Enterprise Central Management Server (Note: Only Required if Correlation 

between E-Mail & Web Protection is Desired, & for Larger Deployments) 

 Smooth workflow integration from dashboard to details – At-a-glance security dashboard 

helps track Web and email threats and lets you drill down to see specifics and take 

action 

 Consolidates and preserves data to speed reports and audits – Provides a central 

storehouse for audit-relevant security events to meet long-term data retention 

requirements 

 Reveals the life cycle of blended attacks – Working with the FireEye NX and EX, the CM 

correlates malicious URLs with the originating emails and the intended victims to reveal 

the entire attack life cycle and help protect other potential targets 

Malware Threat Protection Service (MTPS) – Central Management Server LARGE 

ENTERPRISE 

Product Description: 

Optional MRC – Large Enterprise Central Management Server (Note: Only Required if 

Correlation between E-Mail & Web Protection is Desired, & for Larger Deployments) 

 Smooth workflow integration from dashboard to details – At-a-glance security dashboard 

helps track Web and email threats and lets you drill down to see specifics and take 

action 

 Consolidates and preserves data to speed reports and audits – Provides a central 

storehouse for audit-relevant security events to meet long-term data retention 

requirements 

 Reveals the life cycle of blended attacks – Working with the FireEye NX and EX, the CM 

correlates malicious URLs with the originating emails and the intended victims to reveal 

the entire attack life cycle and help protect other potential targets 

Malware Threat Protection Service (MTPS) – Uni Directional Threat Sharing - SMALL 

Product Description: 

For Environments where Anonymized Threat Data Cannot be shared with vendor. Note: The Bi-

Directional License by Default is included. This option is specific to web protection and e-mail 

protection service and the license downgrade must selected for each solution or appliance 

purchased. 

Malware Threat Protection Service (MTPS) – Uni Directional Threat Sharing - MEDIUM 

Product Description: 

For Environments where Anonymized Threat Data Cannot be shared with vendor. Note: The Bi-
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Directional License by Default is included. This option is specific to web protection and e-mail 

protection service and the license downgrade must selected for each solution or appliance 

purchased. 

Malware Threat Protection Service (MTPS) – Uni Directional Threat Sharing - LARGE 

Product Description: 

For Environments where Anonymized Threat Data Cannot be shared with vendor. Note: The Bi-

Directional License by Default is included. This option is specific to web protection and e-mail 

protection service and the license downgrade must selected for each solution or appliance 

purchased. 

Malware Threat Protection Service (MTPS) – Uni Directional Threat Sharing - ENTERPRISE 

Product Description: 

For Environments where Anonymized Threat Data Cannot be shared with vendor. Note: The Bi-

Directional License by Default is included. This option is specific to web protection and e-mail 

protection service and the license downgrade must selected for each solution or appliance 

purchased. 

Malware Threat Protection Service (MTPS) – Uni Directional Threat Sharing – LARGE 

ENTERPRISE 

Product Description: 

For Environments where Anonymized Threat Data Cannot be shared with vendor. Note: The Bi-

Directional License by Default is included. This option is specific to web protection and e-mail 

protection service and the license downgrade must selected for each solution or appliance 

purchased. 

Malware Threat Protection Service (MTPS) – eMail Add On 

Product Description: 

For situations where a higher level of Enforcement is desired, the client may add on Cloud MTPS 

eMail Protection Service. In addition to the Web MTPS protections, the following additional 

protections are included: 

 Web based Malware Threat Protection Service for inspection and protection of http/https 

traffic (Note: sizing based on user count/traffic throughput & number of sensors 

managed) 

 Tuning and rule administration - manage signatures and updates  

 Sensor Maintenance - patching, firmware updates and system upgrades to OS and 

Application 

 Technical support - Phone and remote access support 24x7x365  

 Emergency or replacement spare equipment coverage - Maintains a standby spare for 

immediate deployment for customer owned equipment. We will facilitate RMA return with 

vendor and reconfigure at no additional charge. (USA Only) 
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 Out-of-band sensor access option - Dial-in or DSL access to sensor if unavailable via 

internet 

 24x7 Monitoring & real-time event correlation, monitoring and Response - Alert triage, 

analysis and response to potential security incidents with correlated event detection of 

security event data via CLMS integration. 

 Standard Client Portal - Security Dashboards, Standard Reports, Analysis Tools, 

Tickets, metrics, etc. 

 Custom Reports – If the CMS is included, up to 5 Monthly Fire-Eye Reports (e-mailed) 

 Reports via Client Portal – Log Reports and Alert Reports are included within the Client 

portal 

Malware Threat Protection Service (MTPS) – MAIL - SMALL 

Product Description: 

Support in this level for the following email variables: 

 Total Avg. e-mails Per Day (Clear Text) 

 Daily Peak Unique E-mail Attachments per Hour (UEAH) 

 Max number of mail boxes 

 150K Total/Day/ 600 Peak UEAH up to 500 Mailboxes 

Malware Threat Protection Service (MTPS) – MAIL – SMALL Additional Mail Box Support: 

Cost per each Additional Mailbox that exceeds included Mailbox count 

Malware Threat Protection Service (MTPS) – MAIL - MEDIUM 

Product Description: 

Support in this level for the following email variables: 

 Total Avg. e-mails Per Day (Clear Text) 

 Daily Peak Unique E-mail Attachments per Hour (UEAH) 

 Max number of mail boxes 

 400K Total/Day/ 1500 Peak UEAH up to 1,000 Mailboxes 

Malware Threat Protection Service (MTPS) – MAIL – MEDIUUM Additional Mail Box 

Support: Cost per each Additional Mailbox that exceeds included Mailbox count 

Malware Threat Protection Service (MTPS) – MAIL - LARGE 

Product Description: 

Support in this level for the following email variables: 

 Total Avg. e-mails Per Day (Clear Text) 
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 Daily Peak Unique E-mail Attachments per Hour (UEAH) 

 400K Total/Day/ 1500 Peak UEAH up to 2,500 Mailboxes 

Malware Threat Protection Service (MTPS) – MAIL – LARGE Additional Mail Box Support: 

Cost per each Additional Mailbox that exceeds included Mailbox count 

Malware Threat Protection Service (MTPS) – MAIL - ENTERPRISE 

Product Description: 

 Support in this level for the following email variables: 

 Total Avg. e-mails Per Day (Clear Text) 

 Daily Peak Unique E-mail Attachments per Hour (UEAH) 

 750K Total/Day/ 3000 Peak UEAH up to 5,000 Mailboxes 

Malware Threat Protection Service (MTPS) – MAIL – ENTERPRISE Additional Mail Box 

Support: Cost per each Additional Mailbox that exceeds included Mailbox count 

Malware Threat Protection Service (MTPS) – MAIL – LARGE ENTERPRISE 

Product Description: 

Support in this level for the following email variables: 

 Total Avg. e-mails Per Day (Clear Text) 

 Daily Peak Unique E-mail Attachments per Hour (UEAH) 

 750K Total/Day/ 3000 Peak UEAH up to 10K mailboxes 

Malware Threat Protection Service (MTPS) – MAIL – LARGE ENTERPRISE Additional Mail 

Box Support: Cost per each Additional Mailbox that exceeds included Mailbox count 

Malware Threat Protection Service (MTPS) email OPTIONS 

Malware Threat Protection Service (MTPS) – Uni Directional Threat Sharing - SMALL 

Malware Threat Protection Service (MTPS) – Uni Directional Threat Sharing - MEDIUM 

Malware Threat Protection Service (MTPS) – Uni Directional Threat Sharing - LARGE 

Malware Threat Protection Service (MTPS) – Uni Directional Threat Sharing - ENTERPRISE 

Malware Threat Protection Service (MTPS) – Uni Directional Threat Sharing – LARGE 

ENTERPRISE 
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AT&T Cloud Web Security Services (WSS) 

AT&T Cloud WSS was architected to allow any customer that has Internet access to 

utilize the service. A customer with one or more remote sites can be supported through 

the use of IPSEC tunneling, explicit proxy or individual user SSL tunnels. 

Standard Features 

AT&T Cloud WSS offers the following standard features as a bundle. All features, 

including Roaming User support and Mobile Device support are bundled in one price: 

Content Filtering 

The AT&T Cloud Security Service enables Customer to define a content filtering policy 

that can meet business requirements and can be tailored to support the local and global 

customer environment. The basic policy consists of a combination of blocked and 

allowed Web content categories and trusted and blocked sources and destinations that 

apply globally to all users (Basic Policy). The State also has the option to create more 

granular rules (Advanced Policy). For example, the State can coach users on its company 

policy when a User attempts a restricted site; block unauthenticated Users; and create 

allow or block lists for specific Web destinations. This module also provides dynamic 

rating algorithms that identify and categorize Web content in real time to provide 

unrivaled URL filtering. 

 Over 80 pre-defined URL categories (e.g. religion, sports, etc.) which are selected 

to be allowed or denied 

 The Whitelist / Blacklist function allows browsing to specific URLs to be 

permitted or denied. This function overrides any URL filtering options. The State 

can filter on URL, IP address or both. 

 It is possible to block web searches based on keywords. 

 Web filtering can also be done by IP address as well as URL name. 

 The Web Filtering feature provides the ability for web pages to be filtered using 

URL categorization and content analysis. URLs are categorized by reference to a 

number of predefined categories as specified in the State’s portal. The State will 

be able to configure the Web Filtering to create their own access restriction 

policies (based on categories and types of content) and deploy them to specific 

User groups. 

 The State has the option of performing individual and/or group administration and 

reporting capabilities. 
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 If the User requests a web page or attachment where an access restriction policy 

applies, then access to that web page or attachment is denied and the User will be 

displayed an automatic alert web page. 

 AT&T Cloud WSS supports any language for URL filtering. The browser 

converts the user request into UTF format and the query against the URL database 

is also in UTF. 

Malware Scanning 

Antivirus scanning examines files for viruses, worms, trojans, and malware. The Internet-

based AT&T Cloud Security Service ensures real-time protection against known and 

newly-arriving Web-borne threats. 

The service uses an ecosystem of inline scanning technology (from multiple vendors) to 

examine Web content. The resulting behavioral analysis identifies malicious and 

suspicious sites, bot-net traffic, and phone-home malware. The community-driven 

technology allows these threats to be categorized in real-time. 

 Provides inline scanning of HTTP and HTTPS content for common virus and 

malware threats and vulnerabilities 

 If a Web page or Web page attachments are found to contain a virus or spyware, 

then access to that web page or attachment is denied and the Internet user will be 

displayed an automatic virus alert web page. 

 All attachments can be blocked by file type or extension. 

Application Control 

Application filtering controls end user access to Web 2.0 applications, i.e., Video and 

Audio streaming, IM control, VOIP, Peer to Peer, Games. Abuse of these applications 

can lead to increased bandwidth demand and increased susceptibility to malware attacks. 

Application control uses IPS protocol decoders that can analyze network traffic to detect 

application traffic even if the traffic uses non-standard ports or protocols. 

Data Loss Prevention 

Cloud WSS will be able to integrate with a customer’s current Data Loss Prevention 

service. 

Mobile Device Support on Apple IOS and Android v. 4.0+ 
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As part of the business/enterprise Web security solution portfolio, Cloud WSS provides 

the Mobile Device Security (MDS) solution. This feature safeguards Apple
®
 (iPhones™ 

and iPads™ that are running iOS™ 5.x or 6.x and later) and Android v. 4.0+ mobile 

devices against Web threats and enforce acceptable use policies. 

Mobile devices are prevalent in the business arena and have actually become the 

preferred device for many employees. Furthermore, specialized apps are becoming 

essential for business. Because of this, more and more companies are distributing smart 

phones and tablets rather than laptops to their employees, especially those who travel a 

lot or whose jobs are not tied to desks. Then there is the challenge of employees who 

bring their own mobile devices into the corporate environment, which creates a security 

risk because such devices are able to connect to the Internet through satellite networks 

(3G/4G) rather than through the corporate egress point. Employees access assets, such as 

corporate mail and other sensitive intellectual property, transmit in the clear. 

Furthermore, acceptable Web use policies are not enforceable. 

Managed Premises WAF Service (PB-WAF) 

Managed Premises WAF Service (WAF) utilizes AT&T’s expertise in monitoring and 

managing web application firewalls. Other capabilities include: 

 Real-time Continuous Monitoring and enforcement of rules or policies that 

protect against web application threats 

 Non-Intrusive - Supports both "In-line" and “Out-of-Band” deployments 

 Dynamic Application Profiling 

 Inbound and Outbound Traffic Analysis using both positive and negative 

(whitelist and blacklist) analysis models 

 Application Security Defect Detection Capability 

 Out-of-the-Box PCI Compliance 

 Inspects all encrypted SSL traffic 

 SSL processing offload to Acceleration Card eliminates encryption overhead 

 Alerts and Security events analyzed in real-time and integrated into CLMS 

solution, 24x7 by trained Security Operations Team 

 Robust Reporting capability and Client Security Portal 

 Fully managed including maintenance and upgrades 

Required Appliance Service element listed below. 
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Tier 1 Standard 

Tier 1 Standard is an initial enablement of protection for 1-4 web applications utilizing single 

appliance architecture. Includes: 

 WAF Policy enforcement and tuning - Management, configuration, and tuning of WAF 

rules 

 Monthly Tuning session with customer team to review WAF configuration 

 Minor release patching, firmware, software updates and full release upgrades (requires 

current vendor maintenance agreement). 

 Full system upgrades to new versions and product releases 

 Regular backups of WAF Configuration (and client-owned management server, if 

option included) 

 24x7x365 hours technical help desk support coverage 

 24x7 monitoring and Security incident response to potential security incidents with 

correlated event detection in real-time of security event data  

 Full integration into CLMS solution for added depth in Event Correlation adding detail 

from WAF devices. 

 Log collection, detailed reports that include alert and attack summaries. 

 Secure web portal for reports, support ticket management, configuration management 

- Log analyzer, log charts, compliance reports, ad-hoc & scheduled reports, security 

dashboard & web portal with real-time alert data, event drill downs, trend graphs, etc. 

Requires Appropriate PB-WAF Appliance SINGLE (Below)  

Tier 1 Premium (HA) 

Tier 1 Premium is an initial enablement of protection for 1-4 web applications utilizing a high 

availability appliance architecture. Includes: 

 WAF Policy enforcement and tuning - Management, configuration, and tuning of WAF 

rules 

 Monthly Tuning session with customer team to review WAF configuration 

 Minor release patching, firmware, software updates and full release upgrades (requires 

current vendor maintenance agreement). 

 Full system upgrades to new versions and product releases 

 Regular backups of WAF Configuration (and client-owned management server, if 

option included) 
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 24x7x365 hours technical help desk support coverage 

 24x7 monitoring and Security incident response to potential security incidents with 

correlated event detection in real-time of security event data  

 Full integration into CLMS solution for added depth in Event Correlation adding detail 

from WAF devices. 

 Log collection, detailed reports that include alert & attack summaries. 

 Secure web portal for reports, support ticket management, configuration management 

- Log analyzer, log charts, compliance reports, ad-hoc & scheduled reports, security 

dashboard & web portal with real-time alert data, event drill downs, trend graphs, etc.

  

Requires Appropriate PB-WAF Appliance HA (Below) 

Tier 1 Incremental Web Site / Application: Add on of an additional Web Site / Web Application 

to the Tier 1X Service Level. 

Tier 2 Standard 

Tier 2 Standard is an initial enablement of protection for 5-10 web applications utilizing single 

appliance architecture. Includes: 

 WAF Policy enforcement and tuning - Management, configuration, and tuning of WAF 

rules 

 Monthly Tuning session with customer team to review WAF configuration 

 Minor release patching, firmware, software updates and full release upgrades (requires 

current vendor maintenance agreement). 

 Full system upgrades to new versions and product releases 

 Regular backups of WAF Configuration (and client-owned management server, if 

option included) 

 24x7x365 hours technical help desk support coverage 

 24x7 monitoring and Security incident response to potential security incidents with 

correlated event detection in real-time of security event data  

 Full integration into CLMS solution for added depth in Event Correlation adding detail 

from WAF devices. 

 Log collection, detailed reports that include alert and attack summaries. 

 Secure web portal for reports, support ticket management, configuration management 

- Log analyzer, log charts, compliance reports, ad-hoc & scheduled reports, security 
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dashboard & web portal with real-time alert data, event drill downs, trend graphs, etc. 

Requires Appropriate PB-WAF Appliance SINGLE (Below) 

Tier 2 Premium (HA) 

Tier 2 Premium is an initial enablement of protection for 5-10 web applications utilizing high 

availability appliance architecture. Includes: 

 WAF Policy enforcement and tuning - Management, configuration, and tuning of WAF 

rules 

 Monthly Tuning session with customer team to review WAF configuration 

 Minor release patching, firmware, software updates and full release upgrades (requires 

current vendor maintenance agreement). 

 Full system upgrades to new versions and product releases 

 Regular backups of WAF Configuration (and client-owned management server, if 

option included) 

 24x7x365 hours technical help desk support coverage 

 24x7 monitoring and Security incident response to potential security incidents with 

correlated event detection in real-time of security event data  

 Full integration into CLMS solution for added depth in Event Correlation adding detail 

from WAF devices. 

 Log collection, detailed reports that include alert and attack summaries. 

 Secure web portal for reports, support ticket management, configuration management 

- Log analyzer, log charts, compliance reports, ad-hoc and scheduled reports, security 

dashboard and web portal with real-time alert data, event drill downs, trend graphs, 

etc.  

Requires Appropriate PB-WAF Appliance HA (Below) 

Tier 2 Incremental Web Application: Add on of an additional Web Site / Web Application to the 

Tier 2X Service Level. 

Tier 3 Standard 

Tier 3 Standard is an initial enablement of protection for 11-20 web applications utilizing single 

appliance architecture. Includes: 

 WAF Policy enforcement and tuning - Management, configuration, and tuning of WAF 

rules 

 Monthly Tuning session with customer team to review WAF configuration 
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 Minor release patching, firmware, software updates and full release upgrades (requires 

current vendor maintenance agreement). 

 Full system upgrades to new versions and product releases 

 Regular backups of WAF Configuration (and client-owned management server, if 

option included) 

 24x7x365 hours technical help desk support coverage 

 24x7 monitoring and Security incident response to potential security incidents with 

correlated event detection in real-time of security event data  

 Full integration into CLMS solution for added depth in Event Correlation adding detail 

from WAF devices. 

 Log collection, detailed reports that include alert & attack summaries. 

 Secure web portal for reports, support ticket management, configuration management 

- Log analyzer, log charts, compliance reports, ad-hoc & scheduled reports, security 

dashboard & web portal with real-time alert data, event drill downs, trend graphs, etc. 

Requires Appropriate PB-WAF Appliance SINGLE (Below) 

Tier 3 Premium (HA) 

Tier 3 Premium is an initial enablement of protection for 11-20 web applications utilizing high 

availability appliance architecture. Includes: 

 WAF Policy enforcement and tuning - Management, configuration, and tuning of WAF 

rules 

 Monthly Tuning session with customer team to review WAF configuration 

 Minor release patching, firmware, software updates and full release upgrades (requires 

current vendor maintenance agreement). 

 Full system upgrades to new versions and product releases 

 Regular backups of WAF Configuration (and client-owned management server, if 

option included) 

 24x7x365 hours technical help desk support coverage 

 24x7 monitoring and Security incident response to potential security incidents with 

correlated event detection in real-time of security event data  

 Full integration into CLMS solution for added depth in Event Correlation adding detail 

from WAF devices. 

 Log collection, detailed reports that include alert and attack summaries. 

 Secure web portal for reports, support ticket management, configuration management 
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- Log analyzer, log charts, compliance reports, ad-hoc and scheduled reports, security 

dashboard and web portal with real-time alert data, event drill downs, trend graphs, 

etc.  

Requires Appropriate PB-WAF Appliance HA (Below) 

Tier 3 Incremental Web Application: Add on of an additional Web Site / Web Application to the 

Tier 3X Service Level. 

Tier 4 Standard 

Tier 4 Standard is an initial enablement of protection for 21-30 web applications utilizing single 

appliance architecture. Includes: 

 WAF Policy enforcement and tuning - Management, configuration, and tuning of WAF 

rules 

 Monthly Tuning session with customer team to review WAF configuration 

 Minor release patching, firmware, software updates and full release upgrades (requires 

current vendor maintenance agreement). 

 Full system upgrades to new versions and product releases 

 Regular backups of WAF Configuration (and client-owned management server, if 

option included) 

 24x7x365 hours technical help desk support coverage 

 24x7 monitoring and Security incident response to potential security incidents with 

correlated event detection in real-time of security event data  

 Full integration into CLMS solution for added depth in Event Correlation adding detail 

from WAF devices. 

 Log collection, detailed reports that include alert and attack summaries. 

 Secure web portal for reports, support ticket management, configuration management 

- Log analyzer, log charts, compliance reports, ad-hoc and scheduled reports, security 

dashboard & web portal with real-time alert data, event drill downs, trend graphs, etc. 

Requires Appropriate PB-WAF Appliance SINGLE (Below) 

Tier 4 Premium (HA) 

Tier 4 Premium is an initial enablement of protection for 21-30 web applications utilizing high 

availability appliance architecture. Includes: 

 WAF Policy enforcement and tuning - Management, configuration, and tuning of WAF 

rules 

 Monthly Tuning session with customer team to review WAF configuration 

 Minor release patching, firmware, software updates and full release upgrades (requires 

current vendor maintenance agreement). 
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 Full system upgrades to new versions and product releases 

 Regular backups of WAF Configuration (and client-owned management server, if 

option included) 

 24x7x365 hours technical help desk support coverage 

 24x7 monitoring and Security incident response to potential security incidents with 

correlated event detection in real-time of security event data  

 Full integration into CLMS solution for added depth in Event Correlation adding detail 

from WAF devices. 

 Log collection, detailed reports that include alert and attack summaries. 

 Secure web portal for reports, support ticket management, configuration management 

- Log analyzer, log charts, compliance reports, ad-hoc and scheduled reports, security 

dashboard & web portal with real-time alert data, event drill downs, trend graphs, etc.

  

Requires Appropriate PB-WAF Appliance HA (Below) 

Tier 4 Incremental Web Application: Add on of an additional Web Site / Web Application to the 

Tier 4X Service Level. 

Tier 5 Standard 

Tier 5 Standard is an initial enablement of protection for 31-40 web applications utilizing single 

appliance architecture. Includes: 

 WAF Policy enforcement and tuning - Management, configuration, and tuning of WAF 

rules 

 Monthly Tuning session with customer team to review WAF configuration 

 Minor release patching, firmware, software updates and full release upgrades (requires 

current vendor maintenance agreement). 

 Full system upgrades to new versions and product releases 

 Regular backups of WAF Configuration (and client-owned management server, if 

option included) 

 24x7x365 hours technical help desk support coverage 

 24x7 monitoring and Security incident response to potential security incidents with 

correlated event detection in real-time of security event data  

 Full integration into CLMS solution for added depth in Event Correlation adding detail 

from WAF devices. 

 Log collection, detailed reports that include alert & attack summaries. 

 Secure web portal for reports, support ticket management, configuration management 

- Log analyzer, log charts, compliance reports, ad-hoc & scheduled reports, security 
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dashboard & web portal with real-time alert data, event drill downs, trend graphs, etc.

  

Requires Appropriate PB-WAF Appliance SINGLE (Below) 

Tier 5 Premium (HA) 

Tier 5 Premium is an initial enablement of protection for 31-40 web applications utilizing high 

availability appliance architecture. Includes: 

 WAF Policy enforcement and tuning - Management, configuration, and tuning of WAF 

rules 

 Monthly Tuning session with customer team to review WAF configuration 

 Minor release patching, firmware, software updates & full release upgrades (requires 

current vendor maintenance agreement). 

 Full system upgrades to new versions and product releases 

 Regular backups of WAF Configuration (and client-owned management server, if 

option included) 

 24x7x365 hours technical help desk support coverage 

 24x7 monitoring and Security incident response to potential security incidents with 

correlated event detection in real-time of security event data  

 Full integration into CLMS solution for added depth in Event Correlation adding detail 

from WAF devices. 

 Log collection, detailed reports that include alert and attack summaries. 

 Secure web portal for reports, support ticket management, configuration management 

- Log analyzer, log charts, compliance reports, ad-hoc and scheduled reports, security 

dashboard & web portal with real-time alert data, event drill downs, trend graphs, etc.

  

Requires Appropriate PB-WAF Appliance HA (Below) 

Tier 5 Incremental Web Application: Add on of an additional Web Site / Web Application to the 

Tier 5X Service Level. 

Tier 6 Standard 

Tier 6 Standard is an initial enablement of protection for 41-50 web applications utilizing single 

appliance architecture. Includes: 

 WAF Policy enforcement and tuning - Management, configuration, and tuning of WAF 

rules 

 Monthly Tuning session with customer team to review WAF configuration 

 Minor release patching, firmware, software updates and full release upgrades (requires 

current vendor maintenance agreement). 
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 Full system upgrades to new versions and product releases 

 Regular backups of WAF Configuration (and client-owned management server, if 

option included) 

 24x7x365 hours technical help desk support coverage 

 24x7 monitoring and Security incident response to potential security incidents with 

correlated event detection in real-time of security event data  

 Full integration into CLMS solution for added depth in Event Correlation adding detail 

from WAF devices. 

 Log collection, detailed reports that include alert and attack summaries. 

 Secure web portal for reports, support ticket management, configuration management 

- Log analyzer, log charts, compliance reports, ad-hoc and scheduled reports, security 

dashboard & web portal with real-time alert data, event drill downs, trend graphs, etc.

  

Requires Appropriate PB-WAF Appliance SINGLE (Below) 

Tier 6 Premium (HA) 

Tier 6 Premium is an initial enablement of protection for 41-50 web applications utilizing high 

availability appliance architecture. Includes: 

 WAF Policy enforcement and tuning - Management, configuration, and tuning of WAF 

rules 

 Monthly Tuning session with customer team to review WAF configuration 

 Minor release patching, firmware, software updates and full release upgrades (requires 

current vendor maintenance agreement). 

 Full system upgrades to new versions and product releases 

 Regular backups of WAF Configuration (and client-owned management server, if 

option included) 

 24x7x365 hours technical help desk support coverage 

 24x7 monitoring and Security incident response to potential security incidents with 

correlated event detection in real-time of security event data  

 Full integration into CLMS solution for added depth in Event Correlation adding detail 

from WAF devices. 

 Log collection, detailed reports that include alert and attack summaries. 

 Secure web portal for reports, support ticket management, configuration management 

- Log analyzer, log charts, compliance reports, ad-hoc and scheduled reports, security 
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dashboard & web portal with real-time alert data, event drill downs, trend graphs, etc.

  

Requires Appropriate PB-WAF Appliance HA (Below) 

Tier 6 Incremental Web Application: Add on of an additional Web Site / Web Application to the 

Tier 6X Service Level. 

AT&T WAF Appliance Service (Required) 

Managed Premises WAF Service (PB-WAF) – SMALL SINGLE 

Appliance Service Module required for appropriate PB-WAF Service Tier – Includes single 

appliance as a service, installation, tuning, maintenance to support service PB-WAF Service. 

Supports up to the following: 100 Mbps, 2 Bridge, 5 Proxy Segments 

Managed Premises WAF Service (PB-WAF) – SMALL HA 

Appliance Service Module required for appropriate PB-WAF Service Tier – Includes high 

availability appliances as a service, installation, tuning, maintenance to support service PB-

WAF Service. Supports up to the following: 100 Mbps, 2 Bridge, 5 Proxy Segments 

Managed Premises WAF Service (PB-WAF) – MEDIUM SINGLE 

Appliance Service Module required for appropriate PB-WAF Service Tier – Includes single 

appliance as a service, installation, tuning, maintenance to support service PB-WAF Service. 

Supports up to the following: 500 Mbps, 2 Bridge, 5 Proxy Segments 

Managed Premises WAF Service (PB-WAF) – MEDIUM HA 

Appliance Service Module required for appropriate PB-WAF Service Tier – Includes high 

availability appliances as a service, installation, tuning, maintenance to support service PB-

WAF Service. Supports up to the following: 500 Mbps, 2 Bridge, 5 Proxy Segments 

Managed Premises WAF Service (PB-WAF) – LARGE SINGLE 

Appliance Service Module required for appropriate PB-WAF Service Tier – Includes single 

appliance as a service, installation, tuning, maintenance to support service PB-WAF Service. 

Supports up to the following: 500 Mbps, 4 bridge, 9 Proxy Segments 

Managed Premises WAF Service (PB-WAF) – LARGE HA 

Appliance Service Module required for appropriate PB-WAF Service Tier – Includes high 

availability appliances as a service, installation, tuning, maintenance to support service PB-

WAF Service. Supports up to the following: 500 Mbps, 4 bridge, 9 Proxy Segments 

Managed Premises WAF Service (PB-WAF) – X-LARGE SINGLE 

Appliance Service Module required for appropriate PB-WAF Service Tier – Includes single 

appliance as a service, installation, tuning, maintenance to support service PB-WAF Service. 
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Supports up to the following: 1 Gbps, 4 bridge, 9 Proxy Segments 

Managed Premises WAF Service (PB-WAF) – X-LARGE HA 

Appliance Service Module required for appropriate PB-WAF Service Tier – Includes high 

availability appliances as a service, installation, tuning, maintenance to support service PB-

WAF Service. Supports up to the following: 1 Gbps, 4 bridge, 9 Proxy Segments 

Managed Premises WAF Service (PB-WAF) – ENTERPRISE SINGLE 

Appliance Service Module required for appropriate PB-WAF Service Tier – Includes single 

appliance as a service, installation, tuning, maintenance to support service PB-WAF Service. 

Supports up to the following: 2 Gbps, 4 bridge, & 9 Proxy Segments 

Managed Premises WAF Service (PB-WAF) – ENTERPRISE HA 

Appliance Service Module required for appropriate PB-WAF Service Tier – Includes high 

availability appliances as a service, installation, tuning, maintenance to support service PB-

WAF Service. Supports up to the following: 2 Gbps, 4 bridge, & 9 Proxy Segments 

Managed Premises WAF Service (PB-WAF) – ENTERPRISE PLUS SINGLE 

Appliance Service Module required for appropriate PB-WAF Service Tier – Includes single 

appliance as a service, installation, tuning, maintenance to support service PB-WAF Service. 

Supports up to the following: 2 Gbps, 4 bridge, & 9 Proxy Segments 

Managed Premises WAF Service (PB-WAF) – ENTERPRISE PLUS HA 

Appliance Service Module required for appropriate PB-WAF Service Tier – Includes high 

availability appliances as a service, installation, tuning, maintenance to support service PB-

WAF Service. Supports up to the following: 2 Gbps, 4 bridge, & 9 Proxy Segments 

Managed Premises WAF Service (PB-WAF) – Optional Features 

Scans Integration – Integration of Web Application Scans (from a compatible App Scan 

Vendor) – Tier 1 

Scans Integration – Integration of Web Application Scans (from a compatible App Scan 

Vendor) – Tier 2 

Scans Integration – Integration of Web Application Scans (from a compatible App Scan 

Vendor) – Tier 3 

Scans Integration – Integration of Web Application Scans (from a compatible App Scan 

Vendor) – Tier 4 

Scans Integration – Integration of Web Application Scans (from a compatible App Scan 

Vendor) – Tier 5 
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Scans Integration – Integration of Web Application Scans (from a compatible App Scan 

Vendor) – Tier 6 

Managed Premises WAF Service (PB-WAF) – Tier 1 Mgmt. Console 

Standalone Management Server - Support for client's standalone management server. 

Includes MX 150 or equivalent Management Server (AT&T Dedicated Appliance, Includes: 

AT&T CPE, Install, Maintenance, Support) 

– Tier 1 

Managed Premises WAF Service (PB-WAF) – Tier 2 Mgmt. Console 

Standalone Management Server - Support for client's standalone management server. 

Includes MX 150 or equivalent Management Server (AT&T Dedicated Appliance, Includes: 

AT&T CPE, Install, Maintenance, Support) 

– Tier 2 

Managed Premises WAF Service (PB-WAF) – Tier 3 Mgmt. Console 

Standalone Management Server - Support for client's standalone management server. 

Includes MX 150 or equivalent Management Server (AT&T Dedicated Appliance, Includes: 

AT&T CPE, Install, Maintenance, Support) 

– Tier 3 

Managed Premises WAF Service (PB-WAF) – Tier 4 Mgmt. Console 

Standalone Management Server - Support for client's standalone management server. 

Includes MX 150 or equivalent Management Server (AT&T Dedicated Appliance, Includes: 

AT&T CPE, Install, Maintenance, Support) 

– Tier 4 

Managed Premises WAF Service (PB-WAF) – Tier 5 Mgmt. Console 

Standalone Management Server - Support for client's standalone management server. 

Includes MX 150 or equivalent Management Server (AT&T Dedicated Appliance, Includes: 

AT&T CPE, Install, Maintenance, Support) 

– Tier 5 

Managed Premises WAF Service (PB-WAF) – Tier 6 Mgmt. Console 

Standalone Management Server - Support for client's standalone management server. 

Includes MX 150 or equivalent Management Server (AT&T Dedicated Appliance, Includes: 

AT&T CPE, Install, Maintenance, Support) 

– Tier 6 

Managed Premises WAF Service (PB-WAF) – SSL Acceleration Module for Appliance 

SSL Acceleration Card (Note: requires two for HA Configurations) 
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AT&T VSS-PRO (Vulnerability Scanning Service) 
 

AT&T VSS-PRO (Vulnerability Scanning Service) 

Product Description: 

The VSS-Pro service is used to conduct host discovery and/or vulnerability scans on external 
and/or internal IP-based systems and networks. A variety of scanning techniques are 
employed to survey the security posture of the target IP-based systems and networks. These 
scans proactively test for known vulnerabilities and the existence of mainstream industry 
practice security configurations. 

External scanning addresses all Internet-facing assets such as routers, firewalls, web servers, 
and e-mail servers for potential security weaknesses, checking for the "open doors" that could 
allow a hacker to gain unauthorized access to the network and exploit critical assets. Internal 
scanning addresses all internal assets such as workstations, intranet servers, and printers for 
Trojans, improper configurations, peer-to-peer (PTP) file sharing programs such as Morpheus, 
Kazaa, etc. and more. 

The VSS-Pro service also provides workflow management, host-based risk assignments, and 
remediation progress reporting. In addition, VSS-Pro includes assistance in setting up and 
maintaining scan profiles and scheduling, project management of the customer’s remediation 
efforts (regardless of whether they are handled by the customer’s IT staff or 3rd party 
provider), and provides access to AT&T’s staff of security analysts for additional information 
and guidance regarding more complex technical issues. 

In addition to the portal view, critical vulnerabilities that are identified are forwarded on a 
regular basis to the CLMS systems for correlation with other events within the network. 
Understand the vulnerabilities that exist, and the threats against these assets can be another 
critical element in the detection and prevention of a successful attack from either external or 
internal resources or devices. 

Reconnaissance Network Appliance (RNA) Set UP – Desktop: Desktop RNA Installation and 
Set Up 

Reconnaissance Network Appliance (RNA) Set UP – Rackmount: Rackmount RNA Installation 
and Set Up 

Quarterly Scanning 130: Up to 130 devices 

Quarterly Scanning 250: Up to 250 devices 

Quarterly Scanning 500: Up to 500 devices 

Quarterly Scanning 1000: Up to 1000 devices 

Quarterly Scanning 2000: Up to 2000 devices 

Quarterly Scanning 3000: Up to 3000 devices 

Quarterly Scanning 3000+: Each added 1K above 3K 

Monthly Scanning 130: Up to 130 devices 
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Monthly Scanning 250: Up to 250 devices 

Monthly Scanning 500: Up to 500 devices 

Monthly Scanning 1000: Up to 1000 devices 

Monthly Scanning 2000: Up to 2000 devices 

Monthly Scanning 3000: Up to 3000 devices 

Monthly Scanning 3000+: Each added 1K above 3K 

On Demand 130: Up to 130 devices 

On Demand 250: Up to 250 devices 

On Demand 500: Up to 500 devices 

On Demand 1000: Up to 1000 devices 

On Demand 2000: Up to 2000 devices 

Managed Network Access Control (NAC) Service 

Managed Network Access Control Service (NAC) utilizes AT&T’s expertise in endpoint 

security to analyze information about how endpoints impact the security posture of the 

network. Other capabilities include: 

 Network Honeypot Monitoring (virtual decoys) – Use dark IP space and virtual 

decoys to detect and snare attackers 

 Unknown endpoint detection - Detects when unknown devices attempt to connect 

to internal network. (Non-Restrictions Mode) 

 Unknown endpoint prevention - prevents unknown devices from connecting to 

internal network (Restrictions Mode) 

 Guest User Authentication via Captive Portal 

 Patching & updates - Hardware, firmware, operating system & application code 

updates 

 Server Status health checks on sensors to monitor system operation status - CPU, 

disk, database, etc. 

 Real-time monitoring of endpoint security violations, attempted intrusions & 

traffic anomaly detection 
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 Security incident response to potential security incidents with correlated event 

detection in real-time of security event data integrated into CLMS 

Secure web portal for reports, support ticket management, configuration management - 

Log analyzer, log charts, compliance reports, ad-hoc and scheduled reports, security 

dashboard & web portal with real-time alert data, event drill downs, trend graphs, etc. 

 

Managed Network Access Control Service (NAC) – Tier 1 

NAC is broken into various Service Levels depending upon the number of devices identified 
upon initial installation and enablement of service. Customer may increase their service level at 
anytime per incremental costs as described below. Tier 1 is an initial enablement of 1 – 50 
devices. 

Managed Network Access Control Service (NAC) – Tier 2 

NAC is broken into various Service Levels depending upon the number of devices identified 
upon initial installation and enablement of service. Customer may increase their service level at 
anytime per incremental costs as described below. Tier 2 is an initial enablement of 51 to 100 
users. 

Managed Network Access Control Service (NAC) – Tier 3 

NAC is broken into various Service Levels depending upon the number of devices identified 
upon initial installation and enablement of service. The State may increase their service level at 
anytime per incremental costs as described below. Tier 3 is an initial enablement of 101 to 500 
users. 

Managed Network Access Control Service (NAC) – Tier 4 

NAC is broken into various Service Levels depending upon the number of devices identified 
upon initial installation and enablement of service. Customer may increase their service level at 
anytime per incremental costs as described below. Tier 4 is an initial enablement of 501 to 
1,000 users. 

Managed Network Access Control Service (NAC) – Tier 5 

NAC is broken into various Service Levels depending upon the number of devices identified 
upon initial installation and enablement of service. The State may increase their service level at 
anytime per incremental costs as described below. Tier 5 is an initial enablement of 1,001 – 
2,500 users. 

Managed Network Access Control Service (NAC) – Bundled NAC Platform per Site 
(Required) 

Managed Network Access Control Service (NAC) – X-50 (50 IP’s) 

Managed Network Access Control Service (NAC) – X-100 (100 IP’s) 

Managed Network Access Control Service (NAC) – X-500 (500 IP’s) 

Managed Network Access Control Service (NAC) – X-1000 (1000 IP’s) 
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Managed Network Access Control Service (NAC) – X-2500 (2500 IP’s) 

Managed Network Access Control Service (NAC) – Additional Features 

Pre-Connect Policy Authentication - Anti-Virus & Personal Windows Firewall Supported only- 
Tier 1 

Pre-Connect Policy Authentication - Anti-Virus & Personal Windows Firewall Supported only- 
Tier 2 

Pre-Connect Policy Authentication - Anti-Virus & Personal Windows Firewall Supported only- 
Tier 3 

Pre-Connect Policy Authentication - Anti-Virus & Personal Windows Firewall Supported only- 
Tier 4 

Pre-Connect Policy Authentication - Anti-Virus & Personal Windows Firewall Supported only- 
Tier 5 

AT&T Global Network Operations Centers 
(GNOCs) 

For more than a century, AT&T has set the industry standard for network reliability and 

network security. Our Global Network Operations Center (GNOC) in New Jersey plays a 

vital role in ensuring that those standards of excellence are maintained across all 

segments of our global network. The AT&T GNOC is the largest and most sophisticated 

command-and-control center of its kind in the world. 

The GNOC staff monitors and proactively manages the data and voice traffic flowing 

across AT&T’s domestic and global networks twenty-four hours a day, seven days a 

week. From their workstations on the GNOC floor, they can quickly survey a sweeping 

wall of 141 giant screens showing different aspects of network activity, network 

topography and news events. At their consoles, each team member monitors a different 

segment or technology in the network using the most advanced diagnostic and 

management tools available. 
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At our Network Operations Centers (NOCs) throughout the U.S., network experts 

 Proactively monitor and support our network 24x7 

 Detect, isolate, and repair network faults 

 Upgrade the network, configure it for efficient operation, and direct our network 

field operations and capacity management teams 

Management Tools and Reports 

AT&T fully understands the need for management tools and reports that provide the State 

with an effective way to oversee the contract. 

The AT&T BusinessDirect Portfolio is a collection of powerful eServicing capabilities 

empower you to enhance productivity and reduce costs as you manage your AT&T 

services and accounts. 

The tools on AT&T BusinessDirect enable you to reroute network traffic in real time, test 

circuits, report service problems and track them through resolution, place orders and 

check their status, pay bills electronically, and perform other customer service and 

network management tasks online, 24/7. 

In addition to an intuitive, easy-to-use interface, the tools provide 

 Extensive online support—The site includes traditional help functions, FAQs, a 

technical glossary, videos, tutorials, and archived virtual seminars. 

 Industry-standard security—We use Secure Socket Layer (SSL) encryption and 

validate every transaction to protect your information. In addition, we house the 

servers in state-of-the-art data centers and maintain a mirror-image production site 

for disaster recovery. 

 Alerts—Occasional, non-promotional messages will alert you to important 

information such as planned system maintenance activities. 
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You can learn how to use the portal via the multiple tools at the AT&T 

BusinessDirect
®
 Learning Center. 

The Learning Center—available online at www.att.com/learningcenter—provides self-

help tools as well as instructor-led training, documents, and demonstrations. 

When you visit this website, you can access 

 Live web seminars—Instructor-led online seminars let you capitalize on real-time 

Q&A sessions and follow-up. 

 On-demand seminars—Downloadable pre-recorded web seminars enable you to 

view full sessions or selected topics on your own time. 

 Tutorials—Self-paced tutorials focus on specific tasks like how to download call 

detail, request a credit, or place an order for service. 

 Fact sheets, brochures, and other documents—Information and how-to guides are 

available for both users and administrators. 

 Demonstrations—Step-by-step instructions help you complete tasks and practice 

what you've learned. 

 Live Route It! classroom training—Monthly instructor-led classroom training on 

the AT&T Route It! tool is available. 

In addition to the Learning Center, we provide 

 In-person support—Your sales representative can assist you in learning about, 

signing up for, and using these tools. 

 Telephone support—The AT&T BusinessDirect Center at 800-221-0000 can 

provide technical assistance from 8 a.m. to 8 p.m. Eastern Standard Time. 

 Online chat support—From within the portal, you can use AT&T 

BusinessDirections℠ Chat Live to get quick help. 

This means that you have ready resources 

if you need help when you use our 

BusinessDirect portal. 

AT&T uses a governance 
model to successfully support 
the State’s agencies. 

We provide full account stewardship with 
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AT&T’s proven 
record of success, 
supported by the 

efforts of our 
extensive statewide 
and company-wide 
resources, make us 
qualified to provide 

the unparalleled 
telecommunications 

support you need 

going forward. 

Government Account Management (GAM). 

Your AT&T GAM holds monthly stewardship meetings with 

you to report on performance with provisioning, billing, 

service, and maintenance of your AT&T services. Your 

AT&T account team meets with you on site to understand 

your business needs, to recommend solutions, and to help 

ensure your overall experience with AT&T is meeting your 

expectations. 

We hold annual meetings with you to create and review your 

account plan. In these meetings, your account team will 

review its plans to support you in the coming year. We design 

this plan to support your business objectives and determine 

where to focus sales and support efforts in the next year. 

At least annually, we request briefings to refresh our understanding of your long-term 

plans and to present new technologies and services that may affect your business or 

industry. We schedule an annual Customer Satisfaction Survey meeting with you and 

your AT&T sales and service teams. We then review your feedback from the annual 

survey process to determine and develop action plans that address any service or support 

gaps. 

We work with you to create, monitor, and adjust a specialized account plan. 

Well-Developed Transition Strategy: Incomparable Execution 

Our solution for the State will require a fully-developed transition plan to minimize 

potential disruption. We will build upon our knowledge and success of statewide 

transition/implementation processes to create a transition plan to meet the State’s 

requirements. Our plan will focus on 

 Determining roles and responsibilities of AT&T and State resources 

 Minimizing service disruptions 

 Replacing equipment as required 

 Upgrading legacy systems 

 Training users 
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AT&T has proven project management methodologies and experience managing projects 

of this size, complexity, and scope. We will provide a complete project execution plan, 

including 

 Documented project guidelines 

 Defined project roles 

 Project templates 

 Collaborative project document repositories 

 Project office oversight 

 Constant client communications throughout the phases of transition 

 

Operational Assessment and Service Commencement 

AT&T will establish activity priorities that will help ensure the State realizes the greatest 

cost savings, while minimizing risk and user disruption. To minimize service disruption 

and downtime, we will conduct service-affecting conversions during off hours and 

maintenance windows that you authorize. We will continually revisit and if necessary 

rework transition and migration plans to minimize risk during conversion activities. 

Advantages of AT&T 

Working with AT&T gives you the following advantages: 
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State’s Goals The AT&T Solution Benefits  

Community Focus At AT&T, we're proud of our strong record of corporate citizenship. 
Annually, we contribute millions of dollars through corporate, 
foundation, and employee giving to support education and community 
programs. 

Control AT&T gives you easy access to timely performance information and 
online tools so you can be in control of your network. 

Data Network 
Strength 

AT&T understands data transport—we own and operate wireline, 
wireless, and IP data networks, including one of the world's most 
advanced and powerful IP backbones. Our networks offer local, 
national, and global coverage. 

Experience and 
Expertise 

With more than 100 years of experience, AT&T draws on its expertise 
to champion innovation and develop comprehensive, reliable 
solutions. 

Reliability AT&T is one of the strongest, most dependable communication 
providers in the industry. We monitor our network to identify and 
correct service issues quickly. 

Security AT&T has one of the most comprehensive security portfolios in the 
industry. We build in robust security measures at every network layer 
to help reduce the risk of outages and intrusions. 

Agility With our integrated, agile networking platform, you can quickly add or 
change applications as your business needs dictate. We understand 
how important flexibility is to your business, so we offer a wide range 
of scalable solutions that we can quickly tailor to meet your needs. 

Support Getting straight answers to your questions is important. That's why we 
give you an experienced, professional account team that knows your 
business and can recommend the best solutions. We're responsive 
and sensitive to your company's business concerns, and we can 
provide you with full support for all of your network services. 

Complete solutions 

 

AT&T offers a wide range of solutions. We can work with a variety of 
communication products and can assess your needs to identify 
potential solutions. We understand what your business requires, and 
we have the products and services to deliver the data networking 
solution you want. 

AT&T Overview 

For more than a century, we have consistently provided innovative, reliable, high-quality 

products and services and excellent customer care. Today, our mission is to connect 

people with their world, everywhere they live and work, and do it better than anyone else. 

We're fulfilling this vision by creating new solutions for consumers and businesses and 

by driving innovation in the communications and entertainment industry. 



 RFP #ADSP014-00004241 for  
                                                                          Telecommunications and Broadband Provider 

 

   

 
 

October 7, 2014 
Page 57 

AT&T Proprietary: The information contained herein is for use by 
authorized persons only and is not for general distribution. 

We're recognized as one of the leading worldwide providers of IP-based communications 

services to businesses. We also have the nation's most reliable 4G LTE network.* We 

also have the largest international coverage of any U.S. wireless carrier, offering the most 

phones that work in the most countries. AT&T owns and operates more than 34,000 Hot 

Spots at popular locations such as restaurants, bookstores, hotels and more. AT&T 

customers can enjoy access to more than 1 million Hot Spots globally through roaming 

agreements. 

Meaningful Innovation 

AT&T Labs has a long history of innovation — a heritage that includes seven Nobel 

Prizes and thousands of patents issued or pending worldwide. We have fueled 

groundbreaking initiatives that have changed the direction of communications.  

Average two U.S. patents per day and 8 Nobel Prizes in AT&T’s heritage. 

Company Profile 

In 1876, Alexander Graham Bell invented the telephone. That was the foundation of the 

company that would become AT&T—a brand that has become synonymous with the 

best, most reliable telephone service in the world. 

AT&T Inc. is a publicly traded corporation.  

We are an independent, publicly traded telecommunications services provider 

headquartered in Dallas, Texas. No single person owns more than 10% of the company. 

AT&T Inc. common stock is listed on the New York Stock Exchange. A Fortune 500 

company, AT&T is one of the 30 stocks that make up the Dow Jones Industrial Average. 

In addition, AT&T’s 2014 Fortune 500 rankings are 11 (U.S.) and 34 (global). 

AT&T Corp. will be the proposer of service for this RFP. The AT&T Corp. state of 

incorporation is New York. 

Our Mission  

Our vision statement is to “Connect people with their world everywhere they live and 

work and do it better than anyone else.” We’re fulfilling this vision by creating new 

solutions for consumers and businesses and by driving innovation in the communications 

and entertainment industry. 
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Customers worldwide 

The AT&T family of companies serves millions of customers around the globe, including 

global, national, mid-size, regional, and government customers. Our customers work and 

live in virtually every country and territory in the world. We serve millions of enterprise 

and multinational business corporations on six continents. 

Market Strategy  

During the next few years, AT&T will continue working hard to deliver unmatched 

customer care and become the only communications and entertainment company you'll 

ever want.  

AT&T will keep building value over the long term by 

 Expanding our wireless spectrum through strategic initiatives 

 Enhancing our wireless and wireline IP broadband networks 

 Increasing our focus on cloud services offerings 

 Increasing the amount of mobile data traffic that travels over our 4G LTE network 

AT&T Value Proposition 

AT&T has the infrastructure, global breadth, financial resources, and management record 

to be a stable, long-term provider for the State. Our experience in global network services 

demonstrates our capability to provide the people, investment, and technology necessary 

to manage the State’s complex infrastructure. 

The AT&T platform will help you drive operational performance for ongoing 

improvements, new technologies and services, and network reliability. We’ve listed some 

of the features and benefits our solution will provide to the State. 

 MPLS platform—simplify the way the State deploys and supports its networks   

 Service delivery transformation—access to skills, best practice methodologies, 

and service automation (iGEMS and ITIL-based processes)  

 Technology transformation—standardize, convergence of processes to drive 

technology changes  

 End-to-end visibility—performance management, capacity planning, problem 

detection, and resolution  
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 Industry innovation and product leadership—choose from a robust portfolio of 

proven service options  

 Business transformation—enable business velocity and new operational models 

through innovation  

 AT&T alliance ecosystem—deliver AT&T reliability and performance via 

strategic alliances  

 Single point of accountability—reduce costs incurred when managing multiple 

suppliers 

 Expert resources—work with a team of experts to help identify opportunities to 

consolidate, modernize, and innovate services 

 E-Rate program—help ensure affordable access to advanced communications 

services  

As we continue to break new ground and deliver new solutions, we're focused on 

delivering the high-quality customer service that is our heritage. 

AT&T and the State of Arizona 

AT&T has invested in our Arizona communications networks, our people and local 

communities for 133 years. 

jobs and economic support environmental impact 

More than 1,000 - AT&T employees working in 
Arizona as of1Q 2014. 

5 - alternative fuel vehicles operated in Arizona 

as of 2Q 2014. 

31- company-owned retail locations, plus many 
other authorized dealerships and national retail 
stores 

38 - energy efficiency projects in Arizona in 
2013 resulted in annualized savings of 
10,508,233 kilowatt hours and the equivalent of 
removing 1,187 cars from the road annually. 

More than $56 million - generated in local and 
state taxes by AT&T operations in Arizona in 
2012. 

community impact 
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building for tomorrow More than 28,900 - hours of personal time 
given by AT&T employees and retirees in 
Arizona to community outreach activities from 
2009-2013 – worth more than $638,000.* 

Nearly $775 million - invested by AT&T in its 
best-in-class wired and wireless networks in 
Arizona from 2010-2013. 

More than $3.2 million - contributed by AT&T 

and its employees from 2009-2013 through 
giving programs in Arizona. 

330 - upgrades made in 2013 including new 
cell sites, addition of wireless and wired 
network capacity and new broadband network 
connections. 

More than $660,000 - invested in education in 
Arizona through AT&T Aspire. 

 2,000 hours - of mentoring provided by our 
employees to students in Arizona through 
Aspire Mentoring Academy. 

Personalized Support 

Because we understand the importance of personalized service, we give you an account 

team of specialists who will design and implement your new telecommunications 

solution. You will receive ongoing, coordinated support from your account team for all of 

your AT&T services. 

The AT&T Account Team for the State 

Name Title 
Phone 
Number 

Email 

Jeff Sobotka Government  Account Manager 
– State of Arizona 

602-432-0004 js6491@us.att.com   

Michael Boaz Technical Sales Consultant 3 214-571-7337 mb4516@att.com    

Manjuel Robinson Technical Sales Consultant 2 - 
Wireline 

214-858-2932 mr5263@att.com  

Tracy Millican Account Manager 3 432-498-2505 ts8733@att.com  

Bradley Suggs Sales Manager – GEM 806-472-1780 bs764n@att.com  

Trent Redden Technical Sales Manager 214-782-6684 rr7734@att.com  

Rick Stephens Technical Sales Manager – 
Wireline 

214-536-1758 ds2681@att.com  

Scott Prier Application Sales Executive 3 816-554-1043 sp2535@att.com  

Business Solutions Customer Care 

Customer Care Center Phone Number  and  Email/Web Page 

ENOC Test and Turn Up assistance  855-822-0263 

Option 2 and then 1     

BusinessDirect www.businessdirect.att.com 

mailto:mb4516@att.com
mailto:mr5263@att.com
mailto:ts8733@att.com
mailto:bs764n@att.com
mailto:rr7734@att.com
mailto:ds2681@att.com
mailto:sp2535@att.com
http://www.businessdirect.att.com/
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Customer Care Center Phone Number  and  Email/Web Page 

Trouble Ticket Local (POTS)  800-727-2273   

http://repair.att.com/repair/landing.do  

IP Flex/ VDNA 877-288-8362   

Trouble Ticket - Long Distance/Domestic Toll 
Free (ABN) 

800-222-1000   

 

Trouble Ticket - Internet (MPLS/MIS/PNT)   888-613-6330     

Trouble Ticket - Toll Free Adv. Features/Int’l 
Toll Free       

800-325-5555   

Trouble Ticket – DSL 877-937-5288   

www.dsl.bus.att.com   

*Evening Escalation Team    1-844-288-7378 (ATTSERV) 
Sharedsvcsafthrs@att.com 

Conclusion 

Working with AT&T 

Our proposal provides details of our comprehensive support plan for the State’s 

telecommunications services and our commitment to 

 Deliver high-performance solutions at the lowest possible cost 

 Deliver management tools to empower strong fiscal management 

 Improve services capabilities using custom SLAs and service options 

 Support a well-planned, orderly transition to the State’s new services 

 Provide 24x7 technical helpdesk support and local dedicated resources 

 Conduct regular service stewardship and carrier performance reviews 

If AT&T is selected as the primary contractor for the State, we will build a statewide 

team to plan, design, deploy, and manage the State’s contracted services. Through the 

efforts of this team, state and local agencies throughout Arizona will realize significant 

benefits from the telecommunications contract.  

We want to earn your business. Our team is ready to work diligently to surpass your 

contract services delivery expectations. 

  

http://repair.att.com/repair/landing.do
http://www.dsl.bus.att.com/
mailto:Sharedsvcsafthrs@att.com
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Offer and Acceptance 
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Scope of Work 

1. PURPOSE 

The State desires to establish a Contract or Contract Set for Carrier and Broadband 

Provider Services as described herein. The State acknowledges that the 

telecommunication and broadband industries and its suppliers are changing rapidly and as 

such desires to allow flexibility to accommodate open-standards-based products and new 

technologies. 

2. BACKGROUND 

The State currently holds nine (9) contracts for Telecommunication Carrier Services. 

Within these contracts a customer is able to obtain carrier services through a limited 

technology base. It is the intent of the State to widen the technologies and related services 

that are available for purchase by all eligible State customers from both traditional 

telecommunication carriers as well as broadband service providers to better serve the 

State of Arizona as a whole. 

This contract will be utilized by two specific customer bases: 

Primary Customers: Defined as all State Agencies, Boards and Commissions. These 

customers are required to be compliant with AZNet standards. The executive branch of 

the State has outsourced the management of its telecommunications infrastructure from a 

fragmented agency-centric model to a new enterprise network. Under this structure the 

State government has consolidated the purchasing power of all Executive Branch 

Agencies. At the direction of the State, AZNet has aggregated executive branch 

purchasing across the State. 

Other Customers: Defined as customers who have membership in the State Purchasing 

Cooperative (specifically, all Arizona political subdivisions including, counties, cities, 

school districts and special districts.) Membership is also available to all non-profit 

organizations, as well as State governments, the US Federal Government and Tribal 

Nations or any other consortium of entities eligible to purchase under this contract. 

AT&T Response: 

AT&T is certainly willing to entertain the opportunity to provision to other entities. 

However, AT&T would need to know information including, but not limited to, which 

entities were being considered, how the billing and collection would work (e.g., who 
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would ultimately be responsible for payment), any credit issues, and what services were 

involved. Once AT&T understood the details, AT&T would consider this opportunity. 

 

3. OBJECTIVES 

3.1 The objectives of this Solicitation are: 

3.1.1 Standardized Carrier Services Descriptions: To provide Carriers more detailed 

and standardized communication service product descriptions, purchasable 

within this contract. The intention is to make Provider offerings more directly 

comparable with regard to functionality and specification as well as price. 

3.1.2 Encourage Broader Participation: Encourage multiple Carriers and Broadband 

Providers to become contracted on a county-by-county basis so as to create 

robust and vital markets for multiple services throughout the State. 

3.1.3 Harmonize with eRate: Allow contracts for eRate eligible purchasing. Align 

terms and product offerings in accordance with USAC’s terms and approved 

products. 

3.1.4 Strategic Infrastructure Investments: Encourage strategic investment by 

Carriers and Broadband Providers in building and expanding new high 

capacity (broadband) strategic infrastructure in Arizona counties and 

communities that currently have limited infrastructure capacity. 

AT&T Response: 

AT&T understands. 
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4. PRODUCT CATEGORIES 

4.1 The following product categories are not exhaustive and are expected to evolve 

with emerging technologies and standards. 

AT&T Response: 

AT&T understands. 

 

4.2 Standards and Quality of Service Guarantees. 

4.2.1 Current Standards and Standards Bodies: At a minimum, all product and 

service offerings listed below and within the Product Categories of 

Attachment II shall be compliant with applicable standards for the particular 

purchased product or service as required by the following standards setting 

bodies: Telcordia, ITU, ANSI, IEEE, IETF, FCC, NIST, CableLabs, Metro 

Ethernet Forum, and IP MPLS Forum. 

AT&T Response: 

AT&T is compliant with all applicable standards for the particular purchased product or 

service as required by the following standards setting bodies: Telcordia, ITU, ANSI, 

IEEE, IETF, FCC, NIST, CableLabs, Metro Ethernet Forum, and IP MPLS Forum. 

 

4.2.2 Quality of Service (QoS) Guarantees: Specific types of QoS guarantees that 

are required to be included as part of the purchase price of offered services as 

described in the General Requirements section of Attachment II, associated 

with each service category. These guarantees are further specified as 

appropriate on a product-by-product basis in Attachment II. However, at a 

minimum, the following types of QoS guarantees shall be required by Bidder 

for every service category with stated Service Level Agreements (SLAs) 

appropriate to the specific product. 

 Percentage of availability, 

 Time to respond reported trouble, 

 Time to repair reported trouble. 
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AT&T Response: 

In response to Section 4.2.2 and section7 and all of its subsections thereto, AT&T is 

bidding its standard Service Level Agreements (SLAs) for its products and services 

which are available for review at http://www.att.com/gen/public-affairs?pid=11970 

 

4.3 Desired Network Capabilities: 

4.3.1 Scalability: The ability to increase delivery of service in number and/or size 

within a reasonable timeframe. 

AT&T Response: 

AT&T encompasses the ability to increase delivery of service in number and/or size 

based on customers need and facilities available. In the event that facilities are not 

available, then build out with deliverables can be performed. 

 

4.3.2 Survivability: The ability to continue to operate or quickly restore services in 

the face of unanticipated incidents, disasters, or catastrophes. 

AT&T Response: 

To maintain communications after natural or man-made disasters, AT&T's Network 

Disaster Recovery Team (NDR) recovers voice and data service network elements in 

affected areas. Our NDR plan has three primary goals: Route non-involved 

communications traffic around an affected area, Give the affected area communications 

access to the rest of the world, Recover communications service to a normal condition as 

quickly as possible 

To recover a destroyed central office, we transport equipment in specially designed 

technology trailers. Each trailer has self-contained or dedicated power and environmental 

capabilities and each houses a component of the network technology that would normally 

be part of a permanent office. Once on site, we interconnect the individual components to 

match the unique configuration of a heavily damaged or destroyed central office. 

On September 11, 2001, we activated the NDR Team for its first full-scale disaster 

response. The team and the recovery equipment arrived in northern New Jersey early on 

September 12. The team positioned and turned up the recovery equipment to receive 

service 48 hours later. 

http://www.att.com/gen/public-affairs?pid=11970
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NDR provides equipment and team in response to fires, flooding, earthquakes, gas line 

explosions, and train derailments. We also provide emergency communications support 

for a humanitarian relief efforts. 

Since 1993, NDR has held three or four full-scale disaster recovery exercises each year. 

The exercises test as many of the NDR processes as possible, from the initial call out, to 

equipment transportation and setup, to technology turn-up and testing. At these exercises, 

team members get hands-on training on new technologies and operate recovery 

equipment in a variety of field conditions. More information on our NDR program is 

available at http://www.att.com/ndr 

AT&T network infrastructure includes local, national, and global wireline, wireless, 

Internet protocol (IP), and data networks. Our IP backbone networks use multiprotocol 

label switching (MPLS) technology to enable the integration of multiple networking 

technologies. The AT&T global backbone network includes: 

 More than 4,200 managed MPLS nodes in 187 countries 

 39 Internet data centers (IDCs) 

 More than 989,000 worldwide fiber route miles 

 More than 1,000,000 Wi-Fi global hot spots (through roaming agreements) 

 

4.3.3 Redundancy: Having one or more circuits/systems available to sustain the 

operation of the service in case of failure of the main circuits/systems. 

AT&T Response: 

AT&T understands and has the ability to provide one or more circuits/systems available 

to sustain the operation of the service in case of failure of the main circuits/systems. 

 

4.3.4 Diversity: Backbone network paths and infrastructure offered in such a way as 

to minimize the chance of a single point of failure. 

AT&T Response: 

AT&T has been providing MPLS-based VPN services since 1998 and is one of the co-

authors of the industry standard RFC 2547bis and its replacement RFC 4364, which 

created the IP VPN using MPLS protocol. AT&T operates one of the largest and most 

reliable IP/MPLS networks in the United States. In the United States, the AT&T MPLS 

http://www.att.com/ndr
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backbone consists of a core OC768/OC192 network constructed from the AT&T-owned 

physical infrastructure, using Cisco CRS1s as backbone core routers. 

All backbone routers (P/PE devices) are deployed in highly redundant configurations; 

each IP/MPLS core node contains a minimum of two backbone (P core) routers 

connected to a several other P core nodes in a meshed fashion. 

Multiple, diversely routed backbone trunks interconnect all city pairs and the network has 

been designed and is capacity-managed to be single-link and single node survivable. 

Each backbone node is interconnected to at least two others with multiple-diversely 

routed physical facilities. Backbone trunk restoration is performed by layer 3 in addition 

to being protected by MPLS Fast ReRoute configured to utilize diverse physical paths 

from the primary route. 

Edge devices (RPM blades or routers, depending upon size of customer connection) are 

connected to two backbone P core routers for additional reliability. 

AT&T engineers and capacity-manages its network to be single-link, single-node 

“survivable.” In a simple example, if a given POP is connected via two facilities, 

utilization is monitored so that each link is not utilized more than 42%, so that there is 

sufficient capacity for the second link to carry all the traffic in the event of a failure 

There are no single-PE offices. Three types of edge devices are used predominantly in the 

US to support AVPN customer connections, 1) Cisco GSR routers 2)Juniper T640 routers 

and 3) RPM blades within Cisco MGX switches. GSR PE devices supporting AVPN 

service include the following elements of hardware resiliency: 1) Redundant Route 

Processors 2) Redundant Power Supplies 2) APS protection for CHOC-12 and CHOC-48 

cards. 

The Tetra cards (providing Ethernet ports) and the uplink cards are not APS protected, 

although each GSR has dual uplinks so if one uplink card failed, the other uplink card 

would carry the full load. Thus, PPP/MLPPP and PoS type ports will fail over to a hot 

standby card in the same router in the event the primary one fails. 

Juniper T640 routers are used today for 10GigE ports as well as dual-stack ports 

(IPv4/IPv6). The T640 includes a high degree of redundancy within its design, including 

five Switch Interface Boards (SIBs) (4 + 1 redundancy) as well as, 2 Routing Engines and 

2 Control Boards (1 + 1 redundancy), that provide the routing and system management 

functions of the router. 
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There is additional redundancy within these various components down to the ASIC (chip) 

level. If a SIB fails, the backup SIB becomes active and traffic continues forwarding 

without degradation. 

For RPM blades deployed within MGX switches, the power supplies, trunk cards and 

port cards are redundant and the RPMs themselves are deployed with 1:N redundancy. 

Within the MGX switches themselves, processor, trunk and ATM cards are deployed in 

1:1 redundant configurations, high-speed frame/ATM cards are deployed in 1:1 

redundant configurations and low speed frame connections are deployed in an 1:N 

redundant configuration. 

All US nodes are deployed within AT&T owned and controlled POPs. These highly-

reliable secure facilities are guarded and manned 24x7 and are only accessible to 

authorized personnel. All nodes are protected by dual uninterruptible power sources, 

including both battery backup and emergency diesel generators. In addition a robust 

disaster recovery scheme is tested regularly to ensure that all components work in the 

event of a power failure. 

The most vulnerable point in an MPLS VPN network is the PE device to which the 

customer connects. As described previously, PPP/MLPPP and PoS type ports are 

protected by a hot standby card in the same chassis with APS switching in GSR PEs. For 

other types of ports, AT&T recommends that customers seeking additional resiliency 

consider the AT&T VPN Diversity Options. 

This feature allows US customers the capability to ensure that select ports are installed so 

that the effects of a failure of an individual AT&T hardware element will be mitigated. 

There are two types of AT&T VPN Diversity Options, MPLS Port SDO and MPLS Port 

POP Diversity. AT&T will provision each group of MPLS Ports to a different group of 

AT&T switches or routers at the same AT&T POP. 

AT&T VPN offers multiple access methods for which Diversity Options are available: 

dedicated access ("IP ports"), Ethernet MPLS Ports, Frame Relay access and ATM 

access."All Company plans for future network improvements, upgrades or changes are 

subject to change by AT&T without any further notice." 

 

4.4 CATEGORY1: Dedicated Private Circuits and Networks (Leased Lines/Circuits, 

VPNs) requiring standards compliance. 

4.4.1 Including but not limited to the following types of service: 

4.4.1.1 Copper or Coaxial Analog Circuits: 
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4.4.1.1.1  Two Wire (POTS telephone line for voice or fax use) 

4.4.1.1.2  Four wire (POTS telephone line for voice or fax use) 

4.4.1.1.3  T1 (Channel bank termination up to 24 POTS lines) 

4.4.1.1.4  T3 (Channel bank termination up to 72 POTS lines) 

4.4.1.2 Digital TDM Circuits (Copper, Coax, Microwave, and HFC Transport) 

4.4.1.2.1 DS0 

4.4.1.2.2 DS1 (Data Transport or PBX Trunks, [CAS, or ISDN-PRI] 

4.4.1.2.3 ISDN (BRI, PRI) 

4.4.1.2.4 DS3 (Data Transport) 

AT&T Response: 

AT&T understands. 

 

4.4.1.3 SONET Circuits (Optical Fiber, and/or Microwave Transport, and Fiber 

Terminal termination); 

4.4.1.3.1 OC1 

4.4.1.3.2 OC3 

4.4.1.3.3 OC12 

4.4.1.3.4 OC 24 

4.4.1.3.5 OC 48 

4.4.1.3.6   OC 192 

4.4.1.3.7   OC 768 

AT&T Response: 

AT&T understands. 
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AT&T optical transport service which integrates Synchronous Optical Network (SONET) 

a private network solution that provides high levels of availability, reliability and 

security. The Service can provide connections among Customer Sites and between 

Customer Sites and AT&T POPs. AT&T does not provide service for sections 4.4.1.3.1 

OC1 and 4.4.1.3.7 OC768. 

 

4.4.1.4 Virtual Private Circuits and Networks: may be transported over the 

following types of physical media: Copper pairs, Coax, Fiber, DWDM, 

Hybrid-Fiber/Coax (HFC), or Microwave and terminated at the customer 

demarcation with the following types of access methods: 10/100/1000 

Ethernet, Cable Modem, DSL Modem or Fiber Terminal. 

AT&T Response: 

AT&T VPN Service is a network-based MPLS service that uses IP to deliver the 

attributes of a private network within the confines of a shared networking infrastructure. 

AT&T VPN allows you to build an application-aware VPN to link your locations and 

efficiently transport voice, data, and video over a single connection. 

AT&T VPN allows you to establish any-to-any connectivity through a single MPLS port 

to each of your locations. You can have fully meshed communications without ordering 

additional PVCs or worrying about Committed Data Rate (CDR) at each site. 

You have multiple transport and access/egress options. You can connect using Ethernet 

or IP MPLS ports that support point-to-point protocol (PPP), low speed PPP (LSPPP), 

high speed PPP (HSPPP), multilink PPP (MLPPP), or Frame Relay Encapsulation. 

Because you can choose your connectivity method, you can build the right VPN solution 

to meet the growing and changing needs of your employees, customers, and partners. 

AT&T VPN offers you three network management options. With customer-managed (the 

standard option) you can manage and maintain your own routers. With the AT&T-

managed option, we configure, install, manage, and maintain your routers on your behalf. 

With the Managed CSU-probe option, you can still manage and maintain your own 

routers, but AT&T provides you 7x24 diagnostics of your network. 

AT&T VPN enables you to choose who manages your routers on a per-site basis and then 

combine all your sites, both customer-managed and AT&T-managed, on a single 

network. And you can change from a transport-only site to an AT&T-managed router site 

or to an AT&T-managed CSU-probe site, and vice versa, as your requirements change. 
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AT&T VPN provides a simple solution that combines the flexibility of IP access and the 

inherent security and reliability of frame relay and ATM. With the networking expertise 

of AT&T, you can implement new applications with reduced risk, quickly ramp up for 

new applications, and maximize performance through built-in security and control. 

MPLS enables data transmission using standard IP routing protocols between any 

locations via a short, pre-determined path across the network. We use an affiliate or a 

local service provider to connect your data equipment to the AT&T Global Network. This 

connectivity allows authorized users and applications to communicate on the same VPN. 

AT&T VPN uses BGP routing and MPLS label forwarding to separate traffic. AT&T 

VPN enforces strict traffic separation by assigning a unique virtual routing and 

forwarding table to each of your VPNs. The result is a fully protected VPN that provides 

data integrity and data privacy equal to that of traditional frame relay and ATM networks. 

AT&T VPN transport-only service uses an IPv4/IPv6 dual-stack port to support IPv6 

addressing requirements. Dual stack allows IPv4 and IPv6 to coexist on the same port. 

This enables you to smoothly transition from an IPv4 to a 128-bit IPv6. IPv6 offers 

improved support for security, enhanced support for mobile devices, and auto-

configuration and "plug and play" support. It also reduces the dependency on network 

address translation (NAT) and enables more end-to-end applications. 

AT&T VPN transports traffic across the MPLS-enabled AT&T Global Network. The 

network uses standard IP routing protocols to transport traffic between locations via the 

optimal path based on the latency between network endpoints. Using label switching 

technology, MPLS attaches a label to each packet as it enters the network. This label 

uniquely identifies that packet as belonging to a specific MPLS VPN. When the packet 

reaches its destination, MPLS removes the label and returns the packet to its original 

state. The process is seamless to your users. 

The following options are available with AT&T VPN Service: 

 Class of Service (CoS) levels—allow you to prioritize and allocate your traffic 

into various classes based on your application performance requirements. 

 Diversity options—protect your network in case a network element fails. Switch 

port diversity and Point of Presence (POP) diversity provide two options that will 

mitigate the effects of a hardware failure for each site connection. 

 Multicast—allows you to send large files, such as video, from one MPLS port to 

multiple ports via a single stream from the host site. By sending only one stream, 

you avoid congesting the host link. The AT&T network replicates the data 

received on a multicast-enabled MPLS connection and delivers it to the 
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appropriate groups on the VPN. The multicast feature is subject to defined 

maximum multicast route limitations. 

 Unilink—allows you to order up to 12 logical channels on a single MPLS port. 

The channels can support one or more VPNs and/or one or more MPLS PVCs. 

 Managed router—allows you to create an AT&T-managed end-to-end network. 

With AT&T VPN, we can manage your network routers on your sites that use 

frame relay, ATM, or (for sites within the U.S.) point-to-point protocol (PPP) 

access. We'll configure, install, manage, and maintain the routers, alleviating your 

need to hire, train, and maintain an IT staff, thereby reducing your total cost of 

ownership. 

 Managed resiliency—protects your network from unforeseen outages. Resiliency 

options include dual access, dual routers, and ISDN "Dial Around the Cloud" 

backup. This option works within your network to provide backup transport 

and/or routing to keep it running during outages. 

 Managed router ownership options—allow you the choice of using either 

AT&T-owned equipment or (for U.S.-based customer contracts with U.S. sites 

only) customer-owned equipment. If you choose the AT&T-provided equipment 

option, we'll purchase the equipment, ship it to your location, and install, manage, 

and maintain it on your behalf. 

 Managed CSU-probe option—provides 7x24 diagnostics of your network with 

proactive trouble ticketing and issue resolution. This option is available for both 

customer-managed and AT&T-managed US-only sites and provides CSU-Probe 

to CSU-Probe Performance SLAs for data delivery and latency. In addition, 

managed CSU-probe enables you to upgrade your reporting package to include 

the Enhanced Reporting option. 

 Enhanced reporting option—provides an advanced set of performance reporting 

and troubleshooting tools that specifically identify and measure the network 

resources used by your applications and end users. Enhanced reporting 

complements the standard set of reports provided with AT&T VPN that you can 

obtain via the AT&T BusinessDirect
®
 portal. 

 Managed Security Services: Network-Based Firewall Service—This security 

services option is part of an "in the cloud" complete security solution that includes 

firewall protection, URL filtering, intrusion detection and prevention services, and 

a wide range of optional features. Because the service integrates seamlessly with 

your AVPN network, you can decrease the complexity of existing security 

operations and potentially the number of perimeter firewalls at branch locations, 

thereby reducing total cost of ownership. 
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AT&T Network-Based IP VPN Remote Access (ANIRA) is a service that lets remote 

users connect to your AT&T-provided virtual private network (VPN). AT&T Network-

Based IP VPN Remote Access (ANIRA) uses dial-up, broadband (AT&T DSL or any 

third party), Wi-Fi, or cellular broadband to remotely access your data network without 

needing special VPN routers. ANIRA requires a host AVPN circuit as the gateway 

transport to allow remote users access to the AVPN Wan. AVPN Wan is a MPLS 

infrastructure where ANIRA is a remote user e.g. dial up , broadband user, or disaster 

recovery overlay infrastructure to AVPN. 

With ANIRA, you can access these private network services from your computer or from 

a small office/home office (SOHO) device on your remote office local area network 

(LAN). 

ANIRA lets you access intranet applications and the Internet simultaneously. Many other 

remote access services require that you exit a secure intranet application before you can 

connect to the Internet. However, ANIRA creates separate communication paths that 

allow you to access both your business applications and the Internet at the same time. 

Our Global Network Client (or your SOHO device) uses the remote site tunnel to 

establish an encrypted connection from your computer to the AT&T network Virtual 

Interface Gateway (VIG). Tunneling technology protects your traffic by creating a virtual 

private network to the gateway. The gateway terminates the tunnel and maps the traffic to 

the appropriate egress (exiting) point. In this way, the VIG establishes connections 

between the remote computer and your AT&T-provided VPN service. 

The following options are available with AT&T Network-Based IP VPN Remote Access 

(ANIRA): 

 Single-user dial access—provides access to your Frame Relay, IP-enabled Frame 

Relay, ATM, IP-enabled ATM, EVPN, or AT&T VPN service from dial-up and 

wireless numbers. You'll use our Global Network Client software to dial the 

connection to the nearest AT&T Point of Presence (POP). Single-user dial access 

can normally use L2TP or IPSec to create an encrypted path between the 

computer and the network VIG. In countries that restrict use of IPSec, you'll use 

L2TP encryption to create a path from the POP to the VIG. 

 Single-user broadband access—provides access to your Frame Relay, IP-

enabled Frame Relay, ATM, IP-enabled ATM, EVPN, or AT&T VPN service 

from DSL and cable services. You'll use our Global Network Client software to 

connect via your Internet access service. With broadband access, you'll use IPSec 

to create an encrypted path between your computer and the network VIG. 
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 Multi-user broadband access—provides access to your Frame Relay, IP-enabled 

Frame Relay, ATM, IP-enabled ATM, EVPN, or AT&T VPN service from DSL 

and cable services. Your SOHO LAN device connects via your Internet access 

service. With broadband access, you'll use IPSec to create an encrypted path 

between the remote LAN device and the network VIG. 

AT&T offers these advantages: 

 Security—AT&T has one of the most comprehensive security portfolios in the 

industry. We build in robust security measures at every network layer to help 

reduce the risk of outages and intrusions. We understand how important network 

security is to your business, and we work hard to include industry-leading security 

technology in all of our products and services, as needed and demanded by the 

market. 

 Data Network Strength—AT&T understands data transport—we own and 

operate wireline, wireless, and IP data networks, including one of the world's 

most advanced and powerful IP backbones. Our networks offer local, national, 

and global coverage. With this data networking expertise, we're able to provide 

dependable remote access services, so you can focus on your business. 

 Agility—With our integrated, agile networking platform, you can quickly add or 

change applications as your business needs dictate. We understand how important 

flexibility is to your business, so we offer a wide range of scalable solutions that 

we can quickly tailor to meet your needs. 

 Complete Solutions—AT&T offers a wide range of solutions. We can work with 

a variety of communication products and can assess your needs to identify 

potential solutions. We understand what your business requires, and we have the 

products and services to deliver the data networking solution you want. 

 Support—Getting straight answers to your questions is important. That's why we 

give you an experienced, professional account team that knows your business and 

can recommend the best solutions. We're responsive and sensitive to your 

company's business concerns, and we can provide you with full support for all of 

your network services. 

 Experience and Expertise—With more than 100 years of experience, AT&T 

draws on its expertise to champion innovation and develop comprehensive, 

reliable solutions. We've used that experience to build one of the world's best 

networks for your data and IP services, and we'll continue to improve that 

network by deploying new technologies. 

 Reliability—AT&T is one of the strongest, most dependable communication 

providers in the industry. We monitor our network to identify and correct service 
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issues quickly. Because we've set the standard for network reliability for over 100 

years, you can trust us to provide sound, reliable data network solutions when you 

need them. 

 

4.4.1.4.1 Ethernet Virtual Connections (EVCs): Point-to-point, Hub and Spoke 

Service, Point to multi-point, Multi-point to Multi-point. 

4.4.1.4.1.1  Ethernet Private Line (EPL) 

4.4.1.4.1.2 Ethernet Virtual Private Line (EVPL) 

4.4.1.4.1.3  Ethernet Virtual LAN (E-LAN) 

AT&T Response: 

Sections 4.4.1.4.1.1, 4.4.1.4.1.2, and 4.4.1.4.1.3 are covered with AT&T OPT-E-WAN 

services.  

AT&T OPT-E-WAN
®
 is a class of VPN that allows the connection of multiple sites in a 

single bridged domain over AT&T’s managed MPLS network. It is a Layer 2 Ethernet 

Virtual Private LAN Service (VPLS) with Point to Point, Point to Multipoint and 

Multipoint to connections. OPT-E-WAN
®
 can be used to connect multiple LANS and 

MANS (Metropolitan Area Networks) and can provide LAN to MAN to WAN 

connectivity domestically and to Global locations. This will enable a total global 

seamless Ethernet based networking solution. 

While the service is a Layer 2 Ethernet VPN, it is a VPLS that uses the AT&T core 

MPLS network for transport. The network ties together the service instances of the 

customer VPN into an Any to Any forwarding domain and also makes forwarding 

decisions based on a combination of Ethernet MAC addresses, VLANs and port 

configuration depending on the service options selected for a given connection. 

AT&T OPT-E-WAN
®
 VPLS Service complements the entire AT&T Ethernet Products 

portfolio. It is an Intrastate, Interstate and Global Ethernet based networking solution. 

Several access arrangements are available from the customer premise including AT&T 

Telco, AT&T On Net Service (Type 1) or where AT&T purchases access from 

alternative access providers (known as Type 2 access). OPT-E-WAN
®
 uses AT&T’s 

domestic and global AT&T MPLS/VPN backbone with scalable speeds up to 1000Mbps 

(GigE). 
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AT&T OPT-E-WAN
®
 is available in speeds of 1-20 MBPS, in 1 MBPS increments, 20-

100 MBPS in 10 MBPS increments and 100 MBPS-1G in 50 MBPS increments. 

Additional speeds will be added in the future. 

 

4.4.1.4.1.4 Converged VoIP Services (Replicating Landline Voice Services over Metro 

Ethernet virtual networks and circuits and interoperable with the PSTN) 

AT&T Response: 

AT&T IP Flexible Reach is a SIP Trunking converged VoIP calling solution with 

unlimited local & on-net calling with competitive long distance plans that provides same 

features as local service plus value added capabilities – for example, E911 Local Number 

Portability, Virtual Telephone Numbers. This service is available with IP PBX, TDM 

PBX, Key Systems (analog telephones). It also supports client-managed routers with 

AT&T managed LAN probe and AT&T CSU and can operate over Metro Ethernet and 

circuits, interoperating with the PSTN when terminated at an AT&T point of presence. 

 

4.4.1.4.1.5 Stand Alone VoIP Services over Metro Ethernet virtual circuits and E-LANs 

AT&T Response: 

AT&T Hosted Voice Service (HVS) is a SIP Based carrier-grade, highly reliable, multi-

tenant softswitch with an extensive set of calling features, Voice Mail and Unified 

Messaging. HVS also includes a complete suite of UC applications including clients, 

integrated mobility, web & video collaboration and more. HVS Anywhere allows users to 

make and receive calls from one number, on any device, anytime, provides for 

Integration with Microsoft
®
 (OCS/Lync) as well as other UC clients and supports a wide 

selection of endpoints to fit many needs/budgets. HVS includes AT&T’s IP Flexible 

Reach SIP Trunking service for customer locations located in AT&T’s service area. HVS 

can operate over Metro Ethernet Virtual circuits and E-LANs that are terminated at an 

AT&T MPLS point of presence. 

AT&T Unified Communications Service is cloud-based IP telephony system, available in 

multiple levels of service: Enhanced, Standard, Basic, Fundamental, and Essential. Cisco 

Jabber provides presence and instant messaging (IM) capabilities and a consolidated 

dashboard view of UC and AT&T UC Voice tools. Users can use either a physical IP 

phone or Jabber client for all calls, including, where available through your deployment, 

inbound or outbound PSTN voice calls. Our cloud-based AT&T UC Services solution 

also provides for complete network monitoring, management, and on-site support to 

maintain the solution 24 hours a day, 7 days a week (24x7). AT&T provides support for 
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all aspects of the network solution including e-bonding with existing network support 

centers. AT&T UC Services is designed to support high-availability requirements. The 

centralized architecture streamlines the ability to deploy productivity enhancing 

applications across a UC platform for supported of end-customer locations. Connections 

to AT&T UC nodes are brought to you through the AT&T Integrated Data Centers 

(IDC). AT&T UC nodes can be connected to customer data centers to support 

connectivity, security, and resiliency as required. The proposed AT&T solution has been 

engineered to deliver 99.99% reliability. 

 

4.4.1.4.1.6 SIP Trunking over Metro Ethernet Virtual Circuits and E-LANs 

AT&T Response: 

AT&T understands. 

 

4.4.1.4.2  MPLS-IP Virtual Network Services: Point-to-point, Hub and Spoke Service, 

Point to multi-point, Multi-point to Multi-point (Any-to-Any). 

4.4.1.4.2.1  MPLS Virtual Private Line Service (point-to-point) 

4.4.1.4.2.2  MPLS Virtual LAN service (multi-point to multi-point) 

AT&T Response: 

AT&T VPN Service is a network-based MPLS service that uses IP to deliver the 

attributes of a private network within the confines of a shared networking infrastructure. 

AT&T VPN allows you to build an application-aware VPN to link your locations and 

efficiently transport voice, data, and video over a single connection. 

AT&T VPN allows you to establish any-to-any connectivity through a single MPLS port 

to each of your locations. You can have fully meshed communications without ordering 

additional PVCs or worrying about Committed Data Rate (CDR) at each site. 

You have multiple transport and access/egress options. You can connect using Ethernet 

or IP MPLS ports that support point-to-point protocol (PPP), low speed PPP (LSPPP), 

high speed PPP (HSPPP), multilink PPP (MLPPP), or Frame Relay Encapsulation. 

Because you can choose your connectivity method, you can build the right VPN solution 

to meet the growing and changing needs of your employees, customers, and partners. 
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AT&T VPN offers you three network management options. With customer-managed (the 

standard option) you can manage and maintain your own routers. With the AT&T-

managed option, we configure, install, manage, and maintain your routers on your behalf. 

With the Managed CSU-probe option, you can still manage and maintain your own 

routers, but AT&T provides you 7x24 diagnostics of your network. 

AT&T VPN enables you to choose who manages your routers on a per-site basis and then 

combine all your sites, both customer-managed and AT&T-managed, on a single 

network. And you can change from a transport-only site to an AT&T-managed router site 

or to an AT&T-managed CSU-probe site, and vice versa, as your requirements change. 

AT&T VPN provides a simple solution that combines the flexibility of IP access and the 

inherent security and reliability of frame relay and ATM. With the networking expertise 

of AT&T, you can implement new applications with reduced risk, quickly ramp up for 

new applications, and maximize performance through built-in security and control. 

MPLS enables data transmission using standard IP routing protocols between any 

locations via a short, pre-determined path across the network. We use an affiliate or a 

local service provider to connect your data equipment to the AT&T Global Network. This 

connectivity allows authorized users and applications to communicate on the same VPN. 

AT&T VPN uses BGP routing and MPLS label forwarding to separate traffic. AT&T 

VPN enforces strict traffic separation by assigning a unique virtual routing and 

forwarding table to each of your VPNs. The result is a fully protected VPN that provides 

data integrity and data privacy equal to that of traditional frame relay and ATM networks. 

AT&T VPN transport-only service uses an IPv4/IPv6 dual-stack port to support IPv6 

addressing requirements. Dual stack allows IPv4 and IPv6 to coexist on the same port. 

This enables you to smoothly transition from an IPv4 to a 128-bit IPv6. IPv6 offers 

improved support for security, enhanced support for mobile devices, and auto-

configuration and "plug and play" support. It also reduces the dependency on network 

address translation (NAT) and enables more end-to-end applications. 

AT&T VPN transports traffic across the MPLS-enabled AT&T Global Network. The 

network uses standard IP routing protocols to transport traffic between locations via the 

optimal path based on the latency between network endpoints. Using label switching 

technology, MPLS attaches a label to each packet as it enters the network. This label 

uniquely identifies that packet as belonging to a specific MPLS VPN. When the packet 

reaches its destination, MPLS removes the label and returns the packet to its original 

state. The process is seamless to your users. 

The following options are available with AT&T VPN Service: 
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 Class of Service (CoS) levels—allow you to prioritize and allocate your traffic 

into various classes based on your application performance requirements. 

 Diversity options—protect your network in case a network element fails. Switch 

port diversity and Point of Presence (POP) diversity provide two options that will 

mitigate the effects of a hardware failure for each site connection. 

 Multicast—allows you to send large files, such as video, from one MPLS port to 

multiple ports via a single stream from the host site. By sending only one stream, 

you avoid congesting the host link. The AT&T network replicates the data 

received on a multicast-enabled MPLS connection and delivers it to the 

appropriate groups on the VPN. The multicast feature is subject to defined 

maximum multicast route limitations. 

 Unilink—allows you to order up to 12 logical channels on a single MPLS port. 

The channels can support one or more VPNs and/or one or more MPLS PVCs. 

 Managed router—allows you to create an AT&T-managed end-to-end network. 

With AT&T VPN, we can manage your network routers on your sites that use 

frame relay, ATM, or (for sites within the U.S.) point-to-point protocol (PPP) 

access. We'll configure, install, manage, and maintain the routers, alleviating your 

need to hire, train, and maintain an IT staff, thereby reducing your total cost of 

ownership. 

 Managed resiliency—protects your network from unforeseen outages. Resiliency 

options include dual access, dual routers, and ISDN "Dial Around the Cloud" 

backup. This option works within your network to provide backup transport 

and/or routing to keep it running during outages. 

 Managed router ownership options—allow you the choice of using either AT&T-

owned equipment or (for U.S.-based customer contracts with U.S. sites only) 

customer-owned equipment. If you choose the AT&T-provided equipment option, 

we'll purchase the equipment, ship it to your location, and install, manage, and 

maintain it on your behalf. 

 Managed CSU-probe option—provides 7x24 diagnostics of your network with 

proactive trouble ticketing and issue resolution. This option is available for both 

customer-managed and AT&T-managed US-only sites and provides CSU-Probe 

to CSU-Probe Performance SLAs for data delivery and latency. In addition, 

managed CSU-probe enables you to upgrade your reporting package to include 

the Enhanced Reporting option. 

 Enhanced reporting option—provides an advanced set of performance reporting 

and troubleshooting tools that specifically identify and measure the network 

resources used by your applications and end users. Enhanced reporting 
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complements the standard set of reports provided with AT&T VPN that you can 

obtain via the AT&T BusinessDirect
®
 portal. 

 Managed Security Services: Network-Based Firewall Service—This security 

services option is part of an "in the cloud" complete security solution that includes 

firewall protection, URL filtering, intrusion detection and prevention services, and 

a wide range of optional features. Because the service integrates seamlessly with 

your AVPN network, you can decrease the complexity of existing security 

operations and potentially the number of perimeter firewalls at branch locations, 

thereby reducing total cost of ownership. 

 

4.4.1.4.2.3 Converged VoIP Services (Replicating Landline Voice Services over MPLS 

networks and services and interoperable with the PSTN) 

AT&T Response: 

AT&T IP Flexible Reach is a SIP Trunking converged VoIP calling solution with 

unlimited local & on-net calling with competitive long distance plans that provides same 

features as local service plus value added capabilities – for example, E911 Local Number 

Portability, Virtual Telephone Numbers. This service is available with IP PBX, TDM 

PBX, Key Systems (analog telephones). It also supports client-managed routers with 

AT&T managed LAN probe and AT&T CSU and can operate over Metro Ethernet and 

circuits, interoperating with the PSTN when terminated at an AT&T point of presence. 

 

4.4.1.4.2.4 Stand Alone VoIP Services over MPLS virtual circuits and LANs 

AT&T Response: 

AT&T Hosted Voice Service (HVS) is a SIP Based carrier-grade, highly reliable, multi-

tenant softswitch with an extensive set of calling features, Voice Mail and Unified 

Messaging. HVS also includes a complete suite of UC applications including clients, 

integrated mobility, web & video collaboration and more. HVS Anywhere allows users to 

make and receive calls from one number, on any device, anytime, provides for 

Integration with Microsoft
®
 (OCS/Lync) as well as other UC clients and supports a wide 

selection of endpoints to fit many needs/budgets. HVS includes AT&T’s IP Flexible 

Reach SIP Trunking service for customer locations located in AT&T’s service area. HVS 

can operate over Metro Ethernet Virtual circuits and E-LANs that are terminated at an 

AT&T MPLS point of presence. 
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AT&T Unified Communications Service is cloud-based IP telephony system, available in 

multiple levels of service: Enhanced, Standard, Basic, Fundamental, and Essential. Cisco 

Jabber provides presence and instant messaging (IM) capabilities and a consolidated 

dashboard view of UC and AT&T UC Voice tools. Users can use either a physical IP 

phone or Jabber client for all calls, including, where available through your deployment, 

inbound or outbound PSTN voice calls. Our cloud-based AT&T UC Services solution 

also provides for complete network monitoring, management, and on-site support to 

maintain the solution 24 hours a day, 7 days a week (24x7). AT&T provides support for 

all aspects of the network solution including e-bonding with existing network support 

centers. AT&T UC Services is designed to support high-availability requirements. The 

centralized architecture streamlines the ability to deploy productivity enhancing 

applications across a UC platform for supported of end-customer locations. Connections 

to AT&T UC nodes are brought to you through the AT&T Integrated Data Centers 

(IDC). AT&T UC nodes can be connected to customer data centers to support 

connectivity, security, and resiliency as required. The proposed AT&T solution has been 

engineered to deliver 99.99% reliability. 

 

4.4.1.4.2.5 SIP Trunking over MPLS Virtual Circuits and E-LANs 

AT&T Response: 

AT&T  Understands. 

 

4.5 CATEGORY2: Voice Grade Services; Business phone “lines” shall be flexible, 

affordable and reliable. Carriers and Providers shall also provide options for call 

features. Phone “lines” can be provided as landline or VoIP services. 

AT&T Response: 

AT&T understands. 

 

4.5.1 Basic telephone services: For Providers offering voice services, basic voice 

services shall include at a minimum: a “line” (Physical or Voice-over-

Internet-Protocol (VoIP)) with an assigned telephone number and unlimited 

local calling with options for the following requested call features. Some of 

the features listed below, in section 4.5.3, must be enabled by the Provider; 

others may be enabled/disabled by the customer using Touch Tone 

commands, (Carrier provisioned or customer controlled). Local calling is 
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defined as calls originating and terminating within a LATA or equivalent 

geographic boundary. 

AT&T Response: 

AT&T understands. 

 

4.5.2 Number portability: Number portability shall be supported by telephone 

service Providers; allowing assigned numbers to be imported from other 

providers at the time of service activation and exported to other providers at 

the time of service termination using industry standard practices. 

AT&T Response: 

AT&T understands. 

 

4.5.3 Basic telephone service optional features: 

4.5.3.1 Call Back or equivalent; 

4.5.3.2 Call Blocking or Selective Call Blocking; 

4.5.3.3 Call Forwarding (Busy; No Answer; Selective; To Multiple Lines, 

etc) 

4.5.3.4 Call Trace; 

4.5.3.5 Call Transfer; 

4.5.3.6 Call Waiting; 

4.5.3.7 Caller ID Name and Number; 

4.5.3.8 Distinctive Ringing Restricted Call Forwarding or equivalent; 

4.5.3.9 Feature Blocking; 

4.5.3.10 Line Hunting; 

4.5.3.11 Long Distance Blocking; 

4.5.3.12 Remote Access to Call Forwarding; 
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4.5.3.13 Teleconferencing 

4.5.3.14 Three Way Calling; 

4.5.3.15 Voice Mail; and 

4.5.3.16 Other features that may not be listed above, or as emerge with 

technology. 

AT&T Response: 

AT&T understands. 

 

4.5.4 Providers shall also make available the following voice services: 

4.5.4.1 Customer specified Default Long Distance provider; 

4.5.4.2 Direct Inward Dialing Services (DID); 

4.5.4.3 Domestic Long Distance and Global Long Distance access; 

4.5.4.4 Foreign Exchange Office (FXO) Services; 

4.5.4.5 Foreign Station Services (FXS); 

4.5.4.6 PBXALI (Private Branch Exchange Automatic Location Identification); This 

is specific to a multiline telephone system (MLTS); 

4.5.4.7 Teleconferencing Bridge Services (Audio Conferencing) 

4.5.4.8 Toll Free Services 

AT&T Response: 

AT&T understands. 

4.5.4.2 Please refer Exhibit 1 for IP Flexible Reach SIP Trunking Service 

4.5.4.7 Please refer to Exhibit 3 for Audio and Web Conferencing for Primary as 

well as other Customers. 
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4.6 CATEGORY 3: WiFi Services. WiFi Access Services are eligible for purchase 

when the WiFi Access Points terminating the service at the customer premises are 

bundled with the Carrier or Broadband Provider’s network access service for a 

private line or other network service. For such WiFi services the WiFi Access 

Points (and any required traffic aggregating routers located at the customer 

premises) shall be considered to be on the providers side of the provider’s demark. 

The Provider of WiFi Access Service shall be responsible for all configuration and 

management of any equipment bundled with the service and necessary for its 

operation. 

Primary Customers who may purchase WiFi Access Services shall require the 

Provider to support a user log-in splash screen capability and to comply with all 

other State Security Policies in the implementation of the service. The State of 

Arizona has adopted National Institute Standards and Technology (NIST) standards 

for security. The State of Arizona Security Policies will be available after contract 

award. Additionally, WiFi Access Services shall not be configured to connect 

directly to the State network. It is recommended that Other Customers who may 

order this service require the Provider to follow the same security guidelines as 

AZNet. 

Please note: Specifically not eligible under this contract is the purchase, installation, 

or operation of any WiFi equipment by the customer. 

AT&T Response: 

AT&T Wireless Service (AWS) Primary Customers. 

AT&T understands and can comply. 

AT&T is proposing a fully managed turn-key solution that includes survey, design, install 

and Day 2 network management and guest support. In order to Op-Ex the purchase of 

equipment, the State of Arizona office can do a lease through AT&T Capital Leasing. 

AT&T is a leading managed service provider of Wi-Fi hotspots. We actively manage 

over 33,000 hotspot locations nationwide. Our service and support are designed to benefit 

both our sponsoring customers and their end-users. Our sponsoring venue customers 

benefit from AT&T’s presence through our attention to service excellence, risk 

mitigation, and access to marketing and analytical tools. The end-users benefit from the 

knowledge that they will have a safe and secure on-line experience, as we make that 

experience as trouble free as possible. 
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The State of Arizona locations will benefit from AT&T’s experience in a variety of 

different types of venues. AT&T will work closely with each venue to further define the 

customer experience that the State of Arizona wants guests to have within the airport. As 

a part of these conversations, AT&T will work with that the State of Arizona to define 

the high traffic areas of guests and enhanced guest engagement experiences where 

applicable that that the State of Arizona venue may want to create. We understand that 

the State of Arizona does not want this Public network to touch the state network, but 

AT&T can set up secure private VLANS on the network to enable back-office 

applications if approved and needed. 

When a venue is interested in implementing a WLAN solution, AT&T discuss need, 

survey, design, and install a turn-key network solution to meet the goals of the venue. 

AT&T will provide Day 2 Support. This support includes 24x7x365 remote monitoring 

and maintenance of the network within the service guidance outlined in this response 

along with 24x7x365 support of guests. Other benefits of the AT&T solution are DMCA, 

CALEA & PCI Compliance, Subpoena/Warrant Response and Risk Mitigation. 

When a user signs onto the Wi-Fi network, they will first see the Splash Page: 

 User Experience and Connection Screens: Our goal is to make the customer's 

experience at AT&T hotspots a positive one, reflecting well on both the State of 

Arizona Offices and AT&T brands. The log-in experience itself is usually 

straightforward, and the web page’s look-and-feel may be determined by Merlin 

with minimal requirements from AT&T. Once the Wi-Fi user has connected their 

device to the ‘attwifi’ SSID and has launched their browser, they will be 

presented by a Splash Page. There are several options and formats for this Splash 

Page. 

 Promotional materials - AT&T will provide in-venue marketing materials to 

promote the availability of Wi-Fi service, instructions on how to get connected 

and how to access customer support - this type of material will be mutually 

developed and provided by AT&T at its cost and discretion. 

 Local pages: AT&T often includes the location name and address on the Splash 

Page, and provides a toolkit enabling our customers to provide additional venue-

specific content – both during the connection process and post-authentication. 

During the connection process: AT&T can pass parameters in the web request for the 

Walled Garden iFrame web page, or in the Custom Page web requests so that State of 

Arizona Offices web servers can serve local content. Please note that AT&T does not 

host specific local content as part of its service, but we provide the tools and location 

information required for State of Arizona Offices to do so, if desired. 
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Post authentication process: AT&T directs authenticated users to a Welcome Page or 

post-authentication landing page. As with the connection process, this web request can 

include parameters that specify the store or point to a store-specific URL. AT&T 

recommends certain methods for identifying the venue that allows flexibility while 

limiting inter-company coordination requirements. 

AT&T Wireless Service for E-Rate - Other Customers: Please refer to Exhibit 4 for E-

Rate Wi-Fi pricing. 

The AT&T Corp. SPIN number is #143001192 (470 #426480001240887).  

AT&T Managed Wireless LAN (WLAN) 

As an industry-leading technology innovator, AT&T understands your challenges. Our 

response details each of the services that can help you reach your technology goals. 

AT&T has a long history of providing Wi-Fi services in heavily-trafficked locations such 

as restaurants, bookstores, hotels, and more. AT&T has the nation’s largest Wi-Fi 

network based on branded and operated hotspots. In 2012 more than 2.7B Wi-Fi 

connections were made to the AT&T network.  That’s more than double the amount 

made in all of 2011.   

With AT&T Wireless LAN Service (WLAN), we can bring that expertise to your district 

and deliver a powerful WLAN experience to support technology-rich learning.  

AT&T Wireless LAN Service is an extension of Managed LAN (part of the IP Telephony 

and LAN Service) that includes IEEE 802.11 compliant wireless controllers, wireless 

access points and their communication with compatible edge devices.  This service 

supports a customers’ private wireless network infrastructure using customer controlled 

user authentication unlike AT&T Wi-Fi Service (AWS) which supports public wireless 

access for surfing the public internet at public venues.   

AT&T provides design, procurement, staging, implementation, installation, remote in-

band monitoring, management (from one of our Management Centers) and maintenance 

of your wireless LAN infrastructure. Wireless LAN service from AT&T requires that 

your wired LAN be managed by AT&T and that an AT&T Managed WAN router be in 

place to support management of the traffic for the LAN devices.  

Choose the AT&T Wi-Fi option that best fits your needs: 

 Transfer Management - With our Walk In/Take Over management option, we 

can take over the management of your existing LAN equipment, including Access 

Points, Controller(s) and LAN Switch(s).  Options include management, 
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maintenance, SLAs, MACDs and reporting.  Transfer Management requires that 

the LAN devices being used be supported by AT&T’s LAN vendors and that 

these LAN devices not be at or near their end of life/support.  The software for the 

LAN devices must also be at the current AT&T certified Cisco IOS® level.  

(AT&T can upgrade the LAN device to the current supported IOS level for an 

additional charge.)   

 Rental and Management (of new equipment) – Equipment and services 

available include the following: 

o Access Points, Controller(s) and Switch(s) 

o Procurement 

o Staging 

o Installation 

o Implementation 

o LAN Switch(s) for management 

o Management and Monitoring 

o Maintenance 

o SLAs 

o Reporting 

o MACDs 

Either option is priced to help you maximize the benefit of your 5 year E-rate allocation 

per student.  We will work with you to create a design that is based on your specific 

needs and criteria. 

Management and Maintenance  

We offer a sophisticated, end-to-end network management platform to monitor and 

manage the performance of your network in a proactive, predictive and preventative 

manner. Utilizing best of breed tools to collect network information, we can help to 

significantly reduce symptomatic alarms that would otherwise distract network managers. 

In addition, this unique platform enables us to perform such functions as procurement, 

provisioning, inventory management, performance measurement and capacity planning 

on your behalf. 

Service Level Agreements 

Our Integrated Global Enterprise Management System (iGEMS) platform portal services 

provides you with sophisticated Service Level Agreements (SLA) reporting, arranged in a 

highly flexible manner and available in one place. 
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Through its ability to correlate multiple technology events across diverse elements, 

systems and technologies, our iGEMS platform also delivers fast root cause analysis and 

response and cure times, enabling us to proactively and quickly respond to performance 

deviations and provide you with higher levels of control and service management.  

AT&T has invested more than $250 million into our iGEMS platform over the last 5 

years. 

We can work with you to develop a comprehensive, cost-effective solution that supports 

your current needs and allows for growth when necessary. Our expertise stems from 

providing almost 2,000 E-rate eligible entities with Ethernet service. Years of proven 

experience makes AT&T the clear choice for many customers. 

AT&T can offer these advantages 

 As one of the E-rate program’s largest service providers, we’re proud to bring our 

complete range of technology solutions, affordable access, and networking 

expertise to K-12 schools and libraries. 

 An industry leader with the nation’s largest Wi-Fi network. AT&T owns and 

operates more than 34,000 AT&T Wi-Fi hotspots at popular locations such as 

restaurants, bookstores, hotels and more.  

 The financial stability of a global network provider 

 Reliable services to support current and future needs 

 Robust SLAs to back performance objectives 

 Continual testing and deployment of new technology for future-proof solutions 

 Support and guidance from highly trained staff with years of networking 

experience 

 Account Managers dedicated to the Education Segment, who are well versed in 

the issues and challenges that today’s educators face 

AT&T Managed Wireless LAN Offer 

At AT&T we understand the significant changes coming to the E-rate program and we 

are prepared to support your requests for services.  With additional funding available for 

Wi-Fi services and/or CPE, customers now have an opportunity to implement a robust 

network to support all of their learning needs. 

We are an experienced provider and have offered the AT&T Wireless LAN Managed 

Service since March 2006.  Since that time we have improved our service offer and will 

provide a brief description of our basic offer for you to consider. 
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The AT&T Wireless LAN Managed Service Offer provides end to end support for the 

Wireless LAN, for the LAN connection to the wired LAN/WAN and connectivity to 

other devices.  At AT&T we provide feature management from the LAN switch to the 

wireless access point.  Our offer supports industry leading hardware and our list of 

supported devices is growing.   

At AT&T we will provide design and engineering to insure the best quality network for 

your needs.  We also provide customer premises equipment leasing, implementation and 

installation, 24x7 monitoring, management and maintenance, performance reports, along 

with robust SLAs. 

Our Offer requires LAN switches supporting the Wireless LAN devices to be managed 

by AT&T as well as the WLAN devices themselves.  We also require EVPN or MIS+ 

network service on the customer’s network. 

Our industry leading “Advanced Management” service level agreement includes: 

 7 x 24 monitoring 

 Automated client notification 

 Fault Management Trouble Ticket Creation 

 Configuration Management 

 SLAs and SLOs  

 Unlimited Level 1 MACDs 

We can also provide Premium Management Options as a customer add on and additional 

cost.  They include: 

 Performance and Capacity Analysis 

 Enhanced Security Features 

 Disaster Recovery Services 

We take pride in our service availability level of 99.9%.  We offer a wide array of 

Wireless LAN Performance Management Reports that will help to insure that you get the 

best possible performance from your network. 

Our support for our services is second to none.  We have over 4,000 trained technicians 

nationwide.  These technicians will be available at the time of Service Delivery to install 

your Cisco and Aruba Networks gear and have your network up and running in no time. 



 RFP #ADSP014-00004241 for  
                                                                          Telecommunications and Broadband Provider 

 

   

 
 

October 7, 2014 
Page 91 

AT&T Proprietary: The information contained herein is for use by 
authorized persons only and is not for general distribution. 

We would like to take this opportunity to share details about our service that will provide 

you with the information you need to make an informed choice about selecting AT&T as 

your service provider. 

Service Delivery 

AT&T performs a range of activities, from project management to test and turn-up, to 

fully install and activate IP Telephony and LAN Service.  

These activities include 

 Project Management—AT&T will provide a single point of contact who manages 

the entire project from inception until cutover to Global Customer Service Center 

(GCSC) management.  

 Procurement and Logistics—AT&T will manage the ordering of equipment and 

Wide Area Network (WAN) connection and perform other logistics-related 

activities to deploy the service.  

 Site Audit (excluding Wireless LAN)—AT&T will perform a high-level survey of 

your existing infrastructure for wired LAN and IP telephony. If you require a 

detailed network assessment, we can provide one as part of a separate 

Professional Services engagement. In addition, you will need to procure wireless 

LAN radio frequency (RF) surveys, at an additional charge, as a separate service 

requirement.  

 Design and Engineering—AT&T will create the design and engineering plans for 

deploying the service.  

 Staging—AT&T will pre-configure all equipment before we ship it. 

 Shipping—AT&T will ship and deliver all staged equipment necessary to deploy 

the service to the appropriate customer site.  

 Hardware Installation—AT&T will connect, set into position, and prepare for use 

all of the shipped equipment necessary for deploying the service.  

 Trained Technicians – AT&T will provide technicians that are trained on 

installing Cisco and Aruba Networks gear, who are assigned by our service 

delivery team.  At AT&T we have over 4,000 technicians deployed nationwide 

 Configuration—AT&T will perform on-site or remote activities related to setting 

up and programming the hardware and software.  

 Test and Turn-Up—AT&T will test and confirm that the remote operating centers 

can “view” the equipment and are receiving signals showing that the equipment is 

in working order.  
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At AT&T we manage the process from end to end, so that our customers will receive a 

smooth, seamless implementation. 

Performance Management 

We use a sophisticated, end-to-end network management platform to monitor and 

manage your network performance in a proactive, predictive, and preventative manner. 

This unique platform enables us to perform functions such as procurement, provisioning, 

inventory management, performance measurement, and capacity planning on your behalf.  

By using the platform's advanced tools to collect network information, we can help 

reduce symptomatic alarms that would otherwise distract network managers. 

We offer two management options: 

 Advanced Management includes 

o 24x7 monitoring 

o Automated notification 

o Fault management trouble ticket creation 

o Configuration management 

o Service Level Agreements and Service Level Objectives (SLOs) 

o Unlimited Level 1 Moves/Adds/Changes/Disconnects (MACDs) 

 Premium Management (optional add-on for an additional cost) 

o Performance and capacity analysis 

o Enhanced security features 

o Disaster recovery services 

 
WLAN Performance Management Reports (15Min, Hourly, Daily, Weekly, Monthly) 



 RFP #ADSP014-00004241 for  
                                                                          Telecommunications and Broadband Provider 

 

   

 
 

October 7, 2014 
Page 93 

AT&T Proprietary: The information contained herein is for use by 
authorized persons only and is not for general distribution. 

 

Service Requirements  

WLAN service from AT&T requires that your wired LAN be managed by AT&T and 

that an AT&T Managed WAN router be in place to support management of the traffic for 

the LAN devices. 

AT&T IP Telephony and LAN Service require an appropriate AT&T Wide Area 

Network (WAN) Service, which you acquire via a separate contract.  

You can choose from several WAN services, including: 

 Managed Internet Service Plus (MIS+)—for U.S. domestic service 

 IP Flexible Reach with MIS transport—for U.S. domestic service 

 Enhanced Virtual Private Network Service (EVPN) or Voice over EVPN 

(VoEVPN)—for U.S. domestic and international service  

 Managed Router Service (MRS) or Voice over MRS (VoMRS)—for U.S. 

domestic service 

We use WAN connectivity to perform fault management, including device backup; 

moves, adds, changes, and deletes (MACDs); and element monitoring and reporting.  

These functions will require additional bandwidth so the WAN service must support 

Class of Service 3 (CoS3). We can provide you with an estimate of the bandwidth 
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necessary to adequately monitor and report your operating levels so that you can request 

the appropriate CoS3 level.  

When you have the appropriate WAN connectivity, we can provide key information 

about the performance of your solution.  

RF Site Survey  

The Pre-Site Assessment Questionnaire attempts to derive basic information for coverage 

and performance-based application requirements and is the foundation for developing a 

WLAN Survey quote.  

 The Pre-Site Assessment Questionnaire provides the necessary information for 

our Site Survey and Installation teams to complete the WLAN system design and 

installation in an expedient and efficient manner. 

 Information required to complete RF Site Survey 

o Completed questionnaire  

o Floor plan for the areas to be covered  

o Existing documentation relative to your current network infrastructure, 

including: 

 Existing Wireless equipment information  

 Any data traffic analysis (sniffer) traces showing traffic types and 

bandwidth utilization 

 LAN diagram for each site (to help establish connectivity for VLAN 

layouts, switch/AP links, etc.) 

 WAN diagram for the company as a whole (to help establish paths to 

authentication servers, management systems, DHCP and Domain servers, 

etc.) 

Network Monitoring 

AT&T offers a comprehensive monitoring and management solution that operates 24x7, 

and is supported by a team of experienced Global Client Support Center (GCSC) Level 3 

and Level 4 engineers, in worldwide Network Operations Centers.  Our services delivery 

staff have at least 5 years of network engineering expertise, a minimum level of CCNA 

certification, or equivalent experience. Their basic certification and training includes 

Boot Camp, TCP/IP, Cisco /Juniper/Riverbed basic and advanced trouble shooting. Our 

relentless focus on quality, inspired by systems and frameworks like Six Sigma, helps us 

maintain our commitment to operational excellence in everything we do. 
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The Global Client Support Center (GCSC) support includes: 

 Management of logical network issues: routing and configurations 

 Reactive incident management, proactive monitoring, client notification, and 

vendor management 

 Client and Service based focused 

GCSC Standard team virtual model’s escalation path follows the sun.   

 12p – 8pm ET Raleigh NC 

 8pm – 4am Singapore 

 4am – 12pm EMEA 

Escalation process  

 Customers via Business Direct – near time response with acknowledgement and 

next steps 

 BERT ticket through Service Assurance 

iGEMS 

AT&T’s iGEMS is a sophisticated, end-to-end global network management platform that 

enables AT&T to monitor and manage the performance of clients’ networks and 

associated applications in a proactive, predictive and preventative manner. Leveraging 

best of breed tools to collect network information, client premise equipment details, 

system and application events, iGEMS correlates activities to suppress 80% of 

symptomatic alarms that would otherwise distract Network Managers. This correlation 

capability better enables AT&T to effectively and efficiently determine the impact on the 

client’s network and associated application performance. In addition, this unique platform 

enables AT&T to perform such functions as procurement, provisioning, inventory 

management, performance measurement and capacity planning, for the benefit of our 

clients 

Helpdesk Support 

For IP Telephony and LAN Service, the AT&T BusinessDirect® portal provides you 

with a suite of online tools that you can use 24x7 to manage your AT&T account and 

your contracted services.  
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With its XML interface and electronic bonding (eBonding) capabilities, the 

BusinessDirect portal can automate many tasks by enabling your internal systems to 

interact directly with ours.  

Key benefits of our BusinessDirect portal are: 

 Save time—Manage your AT&T services conveniently and securely anytime, and 

minimize the need to make phone calls and wait for return calls.  

 Improve transaction accuracy—Reduce or eliminate data entry errors. 

 Reduce costs—Make your business more efficient and productive by redirecting 

your resources more effectively.  

In addition to an intuitive, easy-to-use interface, the tools provide 

 Extensive online support—The Business Direct portal includes traditional help 

functions, FAQs, a technical glossary, videos, tutorials, and archived virtual 

seminars.  

 Industry-standard security—At AT&T we use Secure Socket Layer (SSL) 

encryption and validate every transaction to protect your information. In addition, 

we house the servers in state-of-the-art data centers and maintain a mirror-image 

production site for disaster recovery.  

 Alerts—Occasional, non-promotional messages will alert you to important 

information such as planned system maintenance activities.  

These online tools include: 

 Articulate Smart Host (ASH) provides AT&T Centralized Voice Engineering 

(CVE) clients with detailed traffic reports and traffic analysis 

 Client Request System is a tool you can use to submit and track orders for 

hosting, Managed Router Solutions (MRS), and IP Telephony and LAN services. 

 IP Telephony/LAN-Services (IPT/LS) Implementation Service Level Agreement 

(SLA) Reports 

 IPT/LS Standard Reports 

 eMaintenance—Place and track trouble reports, view your inventory, test circuits, 

and re-route toll-free calls.  

 eBill—Pay your bill and handle all of your other billing tasks. 

eMaintenance  
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Once we've installed your contracted services, we'll set up eMaintenance for your 

account, and you can begin using the tool. The tool enables you to place, track, and 

escalate trouble tickets online until they're resolved. For domestic services, you can also 

use the tool to test your transport circuits, check network alarms in real time, and view 

your circuit and toll-free number inventories. BusinessDirect and eMaintenance are free 

and are available around the clock.  

With eMaintenance, you can 

 Minimize errors by relying on drop-down menus and online inventory listings 

 Minimize your downtime through automated testing and faster trouble isolation 

 Work more productively by eliminating paperwork, phone calls, and rework 

 Stay informed as we resolve your service issue 

 Manage your network more effectively 

The eMaintenance tool accepts trouble reports for both our transport services and our 

Managed Services.  

For an overview of the Business Direct tool, click here. 

Service Level Agreements (SLAs) 

We offer assurances for service availability and on-time provisioning. To track 

performance, our integrated Global Enterprise Management System (iGEMS) provides 

flexible SLA reporting from a single portal. iGEMS can correlate multiple events across 

diverse systems and technologies to deliver fast root-cause analysis and response/remedy 

times. This tool enables us to proactively and quickly respond to performance deviations 

and improve control and service management. 

SLAs and LAN Performance Management 

http://ebizweb.att.com/bdtrain/training/view_reports_mlan.html
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 AT&T shall pay a Service Level Credit to the Customer based on this table if its 

performance does not meet the specified Service Level targets. 

 AT&T shall credit Customer such subject to the condition that in no event will 

credits to the Customer either alone or in combination with other credits AT&T 

may issue to the Customer, exceed more than one hundred (100) percent of the 

monthly management fees for qualifying IPT/LS components in any given month.  

 Custom SLA’s may be available on an individual case basis through our custom 

process 

Moves/Adds/Changes/Disconnects (MACDs) 

For AT&T's Telephony and LAN Service, we perform moves, adds, changes, and 

disconnects (MACDs) of both software and hardware.  

A software MACD is a service request without any requirement for a physical change to 

a managed element or dispatch of AT&T managed support personnel. We perform 

software MACDs remotely via software changes. As long as we can load the software 

remotely without dispatch, our procurement group may need to create a purchase order 

(PO) for software licenses.  

We have two levels of software MACDs: 

 Level 1 Software MACD—Any software change to a phone instrument, voice 

mailbox, IP telephony device, or LAN or WLAN device unassociated with any 

requirement for an on-site visit, physical modification, or network downtime  
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 Level 2 Software MACD—Any software change that involves network features 

or system parameters and that is unassociated with any requirement for an on-site 

visit or physical modification  

A hardware MACD is a service request that meets any of the following criteria: 

 Requires the dispatch of AT&T-managed support personnel (e.g., software 

installations that require dispatch)  

 Requires equipment procurement and/or wiring activities 

 Requires network downtime 

We have two levels of hardware MACDs: 

 Level 1 Hardware MACD—A request that requires a physical change that one 

technician can perform during an on-site visit for an existing provisioned 

managed element within an existing managed site (This type of change involves 

the dispatch of a technician but is unassociated with any requirement for 

procurement of new hardware, engineering, or testing and turn-up.)  

 Level 2 Hardware MACD—A request that requires a physical change that one 

technician can perform during an on-site visit within an existing site (This type of 

change involves engineering support to develop an engineering/design plan, 

possible procurement of equipment, dispatch coordination by a Project Manager, 

testing, certification, and turn-up of service.)  

For AT&T's IP Telephony and LAN Service, we manage move, add, change, and 

disconnect (MACD) requests based on the activities they require.  

Most MACD requests involve activities to modify your IPTLS managed service 

elements. We classify and manage MACD activities based on the service elements that 

they affect.  

Activities may involve software, hardware, or both software and hardware elements. 

 Software—remote maintenance to affect a single logical change to a managed 

service component (within the U.S.). We complete Software MACDs via service 

component software and without physical changes or vendor dispatches. Outside 

the domestic U.S., you must provide the administrative software for remote 

activation.  

 Hardware—onsite work functions that take place at your locations. We manage 

and coordinate these requests with subcontractors.  
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 Hardware/Software—a combination of hardware and software tasks. We manage 

and coordinate these tasks with subcontractors (hardware) and AT&T team 

members (software).  

 Project—work outside of the scope of the standard software and hardware MACD 

definitions, but within the scope of the offer. Project MACD charges are based on 

either time and materials (T&M) or on a contract.  

We perform MACD activities at an additional cost per occurrence and outside the 

monthly recurring management fee for IPTLS.  

Walk In/Take Over (WITO) 

Transfer Management - with our Walk In/Take Over option, we can take over the 

management of your existing Wi-Fi equipment, including Access Points, Controller(s) 

and LAN Switch.   

Walk In/Take Over requires that the LAN devices being used be supported by AT&T’s 

LAN vendors and that these LAN devices not be at or near their end of life/support. The 

software for the LAN devices must also be at the current AT&T certified Cisco IOS® 

level. (AT&T can upgrade the LAN device to the current supported IOS level for an 

additional charge.) 

Customers would incur the same charges as a customer with new equipment: 

 Same implementation one time charges 

 They would need to provide a list of all equipment details including connectivity 

o If not provided, they will incur a WITO Site Audit  

 Same MRCs for management and maintenance 

Pricing Model 

We have included our standard offer pricing.  Please consider the following when 

reviewing the pricing information.  Price is based on specific Customer Premise 

Equipment, Equipment Order List for each device.  Deviations from the standard 

Equipment Order List is available on an individual case basis (ICB) and would result in 

different pricing.  The price per device will be billed in three components:  CPE, 

Management, and Maintenance.  The total price per device is represented here.  All prices 

are based on a 5 year (60 month) term commitment. 

The WLAN radio frequency (“RF”) Site Survey is not included in AT&T prices to 

provide WLAN service. The RF site survey is required by AT&T to provide WLAN 
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services. Wireless LAN radio frequency (RF) surveys are a separate service requirement 

which will incur an additional charge. Customer is responsible for procuring the Wireless 

LAN RF survey. The Customer can choose to contract with AT&T (via a separate 

Services engagement),  

 

4.6.1 WiFi Access Services: 

4.6.1.1 Single 802.11a/g/n Access Point with 6 to 30 Mpbs access connection; 

AT&T Response: 

AT&T understands and can comply. 

 

4.6.1.2 Single 802.11a/g/n/ac Access Point with 10 to 500 Mbps access connection; 

AT&T Response: 

AT&T understands and can comply. 

 

4.6.1.3 Multiple 802.11a/g/n Access Points routed to a single access connection 

supporting up to 30 Mbps per Access Point; 

AT&T Response: 

AT&T understands and can comply, but a/g/n is not currently recommended. 

 

4.6.1.4 Multiple 802.11a/g/n/ac Access Points routed to a single access connection 

supporting up to 500 Mbps per Access Point; and 

AT&T Response: 

AT&T understands and can comply. 

 

4.6.1.5 Other services that may not be listed above, or as emerge with technology. 

AT&T Response: 

AT&T understands and can comply. 
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4.7 CATEGORY 4: Internet Access Services. These services may be bundled with 

transport or access services or provided separately for transport over private circuits 

and networks, or over Provider operated networks. Internet Access Services may 

also be bundled with Provider managed router services. 

4.7.1 Feature functionality: 

4.7.1.1 Symmetric 

AT&T Response: 

AT&T accepts and agrees 

 

4.7.1.2 Asymmetric 

AT&T Response: 

AT&T understands 

 

4.7.1.3 Border Gateway Protocol (BGP) 

AT&T Response: 

AT&T accepts and agrees 

 

4.7.1.4 Open Shortest Path First (OPSPF) 

AT&T Response: 

AT&T accepts and agrees 

 

4.7.1.5 DNS Services 

AT&T Response: 

AT&T understands 

 

4.7.1.6 Carrier DHCP Addressing 
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AT&T Response: 

AT&T Understands.  

 

4.7.1.7 Static IP Address 

AT&T Response: 

AT&T accepts and agrees 

 

4.7.1.8 Private IP Address 

AT&T Response: 

AT&T accepts and agrees 

 

4.7.1.9 Other features that may not be listed above, or as emerge with 

technology. 

AT&T Response: 

AT&T can provide enhanced services such as Cloud Computing and Storage, Voice Over 

IP (VoIP) and Managed Security Services. E-Servicing BusinessDirect
®
 portal, access to 

customer care website, e-maintenance, usage reporting and e-servicing tools. 

Managed Internet Service (MIS) is an Internet access service that combines a high-speed, 

symmetrical, dedicated connection with consolidated application management. It lets you 

reliably access information resources and communicate with Internet users worldwide. 

MIS includes proactive, 24x7 network monitoring, enhanced network security features, 

and maintenance of the communications link between your locations and the AT&T 

network. 

MIS is available in two service types. MIS with Managed Router provides end-to-end 

managed Internet access. We configure, install, and manage your on-site router, and 

diagnostic modem. MIS with Customer-Managed Router provides managed Internet 

access but allows you to provide and manage your own on-site equipment. 

For non-U.S. locations, Global Managed Internet Service (GMIS) provides managed 

dedicated Internet access in more than 50 countries. Nearly 300 dedicated access nodes 

are available in major cities, and port speeds ranging from 56/64 Kbps to 34 Mbps (E3) 
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or 45 Mbps (T3) are available in most countries. Higher speeds (such as Ethernet) and 

STM-1/STM-4 access may also be available in some major cities around the world. 

AT&T is a Tier 1 Internet service provider with a high-performing OC-192/768 IP 

network. Our IP backbone uses IP over Dense Wavelength Division Multiplexing 

(DWDM) facilities in a ring configuration. This architecture delivers the reliability, 

quality, and performance that you need to conduct business over the Internet. Should 

network trouble occur, we provide swift, state-of-the-art problem detection, diagnosis, 

and resolution. 

To help you manage your AT&T account and your contracted services, we provide 

AT&T BusinessDirect
®
, a suite of online tools that you can use 24x7. BusinessDirect 

gives you access to billing, maintenance, network management, and performance 

reporting information. 

You can establish access to MIS through Ethernet or Private Line. Once you've 

established access, MIS uses that access circuit to connect your LAN to our fully 

redundant, highly reliable MPLS IP backbone network. Your Internet traffic travels over 

this network to destinations around the globe. 

Managed Internet Service (MIS) gives you these features: 

 Redundancy—We provide service availability of 99.999% to help ensure that 

your Internet traffic gets through. The design and proactive monitoring of our 

nationwide backbone network make it highly reliable. Because the network 

architecture features redundant routers, switches, and power supplies, we can 

reroute traffic around outages and restore service almost instantaneously. 

 World-Class Support—We provide 24x7 expert technical assistance, and we 

back our service with strong Service Level Agreements (SLAs) and provisioning 

intervals. With MIS, you can count on support and service when you need it. 

 Customizable Service—MIS provides you with customizable maintenance, 

service, and support options so you can choose the level of network management 

you need. You'll be working with an industry-leading network provider that has 

the flexibility and resources to help you prepare for the future and keep your 

competitive edge. 

 Packet Filtering—The packet filtering feature (standard only with MIS with 

Managed Router service) helps to prevent unauthorized access to your internal 

network and controls authorized access to Internet sites. Our engineers work with 

you to define a customized filtering plan and oversee the implementation and 

maintenance of packet filtering tables in your router. 
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 Network Address Translation (NAT)—NAT (standard with MIS with Managed 

Router service) protects your local private network addresses by hiding them from 

open Internet addressing. This approach has become an increasingly important 

defense against network reconnaissance. 

 Class of Service (CoS)—This add-on option prioritizes your data traffic over 

your network access link. Four classes of service and 25 service profiles with 

predetermined bandwidth allocations are available. If any service isn't using its 

allocated bandwidth, other services can share it. By using this option, you can 

optimize your data traffic flows during congested periods. 

AT&T offers these advantages: 

 Security—AT&T has one of the most comprehensive security portfolios in the 

industry. We build in robust security measures at every network layer to help 

reduce the risk of outages and intrusions. We understand how important network 

security is to your business, and we'll strive to include industry-leading security 

technology in all of our products and services. 

 Data Network Strength—AT&T understands data transport—we own and 

operate wireline, wireless, and IP data networks, including one of the world's 

most advanced and powerful IP backbones. Our networks offer local, national, 

and global coverage. You can count on us for reliable data transport—across the 

street or across the globe. Because of our solid network infrastructure and our 

consulting expertise, we can take the worry out of Internet services, so you can 

focus on business. 

 Reliability—AT&T is one of the strongest, most dependable communication 

providers in the industry. We monitor our network to identify and correct service 

issues quickly. Your customers trust you to provide quality products or services; 

you can trust us to provide sound, reliable network solutions that will be available 

when you need them. 

 Agility—With our integrated, agile networking platform, you can quickly add or 

change applications as your business needs dictate. We understand how important 

flexibility is to your business. With our wide range of products, we have solutions 

to meet all of your business needs, and we can quickly tailor services to help you 

meet your business plans. 

 Corporate Strength—AT&T is a Fortune Global 30 company and has the 

financial resources to be a long-term player. Our brand is respected in the 

communication industry because we offer financial health, scale and scope, 

experience, and expertise. Having strength helps assure customers you'll be there 

tomorrow. You'll be there to offer your customers quality products and services, 
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and we'll be there to provide you with solid products, service, and support that 

helps you meet your business objectives. 

 Complete Solutions—AT&T offers a wide range of solutions. We can work with 

a variety of communication products and can assess your needs to identify 

potential solutions. We understand what your business requires, and we have the 

products and services to deliver an Internet access solution that meets your needs. 

 Commitment—We're committed to exploring every alternative to meet your 

unique communication requirements. We take the time to learn your business and 

to become an extension of your staff. Great quality service forges solid 

reputations. In your business, you demonstrate this principle with your customer 

focus. In IP networking, we demonstrate it by supplying an exceptional Internet 

solution. 

 

4.7.2 Providers may also make available the following Internet Security Services 

which may be bundled with Internet Access services or sold separately: 

4.7.2.1 Next Generation Firewall Services; 

AT&T Response: 

AT&T understands and can comply. Please refer to Exhibit 5. 

 

4.7.2.2 Distributed Denial of Service Prevention (DDoS); 

AT&T Response: 

AT&T understands and can comply. Please refer to Attachment II pricing. 

Managed DDoS service is available for customers whose ISP is AT&T or Any other 

Internet Service provider. DDoS Defense consists of detection and mitigation service 

components that examine your Netflow data. When the detector identifies a DDoS attack, 

a notification is sent to both an AT&T operations center and to you with notification of 

the detected attack. Concurrently, AT&T will also contact you directly by phone. AT&T 

systems are designed to reroute traffic directed at the identified IP Addresses that are 

under attack to a network scrubbing facility within the AT&T IP Backbone, where attack 

traffic will be dropped while allowing valid traffic to pass to your access router. Traffic 

destined to your other IP Addresses that are not under attack, continues to flow directly to 

your network. Internet Protect Service is required to use. 
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4.7.2.3 Data Loss Prevention (DLP); 

AT&T Response: 

AT&T understands and can comply. Please refer to Exhibits 5 - DLP. 

Data loss is a massive business risk that most companies only become aware of once it’s 

too late. 

By late 2011, there were 398 publicly disclosed breaches exposing over 23 million 

records! That’s a large liability if you consider that an average cost of USD 214 per 

compromised record. Exacerbating the problem is the fact that enterprises double their 

data every 18 months! 

What has your company done to ensure effective control over your sensitive data? Are 

you sure that all your data is secure? What can you do to help make sure your company 

stays out of the headlines for all the wrong reasons? 

AT&T can help. We have partnered with McAfee to offer turnkey technology and 

managed services to provide business-centric data protection that safeguards intellectual 

property and enables compliance, irrespective of where your sensitive data lives. Others 

in your position have used our solutions for: 

 Discovery of intellectual property and customers PII within the organization 

 Classification of data to reduce the risk of breach in an organization with 

hundreds of servers, thousands of file shares, and millions of data objects 

 Monitoring, reporting and user education-based safe data handling practices, 

supporting governance and regulatory compliance mandates 

 Protection of confidential data from the network to the endpoint and even out to 

removable media such as USB drives 

 Elimination of risk due to loss of laptops with our centrally managed whole disk 

encryption. 

Our data protection solution integrate fully into McAfee’s ePolicy Orchestrator (ePO), 

driving down the cost to deploy and manage the solution across the largest of 

organizations, while maintaining safe data handling, flexibility and responsiveness. 

Key benefits: 

 Prevent data leaks — secures all sensitive data wherever it is stored or used, 

from the USB drive to the network firewall. 
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 Stay ahead of threats — gives you visibility into how your sensitive information 

is being used; enables you to automate content-aware data protection without 

disrupting business. 

 Deploy and manage with ease— deploys accurate and effective data loss 

prevention polices in just days, not weeks or months, and centrally manage it 

through the McAfee ePO platform. 

 

4.7.2.4 Web Proxy Filtering; 

AT&T Response: 

AT&T understands and can comply. Please refer to Attachment II Pricing. 

AT&T Web Security Service is a network-based security service that scans all of your 

Internet traffic and helps protect your network from various attacks via web filtering, 

malware scanning, application control, and other features. Web Security Service helps 

protect access through state-of-the-art security features for all users regardless of their 

connection or location and easily integrates with other AT&T Managed Security 

Services. 

The service works with any type of Internet connection, covering non-AT&T customers 

as well as AT&T customers who use Multiprotocol Label Switching (MPLS) and have a 

network-based firewall. Several configurations are available to match your network 

requirements. 

The service supports IPSEC, which transports your traffic via encrypted tunnels from 

your network to Web Security Service gateways and provides a highly secure Internet 

connection at your location. Your onsite workstations can use this feature without 

configuration changes or additional software. Even roaming users who visit your location 

can connect directly to the Internet without having to download a client application. 

AT&T scans all TCP/UDP traffic, whereas other providers may scan only TCP ports 80 

and 443 (HTTP/HTTPS traffic). Since many applications use ports other than 80 or 

443—like FTP, Telnet, and IM—we provide more comprehensive protection by scanning 

all traffic. The service is easy to install because it''s not proxy or PAC file based like 

other services. You avoid having to install additional software on corporate non-roaming 

user PCs and having to configure proxy settings or administer PAC files. To authenticate 

your roaming users, you can allow Web Security Service gateways to access your 

corporate Active Directory (AD) server that supports RADIUS services. Our service 

encrypts and provides state-of-the-art security features for remote sessions via individual 
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user SSL tunnels rather than an explicit proxy (where the browser simply points to the 

service). This arrangement prevents eavesdropping in a WiFi hot-spot because SSL 

tunnels encapsulate all Internet-bound traffic. 

 

4.7.2.5 Content Filtering; 

AT&T Response: 

AT&T understands and can comply. Please refer to Attachment II Pricing. 

AT&T Cloud WSS was architected to allow any customer that has Internet access to 

utilize the service. A customer with one or more remote sites can be supported through 

the use of IPSEC tunneling, explicit proxy or individual user SSL tunnels. 

Standard Features 

AT&T Cloud WSS offers the following standard features as a bundle. All features, 

including Roaming User support and Mobile Device support are bundled in one price: 

Content Filtering 

The AT&T Cloud Security Service enables Customer to define a content filtering policy 

that can meet business requirements and can be tailored to support the local and global 

customer environment. The basic policy consists of a combination of blocked and 

allowed Web content categories and trusted and blocked sources and destinations that 

apply globally to all users (Basic Policy). The State also has the option to create more 

granular rules (Advanced Policy). For example, the State can coach users on its company 

policy when a User attempts a restricted site; block unauthenticated Users; and create 

allow or block lists for specific Web destinations. This module also provides dynamic 

rating algorithms that identify and categorize Web content in real time to provide 

unrivaled URL filtering. 

 Over 80 pre-defined URL categories (e.g. religion, sports, etc) which are selected 

to be allowed or denied. 

 The Whitelist / Blacklist function allows browsing to specific URLs to be 

permitted or denied. This function overrides any URL filtering options. The State 

can filter on URL, IP address or both. 

 It is possible to block web searches based on keywords. 

 Web filtering can also be done by IP address as well as URL name. 
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 The Web Filtering feature provides the ability for web pages to be filtered using 

URL categorization and content analysis. URLs are categorized by reference to a 

number of predefined categories as specified in the State’s portal. The State will 

be able to configure the Web Filtering to create their own access restriction 

policies (based on categories and types of content) and deploy them to specific 

User groups. 

 The State has the option of performing individual and/or group administration and 

reporting capabilities. 

 If the User requests a web page or attachment where an access restriction policy 

applies, then access to that web page or attachment is denied and the User will be 

displayed an automatic alert web page. 

 AT&T Cloud WSS supports any language for URL filtering. The browser 

converts the user request into UTF format and the query against the URL database 

is also in UTF. 

Malware Scanning 

Antivirus scanning examines files for viruses, worms, trojans, and malware. The Internet-

based AT&T Cloud Security Service ensures real-time protection against known and 

newly-arriving Web-borne threats. 

The service uses an ecosystem of inline scanning technology (from multiple vendors) to 

examine Web content. The resulting behavioral analysis identifies malicious and 

suspicious sites, bot-net traffic, and phone-home malware. The community-driven 

technology allows these threats to be categorized in real-time. 

 Provides inline scanning of HTTP and HTTPS content for common virus and 

malware threats and vulnerabilities 

 If a Web page or Web page attachments are found to contain a virus or spyware, 

then access to that web page or attachment is denied and the Internet user will be 

displayed an automatic virus alert web page. 

 All attachments can be blocked by file type or extension. 

Application Control 

Application filtering controls end user access to Web 2.0 applications, i.e., Video and 

Audio streaming, IM control, VOIP, Peer to Peer, Games. Abuse of these applications 

can lead to increased bandwidth demand and increased susceptibility to malware attacks. 
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Application control uses IPS protocol decoders that can analyze network traffic to detect 

application traffic even if the traffic uses non-standard ports or protocols. 

Data Loss Prevention 

Cloud WSS will be able to integrate with a customer’s current Data Loss Prevention 

service. 

Mobile Device Support on Apple IOS and Android v. 4.0+ 

As part of the business/enterprise Web security solution portfolio, Cloud WSS provides 

the Mobile Device Security (MDS) solution. This feature safeguards Apple
®
 (iPhones™ 

and iPads™ that are running iOS™ 5.x or 6.x and later) and Android v. 4.0+ mobile 

devices against Web threats and enforce acceptable use policies. 

Mobile devices are prevalent in the business arena and have actually become the 

preferred device for many employees. Furthermore, specialized apps are becoming 

essential for business. Because of this, more and more companies are distributing smart 

phones and tablets rather than laptops to their employees, especially those who travel a 

lot or whose jobs are not tied to desks. Then there is the challenge of employees who 

bring their own mobile devices into the corporate environment, which creates a security 

risk because such devices are able to connect to the Internet through satellite networks 

(3G/4G) rather than through the corporate egress point. Employee’s access assets, such as 

corporate mail and other sensitive intellectual property, transmit in the clear. 

Furthermore, acceptable Web use policies are not enforceable. 

 

4.7.2.6 Other Security Services that may not be listed above, or as emerge with 

technology. 

AT&T Response: 

AT&T understands and can comply. Please refer to Exhibit 5 "Attachment to Exhibit 

4.docx" 

Please refer to Exhibit 5 - PBFW pricing. 

Premises Based Firewall Service (PBFW) – Complete Service 

The AT&T Premises-Based Managed Firewall Service – Complete Service provides a 

highly functional layer of security to your networks. The service is a fully managed 

bundled solution, which includes all hardware and software components, configuration, 
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installation, day to day management and maintenance, as well as expert customer support 

and proactive network monitoring. 

The service is designed to: 

 Defend against unauthorized connections to your LANs 

 Provide security to your users with remote accessing needs, via data encryption 

 Provide a secure environment to companies who need to support an unlimited 

number of concurrent user sessions 

 Support remote monitoring and management of the firewall server 

Variety of Firewall Solutions to Fit Your Needs 

You can choose from many AT&T Premises-Based Firewall bundled solutions to meet 

your requirements. All of these services let you define your own security policy and tailor 

the solution to the size of your user base. The AT&T Premises-Based Firewall Complete 

Service options include: 

 Fortinet
®
 firewall appliances 

 Checkpoint firewall appliances 

 Cisco
®
 ASA firewall appliances 

 Juniper Networks firewall appliances 

 Palo Alto Firewalls 

These solutions provide features such as High Availability configurations, multi-gigabit 

throughput capacity and advanced security reporting. Depending on the firewall type and 

model, the configurations provide DMZ, Extranet and VPN connectivity options. The 

Fortinet, Check Point, Juniper Network, Palo Alto sand Cisco ASA configurations can 

also be implemented in an AT&T Internet Data Center. 

High Availability: 

High availability is a feature which provides redundancy and fault tolerance. It 

effectively enables two firewalls to act as backup for each other. The high availability 

feature in each firewall detects failures in a number of ways so that if a failure is detected 

instant failover occurs. The feature includes a mechanism to keep the state of devices 

synchronized with each other so that once a failure is detected the processing load is 

seamlessly transferred from the active device to the redundant device. 
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Packaged as four “complete” solution configurations the available options are: Large 

Office, Medium Office and Small Office. AT&T Security Engineers work with you to 

determine the appropriate and least costly option factoring in firewall throughput 

requirements, the number of remotes sites supported, the number of users, the number of 

security policies, the applications use cases and any additional enabled options such 

DMZ, Extranet, VPN, IPS or AV Filtering. 

AT&T Managed Intrusion Prevention Service 

Please refer to Exhibit 5 - MIPS Pricing. 

MIDS/MIPS” is a fully managed, attack recognition and response capability for network 

security that can be configured in either Promiscuous mode or In-Line modes of 

operation. The Promiscuous (IDS) mode provides an unobtrusive “sniffing” of traffic, 

where traffic is presented to a sensor for analysis. With the In-Line (IPS) mode of 

operation, traffic passes though the sensor and is inspected before it is allowed to pass on. 

Both modes support the dynamic responses of “shunning” (blocking an attacking IP 

address in a firewall or router) or “resetting” (sending a TCP reset to terminate the TCP 

session). Only the In-Line mode supports the “dropping” action (dropping offending 

packets or traffic). 

MIDS/MIPS are monitored 24 hours x 7 days a week. Intrusion detection sensing sensors 

are placed at specific locations in the Customer Internet access, whether on a Customer 

Site or at an AT&T Internet Data Center. The intrusion detection sensing sensors monitor 

data packet header and payload information in an effort to detect possible malicious 

activity. If possible malicious activity is detected by AT&T and an alarm is generated, the 

AT&T SNOC responds based on the Customer signature policy. 

Each intrusion detection sensor is configured by AT&T, based on the Customer 

determined signature policy, with changes to the standard alarm and severity settings 

determined by the Customer. AT&T further implements the Customer signature policy by 

setting alarms to correlate with certain levels of malicious activity and by setting actions 

in response to any alarms. At all times, Customer is responsible for decisions relating to 

its sensor placement and signature profile. AT&T will establish procedures between the 

AT&T SNOC and the Customer identified Security Contact(s) to request configuration 

changes to the Customer security policy. 

Prior to provisioning of MIDS/MIPS, AT&T will conduct a technical assurance review to 

validate that the proposed MIDS/MIPS implementation is technically feasible and 

supportable under the standard definition of the MIDS/MIPS. 

Managed Premises WAF Service (PB-WAF) 
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Please refer to Exhibit 5 - PBWAF pricing 

Managed Premises WAF Service (WAF) utilizes AT&T’s expertise in monitoring and 

managing web application firewalls. Other capabilities include: 

 Real-time Continuous Monitoring and enforcement of rules or policies that 

protect against web application threats 

 Non-Intrusive - Supports both "In-line" and “Out-of-Band” deployments 

 Dynamic Application Profiling 

 Inbound and Outbound Traffic Analysis using both positive and negative 

(whitelist and blacklist) analysis models 

 Application Security Defect Detection Capability 

 Out-of-the-Box PCI Compliance 

 Inspects all encrypted SSL traffic 

 SSL processing offload to Acceleration Card eliminates encryption overhead 

 Alerts and Security events analyzed in real-time and integrated into CLMS 

solution, 24x7 by trained Security Operations Team 

 Robust Reporting capability and Client Security Portal 

 Fully managed including maintenance and upgrades 

AT&T VSS-PRO (Vulnerability Scanning Service) 

Please refer to Exhibit 5 - VSS PRO pricing. 

The VSS-Pro service is used to conduct host discovery and/or vulnerability scans on 

external and/or internal IP-based systems and networks. A variety of scanning techniques 

are employed to survey the security posture of the target IP-based systems and networks. 

These scans proactively test for known vulnerabilities and the existence of mainstream 

industry practice security configurations. 

External scanning addresses all Internet-facing assets such as routers, firewalls, web 

servers, and e-mail servers for potential security weaknesses, checking for the "open 

doors" that could allow a hacker to gain unauthorized access to the network and exploit 

critical assets. Internal scanning addresses all internal assets such as workstations, 

intranet servers, and printers for Trojans, improper configurations, peer-to-peer (PTP) file 

sharing programs such as Morpheus, Kazaa, etc. and more. 
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The VSS-Pro service also provides workflow management, host-based risk assignments, 

and remediation progress reporting. In addition, VSS-Pro includes assistance in setting up 

and maintaining scan profiles and scheduling, project management of the customer’s 

remediation efforts (regardless of whether they are handled by the customer’s IT staff or 

3rd party provider), and provides access to AT&T’s staff of security analysts for 

additional information and guidance regarding more complex technical issues. 

In addition to the portal view, critical vulnerabilities that are identified are forwarded on a 

regular basis to the CLMS systems for correlation with other events within the network. 

Understand the vulnerabilities that exist, and the threats against these assets can be 

another critical element in the detection and prevention of a successful attack from either 

external or internal resources or devices. 

Managed Network Access Control (NAC) Service 

Please refer to Exhibit 5 - NAC pricing. 

Managed Network Access Control Service (NAC) utilizes AT&T’s expertise in endpoint 

security to analyze information about how endpoints impact the security posture of the 

network. Other capabilities include: 

 Network Honeypot Monitoring (virtual decoys) – Use dark IP space and virtual 

decoys to detect and snare attackers 

 Unknown endpoint detection - Detects when unknown devices attempt to connect 

to internal network. (Non-Restrictions Mode) 

 Unknown endpoint prevention - prevents unknown devices from connecting to 

internal network (Restrictions Mode) 

 Guest User Authentication via Captive Portal 

 Patching and updates - Hardware, firmware, operating system & application code 

updates 

 Server Status health checks on sensors to monitor system operation status - CPU, 

disk, database, etc 

 Real-time monitoring of endpoint security violations, attempted intrusions & 

traffic anomaly detection 

 Security incident response to potential security incidents with correlated event 

detection in real-time of security event data integrated into CLMS 
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Secure web portal for reports, support ticket management, configuration management - 

Log analyzer, log charts, compliance reports, ad-hoc and scheduled reports, security 

dashboard & web portal with real-time alert data, event drill downs, trend graphs, etc. 

AT&T Network-Based Firewall Service 

Please refer to Attachment II pricing and Exhibit 5 - NBFW pricing. 

The Internet has enabled new business opportunities and revolutionized how you transact 

and communicate with your clients and partners. At the same time, the Internet has also 

left your corporate data resources vulnerable to potential outside attack. As a result, a 

comprehensive, holistic security strategy—one that helps protect your information assets 

and provides Internet access with security features while supporting your e-business 

infrastructure—is critical. AT&T Network-Based Firewall Service provides a fully 

managed, cost-effective solution with state-of-the-art security features that allows you to 

manage and control employee access to the Internet while preventing unauthorized access 

to your corporate network. 

AT&T Network-Based Firewall Service requires no additional equipment on your 

premises—you subscribe to, rather than purchase, network security. You avoid having to 

install a customer premises firewall and dedicated Internet connectivity at each of your 

locations. The network-based security devices reside in the AT&T Security Data Centers 

(SDCs), which reduces your capital expenditures, risk of technological obsolescence, and 

need for additional staff members. AT&T owns all security assets and provides 24x7 

monitoring and attack management of the firewall service. 

Using the economies of a large private network, AT&T enables you to take advantage of 

your existing WAN investment by installing sophisticated security features directly into 

the AT&T network (see Figure 1). This gives you the advantage of accessing the Internet 

via existing enterprise permanent virtual circuits (PVCs), where AT&T Network-Based 

Firewall helps enforce your corporate security policy in a centralized fashion. The AT&T 

(MPLS and Network-Based Firewall Service combination helps enable you to avoid the 

double expense of homing remote traffic to a central security location only to be re-

routed back to the Internet. 
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Figure 1: The AT&T network is an integral part of your security solution. 

AT&T Network-Based Firewall Service supports various policy complexities ranging 

from a simple, outbound-only configuration to an extensive, bi-directional configuration 

with optional features such as Web Filtering, Malware Scanning, IDS/IPS, and site 

failover. This service will continuously inspect and treat inbound and outbound traffic 

according to your predefined security policies. You can also select your company’s 

required bandwidth allocation for Internet access through the firewall. The AT&T 

Security Operations Center (SOC) team actively manages and monitors the firewalls 

24x7. Security procedures between you and the AT&T SOC provide configuration 

changes to your security policy and firewall. The service also comes with online reports 

and self-administration capability that allow you to adjust certain aspects of the 

configuration. 

The solution gives you several options. 

The following options are available with Network-Based Firewall Service: 
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 The Low Complexity option supports a multi-directional security policy and the 

following add-on features: 

o Active IDS/IPS, Basic 

o Web Filtering, Basic 

o Malware Scanning, Basic 

 The Medium Complexity level supports a multi-directional security policy that 

includes up to two gateways to the Internet as well as more sophisticated routing 

configurations and the following add-on features: 

o Active IDS/IPS, Basic or Advanced 

o Web Filtering, Basic or Advanced 

o Malware Scanning, Basic or Advanced 

 The High Complexity level supports a multi-directional security policy that could 

include three or more gateways to the Internet and complex configurations. The 

following add-ons are also available as extra: 

o Active IDS/IPS, Basic or Advanced 

o Web Filtering, Basic or Advanced 

o Malware Scanning, Basic or Advanced 

o Cross Connect 

o Site Failover (in-region) 

 Web Filtering—enables you to allow or block access to Internet websites by 

category, black list and white list, source IP (depending on the option selected), 

and other features. Basic and Advanced options are available. 

o Web Filtering, Basic—allows you to filter Internet traffic based on website 

content. This option is licensed by the number of total end users. The Basic 

option has the following features: 

▪ More than 75 pre-defined URL categories (e.g., religion, sports) that you 

can allow or deny 

▪ A whitelist/blacklist function that enables you to allow or deny browsing 

to specific URLs (and overrides any URL filtering options) 

▪ Content filtering that allows you to block URLs by IP address rather than 

URL name 

o Web Filtering, Advanced—provides the features of Basic plus 

▪ User authentication support 

▪ User-level reporting 

▪ Application control 

▪ SafeSearch capability 
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▪ Anonymization of log data for international privacy regulations 

▪ Data Loss Prevention 

 Malware Scanning—provides inline malware. Basic and Advanced options are 

available. 

o Malware Scanning, Basic—provides inline scanning of HTTP and FTP 

content for common virus, spyware, and malware threats and vulnerabilities. 

In addition, it enables inline scanning of Instant Messaging protocols (e.g., 

ICQ, MSN, Yahoo, and AIM), and it can help you enforce filtering based on 

file size and file type. 

o Malware Scanning, Advanced—provides the features of Basic plus 

▪ User authentication support 

▪ User-level reporting 

▪ Application control 

▪ Grayware filtering capability 

▪ Anonymization of Log Data for International Privacy Regulations 

▪ Data Loss Prevention 

 Data Loss Prevention (DLP)—is configurable when you order the Advanced 

add-ons for Web Filtering or Malware Scanning. DLP provides 

o Personal data leakage prevention (and helps allow the definition of data 

flexibility to include rules based on protocol) 

o Analysis and blocking of outbound file types, preconfigured IDs (e.g., credit 

card or Social Security numbers), and DFA-based regular expressions. 

o Keyword identification and blocking 

 Application Control—controls user access to Web 2.0 applications like video 

and audio streaming, IM control, VOIP, peer to peer, and games. Abuse of these 

applications can lead to increased bandwidth demand and vulnerability to 

malware attacks. This capability requires activation of the Advanced add-ons for 

Web Filtering or Malware Scanning. 

 Active Intrusion Detection/Prevention Service (IDS/IPS)—provides IDS/IPS 

notification of critical events that you specify. Basic and Advanced options are 

available. 

o Active IDS/IPS, Basic—includes IDS/IPS initial technical consultation and 

applies AT&T best practices policies. This option includes IDS policy 

customization; a limited set of custom IDS signatures in the profile; proactive 

investigational analysis for critical events; and a limited set of automated IPS 

capabilities. 
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o Active IDS/IPS, Advanced—provides a more customized service level and 

alert thresholds to meet more specific IDS requirements, including a higher 

degree of profiling and tuning of IDS policy to strip out noise and provide 

notification of critical events. Additionally, an AT&T Security Analyst 

provides live investigational analysis of all IDS events, assists with 

recommended mitigation actions, and makes firewall policy changes to 

eliminate threats if warranted. 

 Additional Secure Networks—allows users to specify the number of additional 

Secure Networks (SecNets) into a single Security Data Center (SDC). Each 

SecNet includes a pair of extended PVCs (ePVCs) into a single SDC. A SecNet is 

any routable IP network or group of networks between which you want 

communications, or for which you want Internet access with security features. 

Each SecNet maintains Layer 2 separation into its own Security Policy in the 

SDC. A common use for SecNets is to apply policies to communications between 

communities. 

 Cross Connect—provides a direct link from AT&T Network-Based Firewall 

Service to a customer-owned and managed cage or cabinet in the same SDC. 

 Site Failover (in-region)—enables a single alternate SDC in the same geographic 

region to receive failover traffic and retain duplicate or mirrored policy for a 

specific SecNet. 

 Firewall Rule Establishment/Migration Option—is a Professional Services 

offer that analyzes existing customer security and firewall rules policy and makes 

appropriate recommendations at the technical and executive level. Periodic review 

of firewall rule policy is a security best practice that many compliance standards 

require. This option is especially helpful if you have multiple premises firewalls 

and are migrating to the Network-Based Firewall and/or haven’t reviewed your 

firewall rules for a long time. It provides 

o Review of network diagrams and identification of business requirements, 

applications, and drivers 

o Analysis of your existing rulebase or creation of a new rulebase that aligns 

with business and security policy requirements. For an existing rulebase, we 

identify dangerous rules (those that are contrary to business goals) for possible 

modification. 

o A final report that includes the following sections: 

▪ Executive Summary: A high-level description of AT&T Consulting 

activities and summarizes the pertinent findings. This summary uses non-

technical language to provide a broad understanding of information 
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security shortcomings, impacts, and recommended actions, and is suitable 

for a senior management audience. 

AT&T Identity & Access Management – “As A Service” 

Organizations need to protect sensitive information. Failure to institute sufficient 

identity-based access control has resulted in corporate data losses time and again. Identity 

and access management (IAM) not only helps to reduce a company’s threat surface, but 

it’s also vital in reducing the cost of identity administration and the cost of regulatory 

compliance. Beyond core security and operational functions, 

Identity Access Management (IAM) can also improve service delivery so that users don’t 

have to wait as long to reset passwords or obtain access to all the applications they need 

to do their jobs effectively. 

AT &T Identity & Access Management – “As A Service” provide a Managed Identity 

Access Management Solution that offers the State of Arizona the following Solutions: 

Identity-based Access & SSO Service: 

 Federated SSO to SaaS applications 

 SSO for enterprise and hosted web applications 

 External partner access 

 Consumer self-registration, access and password management 

 End user request/approval and status tracking 

 Ability to extend SSO and access to mobile devices 

Identity Sync and Account Provisioning Service: 

 Joiner/Mover/Leaver 

 Account management and provisioning to enterprise applications 

 Ensures accurate and complete data for access management services 

 Detect and distribute password changes across enterprise applications and systems 

Security Monitoring and Correlation Service: 

 Monitor in near real-time (24x7x365) state of perimeter devices and enterprise 

 Correlate/analyze information stream to identify threats and impact to assets 

 Advanced targeted attack assessment with identity tracking 
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 Report on compliance to security and regulatory controls 

 Identify, manage and escalate incidents 

Pricing for AT&T Identity & Access Management – “As a Service” is custom ICB 

priced based on the needs of the State of Arizona. 

Managed Security Services Professional Services 

The following are hourly rates for additional Professional Services assistance for 

managed security services if needed (i.e. assistance with setting up firewalls or help with 

implementation of security services, etc.). Quotes will be provided based on scope of 

work. 

Please refer to Exhibit 5 –Managed Security Services (MSS) Consulting. 

 

4.8 CATEGORY 5: Fiber Services. 

Fiber Services can be provided as: 

4.8.1 Leased dedicated conduits or mirco-ducts within conduits (through which a 

customer can install and operate their own fiber and provide their electronics); 

4.8.2 Leased “Dark” Dedicated Fiber Cable (point-to-point or ring configuration, 

Fiber Optic Distribution Unit (FODU) demarcation, customer provides 

electronics); 

4.8.3 Leased “Dark” Fiber Strand Pairs on shared fiber cable (point-to-point or ring 

configuration, FODU demarcation, customer provides electronics); 

4.8.4 Leased Dense Wavelength Division Multiplexing (DWDM) wavelength(s) on 

shared fiber pairs (point-to-point or ring configuration, Optical FODU 

Demarcation, Customers provides electronics); and 

4.9 Excluded Products and Services: The following products and services shall be 

excluded from a resultant Contract: 

4.9.1 Building Wiring System (BWS, cabling and connection devices beyond the 

telecommunications demarcation); 

4.9.2 Mobile radio related products; 

4.9.3 Wireless Mobility Services (specifically, cell phone carrier services) 
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4.9.4 Hardware and software for build-out of Buyer's campus networks (CPE); and 

4.9.5 9-1-1 Services; 

4.9.6 Integration Services; and 

4.9.7 All other products and services not specified herein. 

AT&T Response: 

AT&T understands. 

 

5. EXPANDING GEOGRAPHIC AVAILABILITY 
FOR TARIFFED AND NON-TARIFFED 
CARRIER TELECOMMUNICATION SERVICES 

5.1 Geographic availability of ILEC and CLEC telecommunication services may 

change for an ILEC or CLEC during the life of a resultant contract. As such, under 

a resultant Contract is limited to the areas included herein. Based on technological 

advances and/or expanded capabilities and infrastructure, the Contractor may add 

supplemental Geographic Areas to the Contract as new ILEC or CLEC service 

territories and/or service capabilities become available. The addition of new 

Geographic Areas under the Contract shall be the State’s discretion. 

AT&T Response: 

AT&T understands. 

 

6. BROAD BAND EXPANSION PROVISION 

The state seeks to encourage the building and expansion of new broadband infrastructure 

by encouraging Providers to work aggressively and strategically with communities and 

anchor institutions in those communities in underserved areas of the State to coordinate 

the aggregation of demand and the coordinated purchase of new and expanded high 

capacity broadband services especially in underserved rural communities and counties in 

the state. 
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AT&T Response: 

AT&T understands and will not participate in the broadband expansion section/category 

6 of the RFP at this time. Based on technological advances and/or expanded capabilities 

and infrastructure, AT&T may add supplemental Geographic Areas to the Contract as 

new service territories and/or service capabilities should they become available. 

While AT&T will not be participating in the broadband expansion and thus cannot make 

any related commitments at this time, AT&T would like the State to note that AT&T has 

a long track record of domestic investment and over the past six years (2008-2013), it has 

invested more in the U.S. economy than any other public company. AT&T’s total 

investment during this time, including acquisitions of spectrum and wireless operations 

totals more than $140 billion. And, as AT&T has publicly stated, it expects to invest 

another $21 billion in capital in 2014. 

AT&T’s investment initiatives include Project Velocity IP (VIP). Through Project VIP, 

AT&T is investing billions to significantly expand the availability of high speed Internet 

across the United States to more Americans. AT&T has also committed to expand and 

enhance the deployment of its wireline and fixed wireless broadband network to 15 

million customer locations in the United States. This commitment includes expansion of 

fixed wireless local loop broadband to 13 million new customer locations, largely in 

underserved, rural locations. 

For more information please see: 

http://about.att.com/story/att_earns_top_spot_on_ppi_us_investment_heroes_ranking_for

_third_straight_year.html 

 

6.1 To encourage provider investment in, and implementation of such new 

infrastructure, the State will consider the following within a resultant contract: 

6.1.1 Special Terms: When services are purchased in connection with new 

infrastructure expansion by Carriers and/or Broadband Providers, Special 

Terms and Conditions can be considered for approval, as follows: 

AT&T Response: 

AT&T understands. 

 

6.1.1.1 Longer-Term Contracts. After the initial 5 years base the contract can be 

extended for one (1) three (3) year term. At the expiration of that three (3) 

http://about.att.com/story/att_earns_top_spot_on_ppi_us_investment_heroes_ranking_for_third_straight_year.html
http://about.att.com/story/att_earns_top_spot_on_ppi_us_investment_heroes_ranking_for_third_straight_year.html
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year term, the contract can be extended a final time for two (2) additional 

years, making the max life of a resultant contract 10 years. 

AT&T Response: 

AT&T understands. 

 

6.1.1.2 Longer-Term Service Contracts. If a Carrier or Provider wishes to seek special 

terms for a Longer- Term Service Contract (greater than five (5) years) with a 

customer, to justify investment in new infrastructure expansion, they shall 

submit a business case to the State Procurement Office for review and 

possible acceptance. 

AT&T Response: 

AT&T understands. 

 

6.1.1.3 Early-Termination Terms. If a Carrier or Provider wishes to seek special terms 

for early-termination, a business case shall be submitted to the State 

Procurement Office for review and possible acceptance. 

AT&T Response: 

AT&T understands. 

 

6.1.2 Non-Recurring Costs (NRC). NRC of new infrastructure construction can be 

amortized over the term of a service order by the allowance for an increase 

monthly recurring costs (MRC) for provided services beyond the awarded 

price for service(s) that may utilize such new infrastructure. This amortization 

can be for all or a portion of the term of those specific contracted services 

provided that the total cost shall not increase beyond the sum of the regular 

bid price and the quoted NRC. 

AT&T Response: 

AT&T understands. 

 

6.1.2.1 The State considers that providing broadband capacity, requiring new 

infrastructure construction, to a community shall be defined as having at least 
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one Provider Point of Presence within a Census Designated Place or a 

geographic Cluster of Census Designated Places having 4,000 or more 

households, connected with fiber-optic or microwave back-haul transport 

capacity equal to or greater than 1 Mbps per household to a Point of Presence 

in a metropolitan area. If a Census Designated Place with a population less 

than 4,000 households is to be considered as served with broadband capacity 

the minimum connection capacity between at least one Point of Presence in 

the community and a Point of Presence in metropolitan areas shall be 1 Gbps. 

Exhibit A lists all the recommended Backhaul Bandwidth for Census 

Designated Places and logical Clusters of Places. 

AT&T Response: 

AT&T understands. 

 

6.1.3 Consortia/ Group Buying. Eligible ‘Other Customers’, as defined in Section 2, 

Background, are allowed to create new consortia with or without the 

participation of Primary Customers, also defined in Section 2, Background, to 

increase their buying power for services and to enhance the likelihood of new 

infrastructure investments being made by Carriers and Broadband Providers. 

AT&T Response: 

AT&T is certainly willing to entertain the opportunity to provision to other entities. 

However, AT&T would need to know information including, but not limited to, which 

entities were being considered, how the billing and collection would work (e.g., who 

would ultimately be responsible for payment), any credit issues, and what services were 

involved. Once AT&T understood the details, AT&T would consider this opportunity. 

 

6.1.3.1 Billing of Consortium Projects. If Carriers or Broadband Providers accept an 

order from a consortium that has more than one customer (example: a school 

district, a city, a county, a fire district, and a non-profit) the Carrier or 

Broadband Provider must agree to bill every member of the consortium 

separately for each of their agreed portion of the cost. 

AT&T Response: 

AT&T is certainly willing to entertain the opportunity to provision to other entities. 

However, AT&T would need to know information including, but not limited to, which 

entities were being considered, how the billing and collection would work (e.g., who 
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would ultimately be responsible for payment), any credit issues, and what services were 

involved. Once AT&T understood the details, AT&T would consider this opportunity. 

 

6.2  To be considered for an award within the broadband expansion provision of a 

resultant contract the Offeror shall follow the specific instructions on how to 

respond to this section stated with Attachment I, Offeror Questionnaire. 

AT&T Response: 

AT&T understands. 

 

6.3 Pricing. If a Carrier or Broadband Provider can provide a services within a 

County only after committing to the construction of new Infrastructure in that 

County that would enable the delivery of said services the Carrier or 

Broadband Provider may request the negotiation of special terms and 

conditions for services that would utilize the new infrastructure in that County 

to justify their investment. In these cases the State acknowledges that pricing 

shall be negotiated. 

AT&T Response: 

AT&T understands. 

 

6.4 Additional Expansion Proposals. If an infrastructure expansion opportunity 

arises in an area that was not originally identified to the State through the 

initial RFP process, the Contractor may submit a proposal to the State for 

review to be considered for the additional terms listed in 6.1.1. 

AT&T Response: 

AT&T understands. 
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7. SERVICE LEVEL GUARANTEES 

7.1 Service Level Agreements (SLAs) 

7.1.1 SLAs are required when establishing service for applicable products. 

AT&T Response: 

In response to Section 7 and all subsections thereto, AT&T is bidding its standard Service 

Level Agreements (SLAs) for its products and services which are available for review at 

http://www.att.com/gen/public-affairs?pid=11970 

 

7.1.2 The customer shall negotiate SLAs directly with the carriers and providers 

when establishing requested service. 

AT&T Response: 

In response to Section 7 and all subsections thereto, AT&T is bidding its standard Service 

Level Agreements (SLAs) for its products and services which are available for review at 

http://www.att.com/gen/public-affairs?pid=11970 

 

7.1.2.1  Once negotiated, the SLA shall be submitted the State Procurement Office for 

review and approval against the Terms and Conditions of a resultant contract. 

AT&T Response: 

In response to Section 7 and all subsections thereto, AT&T is bidding its standard Service 

Level Agreements (SLAs) for its products and services which are available for review at 

http://www.att.com/gen/public-affairs?pid=11970 

 

7.1.3 Costs associated with more stringent guarantees then outlined below in section 

7.2 may be added to a quote as a service premium. 

AT&T Response: 

In response to Section 7 and all subsections thereto, AT&T is bidding its standard Service 

Level Agreements (SLAs) for its products and services which are available for review at 

http://www.att.com/gen/public-affairs?pid=11970 

 

http://www.att.com/gen/public-affairs?pid=11970
http://www.att.com/gen/public-affairs?pid=11970
http://www.att.com/gen/public-affairs?pid=11970
http://www.att.com/gen/public-affairs?pid=11970
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7.1.3.1 The fixed rate MRC shall not be changed to reflect the premium associated with 

the SLAs rather it should be it’s own monthly line item. 

AT&T Response: 

In response to Section 7 and all subsections thereto, AT&T is bidding its standard Service 

Level Agreements (SLAs) for its products and services which are available for review at 

http://www.att.com/gen/public-affairs?pid=11970 

 

7.1.4 Carriers and Providers are required to monitor and report to customers 

monthly for agreed to Service Level Agreements performance and 

nonperformance. 

AT&T Response: 

In response to Section 7 and all subsections thereto, AT&T is bidding its standard Service 

Level Agreements (SLAs) for its products and services which are available for review at 

http://www.att.com/gen/public-affairs?pid=11970 

 

7.2 Minimum Guarantees: 

7.2.1 Restore and Response defined: 

7.2.1.1 Restore – Means a ‘full service restoration’. 

7.2.1.2 Response – Means having a physical presence onsite. 

AT&T Response: 

In response to Section 7 and all subsections thereto, AT&T is bidding its standard Service 

Level Agreements (SLAs) for its products and services which are available for review at 

http://www.att.com/gen/public-affairs?pid=11970 

 

7.2.2 Metro Areas defined: 

7.2.2.1 Phoenix Metro, 50 mile radius of the Capital Mall circle 

7.2.2.2 Tucson Metro, 50 mile radius of the University of Arizona 

7.2.2.3 Yuma Metro,25 mile radius of the Yuma County Court House 

http://www.att.com/gen/public-affairs?pid=11970
http://www.att.com/gen/public-affairs?pid=11970
http://www.att.com/gen/public-affairs?pid=11970
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7.2.2.4 Flagstaff Metro, 25 mile radius of Coconino County Court House 

7.2.2.5 Prescott Metro, 25 mile radius of Yavapai County Court House 

AT&T Response: 

AT&T understands. 

 

7.2.3 Restore and Response times: 

7.2.3.1 Metro Areas: 

7.2.3.1.1 Specific sites to be provided after contract award. 

7.2.3.1.1.1 Full restoration shall be completed within two (2) hours. 

AT&T Response: 

In response to Section 7 and all subsections thereto, AT&T is bidding its standard Service 

Level Agreements (SLAs) for its products and services which are available for review at 

http://www.att.com/gen/public-affairs?pid=11970 

 

7.2.3.2 Rural Areas: 

7.2.3.2.1 Specific sites to be provided after contract award. 

7.2.3.2.1.1 Full restoration shall be completed within four (4) hours. 

AT&T Response: 

In response to Section 7 and all subsections thereto, AT&T is bidding its standard Service 

Level Agreements (SLAs) for its products and services which are available for review at 

http://www.att.com/gen/public-affairs?pid=11970 

 

7.2.3.3 If full restoration cannot be achieved within the above stated time frames, the 

customer shall be notified immediately upon discovery of such event that 

hinders restoration. 

AT&T Response: 

AT&T understands. 

http://www.att.com/gen/public-affairs?pid=11970
http://www.att.com/gen/public-affairs?pid=11970
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In response to Section 7 and all subsections thereto, AT&T is bidding its standard Service 

Level Agreements (SLAs) for its products and services which are available for review at 

http://www.att.com/gen/public-affairs?pid=11970 

 

7.2.3.3.1 Every hour that service has not been restored the carrier or provider shall be 

responsible for updating the customer of status on the restoration project. 

AT&T Response: 

AT&T understands. 

In response to Section 7 and all subsections thereto, AT&T is bidding its standard Service 

Level Agreements (SLAs) for its products and services which are available for review at 

http://www.att.com/gen/public-affairs?pid=11970 

 

7.2.4 Restore and Response penalties: 

7.2.4.1 Every15 minutes that ‘full service restoration’ is not completed the Contractor 

shall be charged a penalty of 5% of the customer’s monthly bill. This will be 

seen in the form of a credit against the billed amount at the end of the month. 

AT&T Response: 

In response to Section 7 and all subsections thereto, AT&T is bidding its standard Service 

Level Agreements (SLAs) for its products and services which are available for review at 

http://www.att.com/gen/public-affairs?pid=11970 

 

7.2.4.2 If full restoration has not been completed within double the allowed time the 

customer will have the right to terminate services with that Carrier with no 

penalty. 

AT&T Response: 

In response to Section 7 and all subsections thereto, AT&T is bidding its standard Service 

Level Agreements (SLAs) for its products and services which are available for review at 

http://www.att.com/gen/public-affairs?pid=11970 

 

http://www.att.com/gen/public-affairs?pid=11970
http://www.att.com/gen/public-affairs?pid=11970
http://www.att.com/gen/public-affairs?pid=11970
http://www.att.com/gen/public-affairs?pid=11970
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7.2.4.2.1 Customer, at its discretion, can allow an exception to this within their 

negotiated SLA, based on agreed to terms by both parties, for allowances 

such as, but not limited to, force majeure. 

AT&T Response: 

AT&T understands. 

In response to Section 7 and all subsections thereto, AT&T is bidding its standard Service 

Level Agreements (SLAs) for its products and services which are available for review at 

http://www.att.com/gen/public-affairs?pid=11970 

 

7.2.5 Restore and Response tracking: 

7.2.5.1 The two (2) or four (4) hour window shall start when the customer (AZNet, 

for the primary customer) calls the carrier directly and opens a repair ticket. 

AT&T Response: 

In response to Section 7 and all subsections thereto, AT&T is bidding its standard Service 

Level Agreements (SLAs) for its products and services which are available for review at 

http://www.att.com/gen/public-affairs?pid=11970 

 

7.2.5.2 Once the service has been fully restored, the carrier shall call the customer and 

notify of completion. 

AT&T Response: 

In response to Section 7 and all subsections thereto, AT&T is bidding its standard Service 

Level Agreements (SLAs) for its products and services which are available for review at 

http://www.att.com/gen/public-affairs?pid=11970 

 

7.2.5.3 Once notified the customer shall confirm that service has been fully restored 

before the carrier closes the open repair ticket. Once this confirmation has 

been completed the window for restoration shall be closed and calculated for 

any applicable penalties. 

http://www.att.com/gen/public-affairs?pid=11970
http://www.att.com/gen/public-affairs?pid=11970
http://www.att.com/gen/public-affairs?pid=11970
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AT&T Response: 

In response to Section 7 and all subsections thereto, AT&T is bidding its standard Service 

Level Agreements (SLAs) for its products and services which are available for review at 

http://www.att.com/gen/public-affairs?pid=11970 

 

7.2.5.3.1 If the carrier or provider closes the repair ticket before confirmation has been 

provided by the customer and is required to open a new ticket, the restoration 

and response time shall not be restarted, rather merged with the original 

outage notification. 

AT&T Response: 

In response to Section 7 and all subsections thereto, AT&T is bidding its standard Service 

Level Agreements (SLAs) for its products and services which are available for review at 

http://www.att.com/gen/public-affairs?pid=11970 

 

  

http://www.att.com/gen/public-affairs?pid=11970
http://www.att.com/gen/public-affairs?pid=11970
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8. PROCESS FOR ESTABLISHING SERVICES: 

8.1 Establishing Service for State Agencies, Boards and Commissions exclusively, 

please reference Exhibit B for the State of Arizona WAN Strategy Diagram: 

8.1.1 Quote Process. The most current version of 10.5 AZNet II – RFI Carrier 

Order Process Guide can be found at https://aset.az.gov/aznet-ii-arizona-

network. 

8.1.1.1 Customer is required to open a Request for Information (RFI) ticket for 

requested Carrier products and services. 

8.1.1.1.1 Within this request the Customer shall provide the ‘AZ Service ID’ 

found within Attachment II, Pricing Structure. 

AT&T Response: 

AT&T understands. 

 

8.1.1.2 All Contractors awarded in geographical location are notified of an 

opportunity to provide a quote for requested products and services based on 

contract category. 

AT&T Response: 

AT&T understands. 

 

8.1.1.3 Site Assessments: 

8.1.1.3.1 Contractor will be notified at the time they are given the opportunity to 

quote that a site assessment is requested. 

8.1.1.3.2 Site assessments shall be provided at no charge. 

8.1.1.3.3 Contractor is able to waive the opportunity to walk the premises and 

still provide a quote, however, the quote shall not be revised if the 

Contractor waived their right to walk the site. 

https://aset.az.gov/aznet-ii-arizona-network
https://aset.az.gov/aznet-ii-arizona-network
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AT&T Response: 

AT&T will do a site assessment as part of any installation work that we perform. AT&T 

does not generally do a site assessment as part of a price quote, but would be willing to 

discuss such with the State on an individual case basis. 

 

8.1.1.4 Providing the Quote: 

8.1.1.4.1 Quote shall be in compliance with the Quote form provided by ASET-

EIC. 

8.1.1.4.2 NRC’s quotes shall be firm fixed, ranges shall not be accepted. 

8.1.1.4.3 MRC quotes shall be firm fixed. 

8.1.1.4.4 Contractor(s)are required to submit the resulting quote to 

ASET_EIC_Carrier@azdoa.gov by the requested due date and time of 

the original RFI. 

8.1.1.4.5 Late quotes shall not be accepted. 

AT&T Response: 

AT&T understands. 

 

8.1.1.5 ASET-EIC compiles received quotes and sends them to the requesting 

customer for evaluation. 

AT&T Response: 

AT&T understands. 

 

8.1.2 Ordering Process. The most current version of 10.6 AZNet II – MAC Project 

Carrier Order Process Guide can be found at https://aset.az.gov/aznet-ii-

arizona-network.  

8.1.2.1 Customer reviews quote(s) provided to them by ASET-EIC. 

8.1.2.1.1 Decision shall be based on the results of the RFI. 

8.1.2.2 Customer opens a new move, add, change (MAC) ticket. 

mailto:ASET_EIC_Carrier@azdoa.gov
https://aset.az.gov/aznet-ii-arizona-network
https://aset.az.gov/aznet-ii-arizona-network
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8.1.2.3 AZNet sends the order to the Selected Carrier. 

8.1.2.4 Carrier sends e-mail confirmation to AZNet within 24 hours of receipt 

of the order. 

AT&T Response: 

AT&T understands. 

 

8.1.2.5 Depending on the product ordered the Carrier sends and e-mail to AZNet with 

applicable supporting information as follows: 

8.1.2.5.1 Circuit Number; 

8.1.2.5.2 Carrier Order Number; and 

8.1.2.5.3 Due Date. 

AT&T Response: 

AT&T understands. 

 

8.1.2.6 AZNet provides the supporting information to the AZNet Engineers and 

requesting Customer. 

AT&T Response: 

AT&T understands. 

 

8.1.2.7 Carrier confirms that the product has been installed. 

AT&T Response: 

AT&T understands. 

 

8.1.2.8 AZNet verifies with the AZNet Engineer and Customer that product was 

installed in compliance with the agreed upon project specifications. 
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AT&T Response: 

AT&T understands. 

 

8.2 Establishing Service for ‘Other Customers’: 

As Eligible ‘Other Customers’ these customers are not required to follow the State 

of Arizona ASET requirements, nor are their networks and infrastructures managed 

by the State ASET department. As such, the customers may require the Contractor 

to assist in Order preparation by providing necessary product and services 

descriptions, operating parameters, and interface information. Contractor shall 

provide this assistance at no additional cost to the Customer. 

AT&T Response: 

Should the parties agree that the method of purchase for any products/services provided 

under this RFP shall be via Customer’s purchase order, such purchase orders must clearly 

provide that the purchase is made pursuant to the mutually agreed contract documents 

and is not subject to the preprinted terms of that purchase order form. 

 

8.2.1 Quote Process. Customers may request quotes for the specific products and/or 

services available under the Contract, through the issuance of a Contract 

Quote or Purchase Quote (Quote Request) to the Contractor. Quote Requests 

shall cite the Contract number and shall be limited to those products and/or 

services available under the Contract only. 

Extra-contractual Products and Services Prohibited. Any attempt to use a Quote Request 

and/or any response thereto, to represent any products and/or services not specifically 

awarded and cited in the Contract as being included in the Contract is a violation of the 

Contract and the Arizona Procurement Code. Any such action is subject to the legal and 

contractual remedies available to the State, inclusive of but not limited to Contract 

termination for default, suspension and/or debarment of the Contractor. 

AT&T Response: 

AT&T understands. 

 

8.2.1.1 Quote Request Form. Quote shall include, at a minimum, the following 

information: 
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8.2.1.1.1 Date the quote was requested; 

8.2.1.1.2 Quote Number; 

8.2.1.1.3 E-Rate SPIN number, if requested; 

8.2.1.1.4 Customer information, to the individual department, division or office as 

applicable; 

8.2.1.1.5 Customer contact person; 

8.2.1.1.6 Term of the Service, including Service start date, expiration date – if 

applicable, and installation date – if applicable; 

8.2.1.1.7 Total cost to the Customer; and 

8.2.1.1.8 A list or description specifying the quantity, type and special options and/or 

provisions of the Service to be provided. 

AT&T Response: 

AT&T understands. 

 

8.2.2 Ordering Process. 

8.2.2.1 Purchase Order Issued. Purchase Orders shall be in accordance with the 

requirements set forth herein. 

AT&T Response: 

Should the parties agree that the method of purchase for any products/services provided 

under this RFP shall be via Customer’s purchase order, such purchase orders must clearly 

provide that the purchase is made pursuant to the mutually agreed contract documents 

and is not subject to the preprinted terms of that purchase order form. 

 

8.2.2.2 Order Acknowledgement. Contractor shall acknowledge receipt of all Orders. 

Contractor shall notify the Customer, in writing or electronically, within two 

(2) days of Order receipt. Customers may accept verbal Order 

acknowledgment when time and circumstances require. 
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AT&T Response: 

AT&T understands. 

 

8.2.2.3 Order Acceptance. Contractor shall acknowledge acceptance of all Orders. 

Contractor shall notify the Customer, in writing or electronically, within five 

(5) days of Order receipt. Orders that are not accepted or not specifically 

rejected by the Contractor within the five (5) days shall be considered 

accepted. Customers may accept verbal order acceptance when time and 

circumstances require. Order acceptance shall include the reservation of all 

elements necessary to deploy the ordered and accepted products and services. 

AT&T Response: 

AT&T understands. 

 

8.2.2.4 Order Notification. Contractor shall, prior to the Order start date, notify 

Customer, in written or electronically, information pertaining to the 

installation of the Order’s products and services. 

AT&T Response: 

AT&T understands. 

 

8.2.2.5 Order Implementation. Contractor shall be responsible for and shall minimize 

the impact of any transition between the Customer’s incumbent service 

providers and the Contractor. Contractor shall inform the Customer of all 

Customer responsibilities throughout service implementation. In general, 

Order implementation shall not exceed ninety (90) days but shorter or longer 

timeframes may be negotiated between the Customer and the Contractor on a 

case by case basis. Contractor shall be responsible for all billing variations 

incurred during an unsuccessful service implementation. For example, new 

rates are not applied correctly or telephone numbers are not recognized in 

database, etc. 

AT&T Response: 

Because this solicitation requests multiple products and services, AT&T will endeavor to 

meet but cannot contractually commit to an implementation of 90 days or less. AT&T 
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will install, implement and cutover the system components called for in the agreed 

specifications as outlined in the Proposed Contract Documents and in a manner mutually 

agreed to by the parties. 

 

8.3 Additional Provisions regarding Service Establishment for both Primary and Other 

customers: 

8.3.1 Major Service Implementations: 

8.3.1.1 Inspection of all Major Services Implementations. A Major Services 

Implementation is defined as any Customers with ten (10) or more locations 

and / or ten (10) or more PVC’s. Customer may appoint an Inspector(s) from 

time to time to serve as Customer's representative during, installation, testing, 

cutover, operation and maintenance of the Services (and its billing) and shall 

advise Contractor of same. Such inspection may extend to any part of the 

installation or operation of the Services. The Inspector shall not be permitted 

to modify in any way the provisions of the Contract, nor to delay the work by 

failing to complete the inspection with reasonable promptness. The Inspector 

shall not interfere with the Contractor's management of the work. Instructions 

given by the Inspector shall be respected and responded to by Contractor. 

Whenever required by the Inspector, Contractor shall furnish without 

additional charge, all tools, test equipment, and labor necessary to make an 

examination of the work completed or in progress or test the quality of the 

Services. If the Services, including its installation and operation, is found to 

be not in compliance with the Specifications, Contractor shall bear all 

expenses of such examination and of satisfactory correction of the 

deficiencies. After all Service installation and testing activities are completed, 

and upon delivery of all required Service and testing documentation, Final 

Services Acceptance (FCA) shall be executed. 

AT&T Response: 

For clarification and in response to Section 8.3 above and all subsections thereto, AT&T 

will provide services and, as appropriate, install, implement and cutover the system 

components called for in the agreed specifications for final acceptance by the State. The 

services and components provided will operate in accordance with the manufacturer’s 

specifications, the RFP specifications as responded to by AT&T and the agreement of the 

parties. When the work and components specified in this Response complete 

manufacturer-recommended test protocols, acceptance occurs. 
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All other terms and conditions relating to inspection and acceptance shall be as set forth 

in the Proposed Contract Documents. 

 

8.3.1.2 Acceptance Testing of all Major Services Implementation. Upon notification 

of completion of Contractor testing, Customer shall commence its Acceptance 

Testing Period of 30 calendar days for compliance with Services performance 

requirements. In the event of apparent failure to meet any performance 

requirements or standards during any Acceptance Testing Period, it is not 

required that one 30-day period expire in order for another Acceptance 

Testing Period to begin. Furthermore, if, during any Acceptance Testing 

Period, Customer identifies Service Affecting deficiencies, it shall be at 

Customer's option if another 30-day Acceptance Testing Period is required 

after Contractor satisfactorily corrects such deficiencies. Customer’s standard 

of performance shall be met when the Services operates in conformance with 

the SLA requirements during its operational-use-time for a period of 30 

consecutive calendar days from the commencement date of the Performance 

Period. If Customer identifies Service Affecting deficiencies, during the 

Performance Period, Customer shall promptly notify Contractor in writing of 

such deficiencies. Contractor shall correct these deficiencies in a timely and 

satisfactory manner and shall notify Customer in writing when deficiencies 

are corrected. Customer shall make every effort to assist Contractor in the 

resolution of all deficiencies but the responsibility ultimately resides with 

Contractor. Promptly upon successful completion of the Performance Period, 

Customer may notify Contractor in writing that the Performance Period is 

now complete. Contractor's receipt of Customer's letter shall prompt the 

execution of the Final Services Acceptance Document. If the Performance 

Period Acceptance Testing is not completed within 90 calendar days of the 

Contractor's CSO Initiation date, Customer shall have the option of 

terminating the CSO, without penalty or of authorizing Contractor in writing 

of an extension of the Performance Period deadline. Customer's option to 

terminate the CSO shall remain in effect until such time as successful 

completion of the service performance requirements is attained. 

AT&T Response: 

For clarification, and in response to Section 8.3 above and all subsections thereto, AT&T 

will provide services and, as appropriate, install, implement and cutover the system 

components called for in the agreed specifications for final acceptance by the State. The 

services and components provided will operate in accordance with the manufacturer’s 

specifications, the RFP specifications as responded to by AT&T and the agreement of the 
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parties. When the work and components specified in this Response complete 

manufacturer-recommended test protocols, acceptance occurs. 

All other terms and conditions relating to inspection and acceptance shall be as set forth 

in the Proposed Contract Documents. 

 

8.3.2 Order Modifications and Cancellations: 

8.3.2.1 Modifications or Cancellations prior to Order Acceptance: 

Customer may, at any time prior to Order acceptance, modify or cancel the 

Order, in whole, or in part. Customer shall have no liability for making such 

modifications or cancellations. 

AT&T Response: 

AT&T understands. 

 

8.3.2.2 Modifications or Cancellations after Order Acceptance:  

Customer may modify or cancel an Order after Order acceptance. Contractors 

may modify Orders as authorized by the Customer. Modifications or 

cancellations shall be executed in writing or electronically. Any unauthorized 

modification or cancellation by Contractor shall constitute a material breach 

of the Contract and, at the Customer’s option, cause the Order to be void. 

Customer liability for modifications or cancellation made after Offer 

acceptance shall be limited to the full cost of all non-recoverable expenses, 

including any special construction charges, caused by the modification, not to 

exceed the non-recurring costs for products and services in the Order. 

Customers may cancel an Order due to Contractor's failure to perform in 

accordance with the Order notification, and/or the service level agreements 

contained in the Contract. Cancellation for Contractor default shall limit 

Customer liability to the reoccurring and non-reoccurring costs already 

accepted and in use by Customer. 

AT&T Response: 

Cancellation of an Order by Customer will result in Customer being charged a 

cancellation fee that will depend on the phase of the implementation process that the 

order has reached. All terms and conditions relating to termination and cancellation shall 
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be as set forth in the Proposed Contract Documents, in particular the Pricing Schedules 

and Section 8 (“Suspension and Termination”) of the Unified Agreement and all 

subsections thereto. 

 

9. CONTRACT MANAGEMENT: 

9.1 Performance Management. Contractor shall cooperate with the Procurement Officer 

in the administration of the Contract, to review performance indicators, to identify 

performance issues before, or promptly after, a problem occurs, and to address and 

resolve performance problems in a timely and responsible manner. 

AT&T Response: 

AT&T understands. 

 

9.1.1 Annual and Semi-annual Meetings. Contractor shall, at least once annually 

and more frequently as required by the State, meet with the Procurement 

Officer and/or members of delegated representatives of the State’s ASET-EIC 

department, to review Contractor performance against the terms, conditions 

and requirements of the Contract. 

AT&T Response: 

AT&T understands. 

 

9.1.2 Issue and Problem Resolution. When an issue or problem requires notice and 

mitigation steps by the parties, the State and Contractor shall follow the same 

Dispute Resolution process as set forth herein. Depending on the severity of 

the issue or problem, the State may at its discretion, bypass the Dispute 

Resolution process herein and precede directly to the Remedies provisions of 

the Contract. 

AT&T Response: 

AT&T requests that either party shall have the discretion to bypass the Dispute 

Resolution process that is set forth herein and as it is amended by AT&T’s responses 

thereto. 
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9.1.3 Responsibility Documentation. Contractor’s past performance is a standard 

determinant of Offeror Responsibility in the award of Arizona State Contracts. 

Contractor performance, as documented in the Contract File, may positively 

or negatively effect future proposals submitted in response to solicitations 

conducted by the State of Arizona, its agencies, boards or commissions, as 

well as members of the State Purchasing Cooperative. 

AT&T Response: 

AT&T understands. 

 

9.2 Broadband Expansion Management. 

9.2.1 Annual and Semi-annual Meetings. Contractor shall, at least once annually 

and more frequently as required by the State, meet with the Procurement 

Officer and/or members of delegated representatives of the State’s ASET-

Broadband department, to review Contractor performance against the terms, 

conditions and requirements of the Contract. Reviewing progress on plans of 

expansion originally submitted. 

AT&T Response: 

AT&T understands. 

 

9.2.2 Service Maps. Contractors shall provide maps of their current and planned 

broadband infrastructure in KMZ or an equivalent digital format for counties 

in which they intend to offer services under this contract, such maps need to 

include physical layer fiber routes, including long haul, middle mile and last 

mile segments; points-of-presence, interconnection/peering points, central 

offices, and data centers; other access points such as: manholes, splice points, 

etc. Direct information with regard to served customers need not be included. 

These maps are to be updated on a semi-annual basis and submitted to the 

State Procurement Office. 

AT&T Response: 

If AT&T is selected as your provider of choice under this RFP, AT&T will be happy to 

discuss this issue; but our network maps are confidential and proprietary information. 

Because of both security and confidentiality concerns, we are not able to share this 

information at this time. 
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9.2.3 Issue and Problem Resolution. When an issue or problem requires notice and 

mitigation steps by the parties, the State and Contractor shall follow the same 

Dispute Resolution process as set forth herein. Depending on the severity of 

the issue or problem, the State may at its discretion, bypass the Dispute 

Resolution process herein and precede directly to the Remedies provisions of 

the Contract. 

AT&T Response: 

AT&T requests that either party shall have the discretion to bypass the Dispute 

Resolution process that is set forth herein and as it is amended by AT&T’s responses 

thereto. 

 

10. E-RATE COMPLIANCE 

In order to provide the services listed within an awarded contract to E-Rate eligible 

entities a Carrier or Provider shall obtain a Service Provider Identification Number 

(SPIN) from the Universal Service Administrative Company as part of their response to 

this solicitation. Failure to do so will result in a Carrier or Provider being excluded from 

bidding services to said eligible entities. 

If a provider chooses not to obtain a SPIN they will not be disqualified from 

consideration for this reason alone. 

AT&T Response: 

AT&T understands and complies. 

 

10.1 The originating FCC Form 470 number for this RFP is 426480001240887. 

As required by federal law, providers of eligible services must comply with the Lowest 

Corresponding Price (LCP) rule: 

a. 47 CFR § 54.500(f)  

Lowest corresponding price is the lowest price that a service provider charges 

to non-residential customers who are similarly situated to a particular school, 

library, or library consortium for similar services. (“Similarly situated” means 



 RFP #ADSP014-00004241 for  
                                                                          Telecommunications and Broadband Provider 

 

   

 
 

October 7, 2014 
Page 146 

AT&T Proprietary: The information contained herein is for use by 
authorized persons only and is not for general distribution. 

the “geographic service area” in which a service provider is seeking to serve 

customers with any of its E-rate services.) 

b. 47 CFR § 54.511(b)  

Providers of eligible services shall not charge schools, school districts, 

libraries, library consortia, or consortia including any of these entities a price 

above the lowest corresponding price for supported services, unless the 

Federal Communications Commission, with respect to interstate services or 

the state commission with respect to intrastate services, finds that the lowest 

corresponding price is not compensatory. 

The Billed Entity Applicant Reimbursement (BEAR) FCC Form 472 is filed 

by the applicant and approved by the service provider after the applicant has 

paid for services in full. The Service Provider Invoice (SPI) FCC Form 474 is 

filed by the service provider after the applicant has been billed for the non-

discount portion of the cost of eligible services. Note: Applicants can choose 

their method of invoicing; service providers cannot force applicants to use a 

particular method. 

AT&T Response: 

Each party will comply with all applicable laws and regulations and with all applicable 

orders issued by courts or other governmental bodies of competent jurisdiction. 

AT&T has extensive history and experience serving educational agencies across the 

country. AT&T currently provides services for over 5,200 school districts nationwide, 

including 80 of the top 100 school districts in the country making it one of, if not the 

largest, E-rate Service Provider in the country. AT&T also serves more than 2,400 higher 

education entities. As such, AT&T has unmatched experience in designing, deploying 

and managing large scalable networks for education customers. 

AT&T has been heavily involved with the E-rate program since its inception, providing a 

complete range of both E-rate-eligible and non-E-rate eligible services to schools and 

libraries ranging from local and long distance phone service, network design and 

integration, web hosting, Internet access and infrastructure components. We're proud to 

bring our telecommunications expertise and knowledge of the E-Rate program to your 

schools and libraries, helping to ensure that all eligible K-12 schools and public libraries 

have affordable access to advanced telecommunications services. 

The AT&T family of companies comply with all USAC and FCC rules and regulations 

around the E-rate program, including those surrounding the Lowest Corresponding Price. 

This compliance is maintained through a strong set of Business Controls, modification of 
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our back office and billing applications and maintaining a nationwide team of E-rate 

subject-matter experts, dedicated Legal and Regulatory personnel and an extensive 

training program of all personnel which deal with e-rate customers. AT&T has worked 

with USAC and the FCC throughout this time to streamline, simplify and improve the E-

rate program. Whether it is testing new USAC processes, like their on-line Billed Entity 

Applicant Reimbursement (BEAR) application, to our participation in the various task 

forces, like the Waste, Fraud and Abuse task force, our goal has always been to make the 

program better for our customers. AT&T maintains a Washington Regulatory team which 

works with the FCC on an on-going basis actively arguing for improvements in the 

overall program. 

E-rate can be a very complicated program and it is important that you select a Service 

Provider who understands the program, its rules and administrative guidelines and 

direction. AT&T wants to be that Service Provider and believes that it can bring you a 

team that cannot be matched. One member of that team is our Regional E-rate subject-

matter expert. This individual is one of a nationwide team of AT&T Regional E-rate 

subject-matter experts which can bring you information on what is happening within the 

e-rate program throughout the country. The current E-rate subject matter expert covering 

the State of Arizona is Laura Roe who has been working e-rate issues for our customers 

and AT&T for over 14 years. Laura is a well-known and respected member of the E-rate 

community. 

AT&T maintains support center, the National E-rate Center of Excellence, which is 

dedicated to the timely distribution of USF benefits to our customers. Through this 

support center, AT&T can accommodate both SPI and BEAR billing methods to provide 

E-Rate discounts. For SPI billing, AT&T will provide discounts as follows: 

When customers designate their choice of SPI billing for services provided by most 

AT&T affiliates, the AT&T invoice will reflect the full amount charged for the services 

as well as the application of the discount and the amount of the customer’s non-

discounted portion. In order to receive discounts, however, customers will be required to 

provide detailed information to AT&T regarding which products, services, circuits or 

billed telephone numbers are attributable to each of its USAC Funding Request Numbers 

and file the SLD required Form 486. AT&T will provide customer with the appropriate 

forms for delivering this information upon AT&T’s receipt of the Funding Commitment 

Decision Letter (FCDL) from the Schools and Libraries Division of USAC (SLD). Upon 

receipt of the required information, discounts will appear on the customer bill within 2-3 

bill cycles. Customer will be responsible to pay all amounts not paid for through the E-

Rate program. For more information on our National E-rate Center of Excellence and the 

payment distribution process, please visit the AT&T E-rate Portal at www.att.com/erate . 

http://www.att.com/erate
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AT&T Marketing and Product teams also actively support the e-rate program developing 

products and services designed with both the education customer and the E-rate program 

in mind. 

The AT&T Team is looking forward to working with your E-rate customers in order that 

they receive all the E-rate funding to which they are entitled. 

 

11. PRICING STRUCTURE 

Providers shall only charge the pricing found within ‘Attachment II, Pricing Structure’, 

which shall be firm fixed pricing. 

Providers are required to provide pricing as lowest corresponding price, which is defined 

as the lowest price that a service provider charges to non-residential customers, such as, 

schools, libraries, consortiums, and businesses who are similarly situated customers for 

similar services. “Similarly situated” means the “geographic service area” in which a 

service provider is seeking to serve customers. 

AT&T Response: 

With regard to the Special Terms and Conditions, and as stated in AT&T’s Responses 

above, AT&T is submitting its proposal pursuant to the terms and conditions of its 

Proposed Contract Documents and not those set forth within this RFP. 

That said, while submission of this proposal does not obligate either party to enter a 

contract of any kind, upon being selected as your vendor under this RFP, AT&T will 

work cooperatively to negotiate provisions required for compliance with the RFP as 

responded to by AT&T. The pricing submitted in the Response assumes the use of the 

Proposed Contract Documents as part of any final, negotiated contract. Additionally, any 

purchase orders issued for services as provided under this RFP must clearly provide that 

the purchase is made via the mutually agreed contract and not subject to the preprinted 

terms of that purchase order form. 

 

11.1 Category 1, Dedicated Private Circuits and Networks: 

11.1.1 Pricing Structure: Prices for Private (physical and virtual) circuit and network 

services shall be based on the service access medium and capacity, the 

provisioned bandwidth for the access connection, and the guaranteed QoS 
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parameters of the service. The following are examples of allowed pricing 

elements: 

AT&T Response: 

AT&T understands. 

 

11.1.1.1 Non-Recurring Costs (NRC) for installing and activating the service at a 

specific location; 

AT&T Response: 

AT&T understands. 

 

11.1.1.2 Possible NRC for extending the provider’s transport medium to an off-net 

location; 

AT&T Response: 

AT&T understands. 

 

11.1.1.3 Monthly lease for Demarcation equipment if not provided by customer unless 

the description in Attachment II for a particular Type Of Service requires that 

any equipment associated with the service be bundled with the service and the 

cost to be included in the Monthly Recurring Cost (MRC);  

AT&T Response: 

AT&T understands. 

 

11.1.1.4 Monthly Recurring Costs (MRC) for service at specified data rates with any 

required bundled equipment cost; and 

AT&T Response: 

AT&T understands. 

 

11.1.1.5 MRC for any specific service level commitments not described in the product 

bid lists. 
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AT&T Response: 

AT&T understands. 

 

11.2 Category 2, Voice Grade Services: 

11.2.1 Non-Recurring Costs (NRC) for installing and activating the service at a 

specific location; 

11.2.1.1 Monthly Recurring Charge (MRC) for Voice Package: 

11.2.1.1.1 Base voice service includes a local “line” with assigned local number and 

unlimited local calling. 

AT&T Response: 

AT&T understands. 

 

11.2.1.1.2 Call feature packages including call features as selected by the Customer: 

AT&T Response: 

AT&T understands. 

 

11.2.1.1.2.1 Base voice service with 1include Call Feature; 

AT&T Response: 

AT&T understands. 

 

11.2.1.1.2.2 Base voice service with bundled package of up to 5 Call Features; 

AT&T Response: 

AT&T understands. 

 

11.2.1.1.2.3 Base voice service with bundled package of up to 10 Call Features; and 
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AT&T Response: 

AT&T understands. 

 

11.2.1.1.2.4 Base voice service with bundled package of 11 or more Call Features. 

AT&T Response: 

AT&T understands. 

 

11.2.1.2 Long Distance Services: 

11.2.1.2.1 Domestic: U.S. Long Distance rates shall be quotes as ICB on the following 

billing alternatives: 

AT&T Response: 

AT&T understands. 

 

11.2.1.2.1.1 Flat Rate; and 

11.2.1.2.1.2 Usage Based by 1/10th minute increments starting with called party answer. 

AT&T Response: 

AT&T understands. 

 

11.2.1.2.2 Global: International Long Distance rates shall be quoted as ICB based on a 

country list provided by the Customer. Billing shall be based on the 

following alternatives: 

11.2.1.2.2.1 Flat Rate by called country; and 

11.2.1.2.2.2 Usage Based by country called per 1/10th minute increments starting with 

called party answer. 

AT&T Response: 

AT&T understands. 
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11.2.1.3  Possible NRC for existing the provider’s transport medium to an off-net 

location. 

AT&T Response: 

AT&T understands. 

 

11.3 Category 3, WiFi Access Services: 

11.3.1 Pricing for WiFi Access Services shall be based on, the provisioned 

bandwidth for the access connection, and the guaranteed QoS parameters of 

the service specified in the bid list. The following are examples of allowed 

pricing elements: 

11.3.1.1 Non-Recurring Costs (NRC) for installing and activating the service per 

access point installed at a specific location; 

AT&T Response: 

AT&T understands. 

Wi-Fi Network designs are venue specific and cannot be designed until we know the 

square footage, capacity, applications, building structure, construction materials, desired 

experience, coverage areas, and more. Equipment for Wi-Fi networks also changes so 

equipment to be used is determined at the time of design and is based on need. For this 

reason, AT&T cannot provide firm Wi-Fi pricing for unknown facilities with unknown 

needs. In order to help the State of Arizona have an idea of pricing, AT&T is providing 

sample pricing for recents solutions in venues of varying sizes and functionality. Actual 

pricing for a venue will not be determined until the opportunity arises. 

 

11.3.1.2 Possible NRC for extending the provider’s transport medium to an off-net 

location; 

AT&T Response: 

AT&T understands. 

The possible NRC for extending the providers transport medium is dependent on the 

environmental and physical characteristic of the specific; locations that the transport 

would be extended from and to. 
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11.3.1.3 Monthly Recurring Costs (MRC) for transport service at specified data rates 

(including bundled Access Point(s) and any managed routers); and 

AT&T Response: 

AT&T understands. 

 

11.3.1.4 MRC for any specific service level commitments not described in the product 

bid lists. 

AT&T Response: 

AT&T understands. 

 

11.4 Category 4, Internet Access Services: 

11.4.1 Pricing for Internet Access Services shall be based on the service access 

medium and capacity, the provisioned bandwidth for the access connection, 

and the guaranteed QoS parameters of the service. The following are 

examples of allowed pricing elements: 

11.4.1.1 Non-Recurring Costs (NRC) for installing and activating the service at a 

specific location; 

AT&T Response: 

AT&T understands. 

AT&T MIS provides a dedicated symmetric Internet connection. Options of completely 

AT&T Managed Solution, or choose to manage components yourself by providing your 

own router. Either way, we proactively monitor your Internet access around the clock and 

provide enhanced features to help protect your critical business applications. Access to 

enhanced services such as Cloud Computing and Storage, Voice Over IP (VoIP) and 

Managed Security Services. E-Servicing BusinessDirect
®
 portal, access to customer care 

website, e-bill, e-maintenance, usage reporting and e-servicing tools. 

 

11.4.1.2 Possible NRC for extending the provider’s transport medium to an off-net 

location; 
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AT&T Response: 

AT&T understands. 

 

11.4.1.3 Monthly cost for Demarcation equipment (such as cable, DSL modem, fiber 

termination panel, etc.) if not bundled with the service and included with the 

MRC. or if not provided by customer; and 

AT&T Response: 

AT&T understands. 

 

11.4.1.4 Monthly Recurring Costs (MRC) for guarantee service at specified data rates 

and QoS/CoS levels. 

AT&T Response: 

AT&T understands. 

 

11.5 Category 5, Fiber services 

11.5.1 Pricing for Fiber Services shall be based on the capacity, distance of the 

circuit, and Guaranteed Availability and Service Restoration commitments, as 

well as any bundled electronics on the Provider side of the demarcation. 

Examples of allowable charges are: 

11.5.1.1 Non-Recurring Costs (NRC) for installing and activating the service at 

specific locations; 

AT&T Response: 

AT&T declines to participate in the sale or lease of dark fiber. 

 

11.5.1.2 Possible NRC for extending the provider’s transport medium to an off-net 

location; 

11.5.1.3 Monthly lease for Demarcation equipment (such as fiber termination panel, 

FODUs etc.) if not bundled with the service and included with the MRC, or if 

not provided by customer; and 
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11.5.1.4 Monthly Recurring Costs (MRC) for guarantee service at specified data rates 

and QoS/CoS levels. 

AT&T Response: 

With regard to the Special Terms and Conditions, and as stated in AT&T’s Responses 

above, AT&T is submitting its proposal pursuant to the terms and conditions of its 

Proposed Contract Documents and not those set forth within this RFP. 

That said, while submission of this proposal does not obligate either party to enter a 

contract of any kind, upon being selected as your vendor under this RFP, AT&T will 

work cooperatively to negotiate provisions required for compliance with the RFP as 

responded to by AT&T. The pricing submitted in the Response assumes the use of the 

Proposed Contract Documents as part of any final, negotiated contract. Additionally, any 

purchase orders issued for services as provided under this RFP must clearly provide that 

the purchase is made via the mutually agreed contract and not subject to the preprinted 

terms of that purchase order form. 
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SPECIAL TERMS AND 
CONDITIONS 

1. TERM OF CONTRACT 

The contract shall begin on July 1, 2015 and shall continue for a term of five (5) years, 

unless terminated in accordance to the terms of this contract. 

AT&T Response: 

AT&T understands 

 

2. CONTRACT TYPE (AS NEEDED) 

The contract shall be on an as needed, if needed basis at Firm Fixed Price rates. 

AT&T Response: 

AT&T understands. 

 

3. NON-EXCLUSIVE CONTRACT 

This contract has been awarded with the understanding and agreement that it is for the 

sole convenience of the State of Arizona. The State reserves the right to obtain like goods 

or services from another source when necessary. Off-contract purchase authorization(s) 

may be approved by the State Procurement Office. Approvals shall be at the exclusive 

discretion of the State and shall be final. Off-contract procurement shall be consistent 

with the Arizona Procurement Code. 

AT&T Response: 

AT&T understands. 
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4. ELIGIBLE AGENCIES (Statewide) 

This Contract shall be for the use of all State of Arizona departments, agencies, 

commissions and boards. In addition, eligible State Purchasing Cooperative members 

may participate at their discretion. In order to participate in this contract, a cooperative 

member shall have entered into a Cooperative Purchasing Agreement with the 

Department of Administration, State Procurement Office as required by Arizona Revised 

Statues § 41-2632. 

Membership in the State Purchasing Cooperative is available to all Arizona political 

subdivisions including cities, counties, school districts, and special districts. Membership 

is also available to all non-profit organizations, as well as State governments, the US 

Federal Government and Tribal Nations. Non-profit organizations are defined in 

A.R.S. § 41-2631(4) as any nonprofit corporation as designated by the internal revenue 

service under section 501(c)(3) through 501(c)(6). 

AT&T Response: 

AT&T is certainly willing to entertain the opportunity to provision to other entities. 

However, AT&T would need to know information including, but not limited to, which 

entities were being considered, how the billing and collection would work (e.g., who 

would ultimately be responsible for payment), any credit issues, and what services were 

involved. Once AT&T understood the details, AT&T would consider this opportunity 

 

5. ESTIMATED QUANTITIES (CONSIDERABLE) 

The State anticipates considerable activity resulting from contract(s) that will be awarded 

as a result of this solicitation; however, no commitment of any kind is made concerning 

quantities actually acquired and that fact should be taken into consideration by each 

potential Contractor. 

AT&T Response: 

AT&T understands. 
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6. ADMINISTRATIVE FEE / USAGE REPORTS 

6.1 Method of Assessment. At the completion of each quarter, the Contractor reviews 

all sales under their contract in preparation for submission of their Usage Report. 

The Contractor identifies all sales receipts transacted by members of the State 

Purchasing Cooperative and assesses one percent (1.0%) of this amount in their 

Usage Report. An updated list of State Purchasing Cooperative members may be 

found at: https://spo.az.gov/state-purchasing-cooperative. At its option, the State 

may expand or narrow the applicability of this fee. The State shall provide thirty 

(30) written notice prior to exercising or changing this option. The Contractor shall 

summarize all sales, along with all assessed Administrative Fee amounts within 

their Usage Report, including total amounts for the following: 

Total sales receipts from State agencies, boards and commissions 

Total sales receipts from members of the State Purchasing Cooperative: and 

Total Administrative Fee amount based on one percent (1.0%) of the sales 

receipts from members of the State Purchasing Cooperative. 

AT&T Response: 

AT&T understands and complies. 

 

6.2 Submission of Reports and Fees. Within thirty (30) days following the end of the 

quarter, the Contractor submits their Usage Report and if applicable, a check in the 

amount of one percent (1%) of their sales receipts from members of the State 

Purchasing Cooperative, to the Department of Administration, State Procurement 

Office. Contractors are required to use the State’s current report templates unless 

you have authorization from your contract officer to use a different format. You 

need to complete Form 799, which is a cover letter that gives the totals of your 

transactions; and Form 801, which is an Excel spreadsheet that details your 

transactions. Sales to state agencies and the cooperative members are to be totaled 

separately. The most current forms can be downloaded at 

https://spo.az.gov/statewide-contracts- administrative-fee. 

AT&T Response: 

AT&T requests an exception to the 30 day requirement for administration fee payment. 

AT&T systems, controls and quality assurance policies dictate that the information on 

sales for this contract are collected, compiled, analyzed and reviewed prior to being 
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submitted for payment. The timeline for these activities, including check processing, will 

exceed the 30 day requirement outlined in this RFP. AT&T requests a 60-day timeline for 

payment of administration fees that would start at the end of any reporting quarter. 

AT&T will deliver the Usage Report within the thirty (30) day requirement period 

following the end of measurement quarter. 

 

6.2.1 The submission schedule for Administrative Fees and Usage reports shall be 

as follows: 

FY Q1, July through September Due October 31 

FY Q2, October through December Due January 31 

FY Q3, January through March Due by April 30 

FY Q4, April through June Due by July 31 

AT&T Response: 

AT&T understands and complies. 

 

6.2.2 Usage Reports and any questions are to be submitted by email to the state’s 

designated usage report email address: usage@azdoa.gov 

AT&T Response: 

AT&T understands and complies. 

 

6.2.3 Administrative Fees shall be made out o the “State Procurement Office” and 

mailed to: 

Department of Administration  

General Services Division  

ATTN: “Statewide Contracts Administrative Fee”  

100 N. 15
th

 Avenue, Suite 202  

Phoenix, AZ 85007 

mailto:usage@azdoa.gov
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AT&T Response: 

AT&T understands and complies. 

 

6.3 The Administrative Fee shall be a part of the Contractor’s unit prices and is 

not to be charged directly to the customer in the form of a separate line item. 

Statewide contracts shall not have separate prices for State Agency customers 

and State Purchasing Cooperative customers. 

AT&T Response: 

AT&T understands and complies. 

 

6.4 Contractor's failure to remit administrative fees in a timely manner consistent 

with the contract’s requirements may result in the State exercising any 

recourse available under the contract or as provided for by law. 

AT&T Response: 

AT&T understands. 

 

7. LICENSES 

The Contractor shall maintain in current status all Federal, State and Local licenses and 

permits required for the operation of a business conducted by the Contractor. 

AT&T Response: 

AT&T will be responsible for obtaining licenses and permits required for its work at its 

cost, and the State will be responsible for obtaining any easements, rights-of-way or other 

consents required, at its cost. 

 

8. SUBCONTRACTORS 

Supplemental to the Subcontractor term in the Uniform Terms and Conditions, 

Contractor shall not enter into any Subcontract under this Contract, for the provision of 

supplies or performance of services under this Contract, without the advance written 
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approval, by way of bilateral contract amendment, of the State Procurement Office. 

When requesting the Procurement Officer's approval, the Contractor shall list all new 

subcontractors, their contact information, certifications required of them, their Minority 

and Women Owned Enterprise status (cite any certifications use in determining such 

status) as well as the subcontractor's proposed responsibilities under the Contract. The 

Subcontractor’s most current certificate of insurance shall be provided at this time as 

well. With the request, Contractor shall certify that all Subcontracts incorporate by 

reference the terms and conditions of this Contract. 

Wholesale/Inter-carrier Agreements shall not be considered as subcontractor 

relationships that need to be disclosed or approved by the State Procurement 

Officer. 

AT&T Response: 

All terms and conditions relating to subcontracting shall be as set forth in the Proposed 

Contract Documents, in particular Section 10.6 (“Assignment and Subcontracting”) of the 

Unified Agreement. In particular, AT&T requests the ability to subcontract to an AT&T 

affiliate or a third party for the work to be performed under the agreement provided 

AT&T shall remain financially responsible for the performance of such work. 

 

9. PERFORMANCE BOND 

The Contractor shall be required to furnish an irrevocable security in the amount of 

$1,000,000 payable to the State of Arizona, binding the Contractor to provide 

faithful performance of the contract. This shall be provided on an annual basis at 

the time of contract’s annual anniversary. 

Performance security shall be in the form of a performance bond, certified check or 

cashier's check. This security must be in the possession of the State Procurement 

Office within ten (10) calendar days from contract start date as defined in the 

Special Terms and Conditions Section 1. If the Contractor fails to execute the 

security document, as required, the Contractor may be found in default and 

contract terminated by the State. In case of default, the state reserves all rights to 

recover as provided by law. 

AT&T Response: 

AT&T understands and will comply. 
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10. NEW EQUPIMENT 

All equipment, materials, parts and other components incorporated in the work or an item 

covered by this Contract shall be new, of the latest model and of the most suitable grade 

for the purpose intended. Any and all work under this Contract shall be performed in a 

skilled and workmanlike manner. 

AT&T Response: 

Frequent equipment/technology upgrades combined with the long lead times of many 

large scale deployments make it impossible for AT&T to commit to using the latest 

model of every piece of equipment in every installation. 

 

11. EMERGING TECHNOLOGIES 

The telecommunication and broadband industries are changing rapidly and the types of 

services, technology, methods of deployment, and providers of product and services will 

likely change during the term of this Contract. The State seeks to ensure that Contracts 

can meet the shifting needs caused by these changes. If new services within the existing 

categories are identified the State at its option can add those new services within 

Attachment II via a bilateral contract amendment. 

AT&T Response: 

AT&T understands. 

 

12. BROADBAND EXPANSION PROVISION 

Contractors who are awarded the opportunity to provide new infrastructure expansion are 

eligible to receive consideration for the following additional terms: 

12.1 Longer-Term Contracts. After the initial 5 years base the contract can be 

extended for one (1) three (3) year term. At the expiration of that three (3) 

year term, the contract can be extended a final time for two (2) additional 

years, making the max life of a resultant contract 10 years. 

AT&T Response: 

AT&T understands. 
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12.2 Longer-Term Service Contracts. If a Carrier or Provider wishes to seek special 

terms for a Longer-Term Service Contract (greater than five (5) years) with a 

customer, to justify investment in new infrastructure expansion, they shall 

submit a business case to the State Procurement Office for review and 

possible acceptance. 

AT&T Response: 

AT&T understands. 

 

12.3 Early-Termination Terms. If a Carrier or Provider wishes to seek special terms 

for early-termination, a business case shall be submitted to the State 

Procurement Office for review and possible acceptance. 

AT&T Response: 

AT&T understands. 

 

13. BRAND NAME 

References made to items, identified by trade name, are intended to show kind and 

quality of products desired and is not intended to be restrictive or limit competition. The 

use of brand names or manufacturer’s catalog references shall be constructed as quality 

level, method and type of performance and does not indicate that item cited is mandatory. 

The State reserves the right to determine what products are considered like or equal. 

Products substantially equivalent to those designated shall qualify for consideration. 

AT&T Response: 

AT&T understands. 

 

14. WARRANTY 

14.1 Liens. The Contractor warrants that the Materials supplied under this Contract are 

free of liens and shall remain free of liens. 
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AT&T Response: 

AT&T makes no representations or warranties, express or implied, specifically disclaims 

any representation or warranty of merchantability, fitness for a particular purpose, title or 

non-infringement and specifically disclaims any warranty arising by usage of trade or by 

course of dealing. further, AT&T makes no representation or warranty that telephone 

calls or other transmissions will be routed or completed without error or interruption 

(including calls to 911 or any similar emergency response number) and makes no 

guarantee regarding network security, the encryption employed by any service, the 

integrity of any data that is sent, backed up, stored or subject to load balancing or that 

AT&T security procedures will prevent the loss or alteration of or improper access to 

customer’s data and information. 

Additional information can be found in Section 6 (“Limitations of Liability and 

Disclaimers”) of the Unified Agreement and all subsections thereto. In addition, terms 

and conditions in the applicable Pricing Schedule(s) may apply. 

 

14.2 Quality. Unless otherwise modified elsewhere in the terms and conditions, the 

Contractor warrants that, for one year after acceptance by the State, the Materials 

shall be: 

Of a quality to pass without objection in the trade under the Contract 

description; 

Fit for the intended purposes for which the Materials are used; 

Conform to the written promises or affirmations of fact made by the 

Contractor; and 

Fully compatible with the State's computer hardware and software 

environment. 

AT&T Response: 

AT&T MAKES NO REPRESENTATIONS OR WARRANTIES, EXPRESS OR 

IMPLIED, SPECIFICALLY DISCLAIMS ANY REPRESENTATION OR 

WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR 

PURPOSE, TITLE OR NON-INFRINGEMENT AND SPECIFICALLY DISCLAIMS 

ANY WARRANTY ARISING BY USAGE OF TRADE OR BY COURSE OF 

DEALING. FURTHER, AT&T MAKES NO REPRESENTATION OR WARRANTY 

THAT TELEPHONE CALLS OR OTHER TRANSMISSIONS WILL BE ROUTED OR 
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COMPLETED WITHOUT ERROR OR INTERRUPTION (INCLUDING CALLS TO 

911 OR ANY SIMILAR EMERGENCY RESPONSE NUMBER) AND MAKES NO 

GUARANTEE REGARDING NETWORK SECURITY, THE ENCRYPTION 

EMPLOYED BY ANY SERVICE, THE INTEGRITY OF ANY DATA THAT IS SENT, 

BACKED UP, STORED OR SUBJECT TO LOAD BALANCING OR THAT AT&T 

SECURITY PROCEDURES WILL PREVENT THE LOSS OR ALTERATION OF OR 

IMPROPER ACCESS TO CUSTOMER’S DATA AND INFORMATION. 

Additional information can be found in Section 6 (“Limitations of Liability and 

Disclaimers”) of the Unified Agreement and all subsections thereto. In addition, terms 

and conditions in the applicable Pricing Schedule(s) may apply. 

 

14.3 Fitness. The Contractor warrants that any Materials supplied to the State shall 

fully conform to all requirements of the Contract and all representations of the 

Contractor, and shall be fit for all purposes and uses required by the Contract. 

AT&T Response: 

AT&T MAKES NO REPRESENTATIONS OR WARRANTIES, EXPRESS OR 

IMPLIED, SPECIFICALLY DISCLAIMS ANY REPRESENTATION OR 

WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR 

PURPOSE, TITLE OR NON-INFRINGEMENT AND SPECIFICALLY DISCLAIMS 

ANY WARRANTY ARISING BY USAGE OF TRADE OR BY COURSE OF 

DEALING. FURTHER, AT&T MAKES NO REPRESENTATION OR WARRANTY 

THAT TELEPHONE CALLS OR OTHER TRANSMISSIONS WILL BE ROUTED OR 

COMPLETED WITHOUT ERROR OR INTERRUPTION (INCLUDING CALLS TO 

911 OR ANY SIMILAR EMERGENCY RESPONSE NUMBER) AND MAKES NO 

GUARANTEE REGARDING NETWORK SECURITY, THE ENCRYPTION 

EMPLOYED BY ANY SERVICE, THE INTEGRITY OF ANY DATA THAT IS SENT, 

BACKED UP, STORED OR SUBJECT TO LOAD BALANCING OR THAT AT&T 

SECURITY PROCEDURES WILL PREVENT THE LOSS OR ALTERATION OF OR 

IMPROPER ACCESS TO CUSTOMER’S DATA AND INFORMATION. 

Additional information can be found in Section 6 (“Limitations of Liability and 

Disclaimers”) of the Unified Agreement and all subsections thereto. In addition, terms 

and conditions in the applicable Pricing Schedule(s) may apply. 
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14.4 Inspection/Testing. The warranties set forth in subparagraphs 7.1 through 7.3 of 

this paragraph are not affected by inspection or testing of or payment for the 

Materials by the State. 

AT&T Response: 

AT&T understands. 

 

14.5 Compliance with Applicable Laws. The Materials and services supplied under 

this Contract shall comply with all applicable Federal, state and local laws, and 

the Contractor shall maintain all applicable license and permit requirements. 

Contractor represents and warrants to the State that Contractor has the skill and 

knowledge possessed by members of its trade or profession and Contractor will apply 

that skill and knowledge with care and diligence so Contactor and Contractor's 

employees and any authorized subcontractors shall perform the Services described in this 

Contract in accordance with the Statement of Work. 

Contractor represents and warrants that the Materials provided through this Contract and 

Statement of Work shall be free of viruses, backdoors, worms, spyware, malware and 

other malicious code that will hamper performance of the Materials, collect unlawful 

personally identifiable information on users or prevent the Materials from performing as 

required under the terms and conditions of this Contract. 

AT&T Response: 

AT&T shall comply with applicable laws and refers the State to Section 10.12 of the 

Unified Agreement for additional information. AT&T does not make the warranties in 

the last two paragraphs above. All terms and conditions relating to warranties shall be as 

set forth in the Proposed Contract Documents, in particular Section 6 (“Limitations of 

Liability and Disclaimers”) of the Unified Agreement and all subsections thereto. In 

addition, terms and conditions in the applicable Pricing Schedule(s) may apply. 

 

15. AUTHORIZATION FOR SERVICES 

Authorization for purchase of services shall be made only upon the issuance of a 

Purchase Order that is signed by an authorized agent. The Purchase Order will indicate 

the contract number and the dollar amount of funds authorized. The Contractor shall only 

be authorized to perform services up to the amount on the Purchase Order. The State shall 
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not have any legal obligation to pay for services in excess of the amount indicated on the 

Purchase Order. No further obligation for payment shall exist unless a) the Purchase 

Order is changed or modified with an official Change Order, and/or b) an additional 

Purchase Order is issued for purchase of services under this Contract. 

AT&T Response: 

Any Customer purchase orders issued for services as provided under this RFP must 

clearly provide that the purchase is made via the mutually agreed contract documents and 

not subject to the preprinted terms of that purchase order form. Any terms or conditions 

on a purchase order that are in addition to or in conflict with the terms and conditions of 

the parties’ agreement shall be null and void. The length of a customer’s legal obligation 

to pay for services shall be based on the parties’ ultimate agreement, including Section 8 

of the Unified Agreement (“Suspension and Termination”) and any Minimum Payment 

Periods as described in Pricing Schedules. 

 

16. EXTRA-CONTRACTUALPRODUCTS AND 
SERVICES PROHIBITED 

Any attempt to use an Order to represent any products and/or services not specifically 

awarded and cited in the Contract as being included in the Contract is a violation of the 

Contract and the Arizona Procurement Code. Any such action is subject to the legal and 

contractual remedies available to the State, inclusive of but not limited to Contract 

termination for default, suspension and/or debarment of the Contractor. 

AT&T Response: 

AT&T understands. 

 

17. BILLING 

Contractors will be doing business with Customers of dramatically different size and 

need. As such, different levels of complexity in billing may be required. An objective of 

this contract is to meet the various needs of different customers in standard electronic 

format. The State desires electronic billing be adopted where possible for any purchased 

services by any customer for services covered by this Contract. 
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AT&T Response: 

AT&T understands and complies. 

 

17.1 Billing Detail 

Invoices submitted for payment shall contain the same description detail as provided in 

the Quote Form, at a minimum, shall identify all products and services (e.g. circuit 

number, BTN, WTN), the unit price, units of quantity, extended price, service address or 

location of Service, and invoice total, for both paper and electronic media. Additionally, 

the approved electronic media shall also include at a minimum; Call Detail Records 

identifying the actual originating phone extension (unless ANI not sent by customer for 

dedicated facilities), Discount Details, Tax Details, Feature Details, Other Fees and 

Surcharges details, approved Adjustment details, circuit detail at the CSR level, and 

USOC level invoice details. Invoice Identification Information. Invoice Identification 

Information (III) shall include at a minimum the following 16 data elements: 1) Vendor 

Name; 2) Vendor Account Number; 3) Invoice Date; 4) Total Invoice Amount; 5) Total 

Current Charges; 6) Vendor Remit Address; 7) Account-Level Late Fees; 8) Account 

Level Outstanding Balance; 9) Account Level Payment Received; 10) Account Level 

Miscellaneous Fees;11) Point of Service ID (e.g., Circuit number, phone number, etc.); 

12) Monthly Fees; 13) Usage-based Charges; 14) Feature Charges; 15) Taxes; and 16) 

Total Charges for Point of Service 

AT&T Response: 

AT&T understands and complies. 

 

17.2 Billing and Payment Data 

Contractor shall provide basic billing data to all Ordering Entities that request it. This 

data shall include at a minimum Usage Statistics; Applicable Discount Details; Call 

Detail for LD at the actual originating extension level (unless ANI is not sent by 

Customer for dedicated facilities); Circuit Detail, when applicable, at the Customer 

Service Record (CSR) or equivalent level; Tax Details; Feature Details; Other Fees and 

Surcharges Details; Approved Adjustment Details; and Universal Service Order Code 

(USOC) level or equivalent Invoice Details. Ordering Entities may request this data at 

any point during the Term of Contract. 
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AT&T Response: 

AT&T understands and complies. 

 

17.3 Billing SLA Affected Services 

Contractor shall process invoices in accordance with the Billing and Payment Section of 

resultant Service Level Agreements. If, after the SLA is resolved the Customer owes the 

disputed amount in part or in whole to the Contractor, Contractor may assess overdue 

account charges up to a maximum rate of two- thirds of one percent per month on the 

outstanding balance. 

AT&T Response: 

AT&T requests an exception to this section. 

In response to Section 17.3, all terms and conditions relating to invoicing, billing and 

payments shall be as set forth in the Proposed Contract Documents, in particular the 

Pricing Schedules and Section 4 (“Pricing and Billing”) of the Unified Agreement and all 

subsections thereto. 

 

17.4 Billing Disputes 

Contractor and Customers shall use the following process in identifying and mitigating 

performance issues or problems associated with billing issues under the Contract. 

Contractor shall work with Customer, or their designee (which may be an approved 

Subcontractor), to automate the dispute process between Contractor and Customer. 

Contractor shall provide a responsibility matrix identifying representatives, their phone 

number and email address, for questions and resolution of issues, including escalation of 

unresolved disputes. 

AT&T Response: 

AT&T requests an exception to this section. 

In response to Section 17.4, all terms and conditions relating to invoicing, billing and 

payments shall be as set forth in the Proposed Contract Documents, in particular the 

Pricing Schedules and Section 4 (“Pricing and Billing”) of the Unified Agreement and all 

subsections thereto. 

 



 RFP #ADSP014-00004241 for  
                                                                          Telecommunications and Broadband Provider 

 

   

 
 

October 7, 2014 
Page 170 

AT&T Proprietary: The information contained herein is for use by 
authorized persons only and is not for general distribution. 

17.4.1 Billing Dispute Resolution 

Failure by Customer to pay any portion of or the entire invoiced amount based on 

Contractor billing errors or disputed charges shall not constitute default under this 

Contract. Customer will pay undisputed portions of disputed or incorrect invoices where 

Customer can easily identify the undisputed portion. Payment of an amount less than the 

total amount due on all unpaid invoices shall be credited as directed by Customer. In no 

event shall Contractor apply any payment or portion thereof to any particular amount or 

item that is subject to any claim of error or dispute between the parties. 

AT&T Response: 

AT&T requests an exception to this section. 

In response to Section 17.4.1, all terms and conditions relating to invoicing, billing and 

payments shall be as set forth in the Proposed Contract Documents, in particular the 

Pricing Schedules and Section 4 (“Pricing and Billing”) of the Unified Agreement and all 

subsections thereto. 

 

17.5 Billing Adjustments 

Revised invoices or billing adjustments shall apply only to Contractor's Services that can 

be verified by the Customer, and requests for such adjustments must be submitted in 

writing to the Customer within 60 days of Service invoice delivery; shall reference the 

original invoice in which the error was made, and contain sufficient level of detail to 

make a reasonable determination of fact. Billing Adjustments, once determined to be fact, 

shall be documented in writing on all forms of billing, paper and electronic, in the next 

billing cycle. 

AT&T Response: 

AT&T requests an exception to this section. 

In response to Section 17.5, all terms and conditions relating to invoicing, billing and 

payments shall be as set forth in the Proposed Contract Documents, in particular the 

Pricing Schedules and Section 4 (“Pricing and Billing”) of the Unified Agreement and all 

subsections thereto. 
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17.6 Billing Agent 

Contractor may use an Agent (designated herein as a Subcontractor) to prepare and 

submit invoices and receive Customer payments, on behalf of, but in the Contractor’s 

name. Contractor shall remain responsible for the accuracy and correctness of the 

invoices issued and payments collected by any billing Agent. If Contractor exercises this 

option, Contractor shall promptly notify Customer in writing of such arrangement for 

invoicing and collection, including name, mailing and street addresses, and telephone 

number for the firm and the individual person responsible for this function, and any 

changes thereto. 

AT&T Response: 

AT&T understands. 

 

18. PAYMENT PROCEDURES 

The State will not make payments to any Entity, Group or individual other than the 

Contractor with the Federal Employer Identification (FEI) Number identified in the 

Contract. Contractor invoices requesting payment to any Entity, Group or individual 

other than the contractually specified Contractor shall be returned to the Contractor for 

correction. 

The Contractor shall review and insure that the invoices for services provided show the 

correct Contractor name prior to sending them for payment. 

If the Contractor Name and FEI Number change, the Contractor must complete an 

“Assignment and Agreement” form transferring contract rights and responsibilities to the 

new Contractor. The State must indicate consent on the form. A written Contract 

Amendment must be signed by both parties and a new W-9 form must be submitted by 

the new Contractor and entered into the system prior to any payments being made to the 

new Contractor. 

AT&T Response: 

AT&T understands. 
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19. PRICING 

19.1 Price Increase 

Contractor prices accepted and subsequently awarded by a Contract shall remain in effect 

for a minimum of one (1) year. All written requests for price adjustments made by the 

Contractor shall be submitted 60 to 90 days prior to the anniversary or contract renewal 

date. 

The State will review any requested rate increase to determine whether such request is 

reasonable in relation to increased supplier or material costs. Contractor shall provide 

written justification for any price adjustment requested, including information contained 

in the Consumer Price Index or similar official cost analysis to support any requested 

price increase. The State shall determine whether the requested price increase or an 

alternate option is in the best interest of the State. Any price increase adjustment, if 

approved, will be effective upon execution of a written Contract amendment. 

Contract release order/purchase orders placed before a price increase is authorized shall 

be delivered at the purchase order price. However, if the price should decrease between 

receipt of the order, and shipment of the order, the Contractor shall invoice at the new 

lowest discounted price. The awarded contract price shall remain the same throughout the 

term of the contract, to include all renewals. 

AT&T Response: 

AT&T understands. 

 

19.2 Price Reduction 

Price reductions may be submitted in writing to the State for consideration at any time 

during the contract period. The State at its own discretion may accept a price reduction. 

In relation to recurring costs based on most favored term pricing, after 3 years of 

completed service customer may request a review of the contract to bring pricing into line 

with current market pricing. 

Any price reductions requests that are accepted by the State will be acknowledged by the 

issuance and acceptance of a fully executed bilateral contract amendment. Any accepted 

price reduction shall be available to all customers who may utilize this contract. 
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AT&T Response: 

AT&T has provided competitive pricing; but because of the size and scope or our 

business, we cannot otherwise guarantee how the pricing and terms proposed here may 

compare with other pricing and terms for the duration of any contract with the State. 

 

19.3 Bulk Pricing: 

In addition to decreasing contract pricing in accordance with Special Terms and 

Conditions, Section 19.2, Price Reduction, Contractor(s) may offer bulk pricing at any 

time during the Contract. Such pricing shall be at a MRC of at least 10% less than the 

current contract pricing for said service. The Bulk Pricing may be presented for 

consideration by the State in the form of tiered pricing as well. 

If electing to exercise this provision the Contractor shall submit to the following to the 

State Procurement Office, Procurement Officer: 

 A Formal request to consider an addition of Bulk Pricing for specified products. 

 Product Identification, identifying the ‘Arizona Service ID’ as listed in 

Attachment II, Pricing Structure. 

 The Bulk Pricing vs the existing contract pricing. 

Approval of Bulk Pricing shall be in the form of a bilateral contract amendment. Bulk 

Pricing shall be available to all customers allowed to purchase under the Contract and 

available for the life of the Contract. 

AT&T Response: 

AT&T Understands 

 

20. DATA SECURITY / SECURITY 

20.1 Data Privacy/Security Incident Management. 

Contractor and its agents shall cooperate and collaborate with appropriate 

State personnel to identify and respond to an information security or data 

privacy incident, including a security breach. 
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AT&T Response: 

AT&T understands and will comply. 

 

20.1.1 Threat of Security Breach 

Contractor(s) agrees to notify the Customer’s Chief Information Officer 

(CIO), the Customer’s Chief Information Security Officer (CISO) and other 

key personnel as identified by the Customer of any perceived threats placing 

the supported infrastructure and/or applications in danger of breach of 

security. The speed of notice shall be at least commensurate with the level of 

threat, as perceived by the Contractor(s). Customer shall agree to provide 

contact information for the CIO, the CISO and key personnel to the 

Contractor if applicable. 

AT&T Response: 

AT&T proposes the following to be included in the final contract negotiated between the 

Parties: 

If AT&T discovers that a third party has obtained unauthorized access to Customer’s data 

during a security breach of AT&T’s network and/or data storage facilities, AT&T will 

promptly conduct an investigation to determine when, and if possible, how the breach 

occurred, and will notify the Customer of such breach. AT&T will reasonably assist 

Customer in investigating and assessing the extent and nature of the breach and will 

reasonably inform Customer of the progress of AT&T’s investigation and its remediation 

and prevention efforts. Similarly, if Customer becomes aware of any security breach that 

affects the Services, Customer will promptly notify AT&T of such breach and will 

reasonably inform AT&T of the progress of and resolution of Customer’s investigation. 

Customer and AT&T will each provide to the other contact information for such 

notifications and reporting. 

 

20.1.2 Discovery of Security Breach 

Contractor agrees to immediately notify the Customer’s CIO, the CISO and 

key personnel as identified by the State of a discovered breach of security. 

Customer shall agree to provide contact information for the CIO, the CISO 

and key personnel to the Contractor if applicable. 



 RFP #ADSP014-00004241 for  
                                                                          Telecommunications and Broadband Provider 

 

   

 
 

October 7, 2014 
Page 175 

AT&T Proprietary: The information contained herein is for use by 
authorized persons only and is not for general distribution. 

AT&T Response: 

AT&T proposes the following to be included in the final contract negotiated between the 

Parties: 

If AT&T discovers that a third party has obtained unauthorized access to Customer’s data 

during a security breach of AT&T’s network and/or data storage facilities, AT&T will 

promptly conduct an investigation to determine when, and if possible, how the breach 

occurred, and will notify the Customer of such breach. AT&T will reasonably assist 

Customer in investigating and assessing the extent and nature of the breach and will 

reasonably inform Customer of the progress of AT&T’s investigation and its remediation 

and prevention efforts. Similarly, if Customer becomes aware of any security breach that 

affects the Services, Customer will promptly notify AT&T of such breach and will 

reasonably inform AT&T of the progress of and resolution of Customer’s investigation. 

Customer and AT&T will each provide to the other contact information for such 

notifications and reporting. 

 

20.2 Security Requirements for Contractor Personnel. 

Each individual proposed to provide services through this contract agrees to security 

clearance and background check procedures, including fingerprinting, as defined by the 

Arizona Department of Administration in accordance with Arizona Revised Statutes §41-

710. The results of the individual’s background check procedures must meet all HIPAA 

and law enforcement requirements. Contractor is responsible for all costs to obtain 

security clearance for their consultants providing services through this contract. 

Contractor personnel, agents or sub-contractors that have administrative access to the 

State’s networks may be subject to any additional security requirements of ADOA-ASET 

as may be required for the performance of the contract. The Contractor, its agents and 

sub-contractors shall provide documentation to ADOA-ASET confirming compliance 

with all such additional security requirements for performance of the contract. Additional 

security requirements include but are not limited to the following: 

20.2.1 Identity and Address Verification – that verifies the individual is who he or 

she claims to be including verification of the candidate’s present and previous 

addresses; 

20.2.2 UNAX/confidentiality Training; 

20.2.3 HIPAA Privacy and Security Training; and 
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20.2.4 Information Security Training. 

AT&T Response: 

AT&T provides services to many customers across the country, including thousands of 

schools and libraries. AT&T commitment to safeguard students is well known and 

includes the experience and personnel to comply with all relevant statutory requirements 

regarding on premise work. To the extent any statutory law becomes relevant to AT&T’s 

work activities, AT&T will work with the State to the extent required by the applicable 

law, and allowed by AT&T’s collective bargaining agreements and privacy policies, to 

establish a mutually acceptable screening process that complies with the statutory 

provision and a list of AT&T employees who might have contact with children. Prior to 

commencing work on the project, to the extent work activities require, AT&T shall 

certify compliance with the applicable statutory provision. Background checks requested 

by the State beyond those which are legally required by the statutory provision will be at 

State’s expense. 

 

20.3 Information Access. The Contractor shall, where applicable, implement and/or use 

network management and maintenance applications and tools and appropriate fraud 

prevention and detection and encryption technologies. The Contractor and its 

employees, agents and Subcontractors shall comply with all policies and procedures 

of the individual Customer regarding data access, privacy and security, including 

those prohibiting or restricting remote access to the Customer’s systems and data. 

The Customer shall authorize, and the Contractor shall issue, any necessary 

information-access mechanisms, including access IDs and passwords, and the 

Contractor agrees that the same shall be used only by the personnel to whom they 

are issued. The Contractor shall provide to such personnel only such level of access 

as is minimally necessary to perform the tasks and functions for which such 

personnel are responsible. The Contractor shall from time-to-time, upon request 

from the Customer, but in the absence of any request from the Customer at least 

quarterly, provide the Customer with an updated list of the Contractor personnel 

having access to the Customer’s systems, software, and data, and the level of such 

access. Computer data and software, including the Customers Data, provided by the 

Customer or accessed (or accessible) by the Contractor personnel or the 

Contractor's Subcontractor personnel, shall be used by such personnel only in 

connection with the obligations provided hereunder, and shall not be commercially 

exploited by the Contractor or its Subcontractors in any manner whatsoever. Failure 

of the Contractor or the Contractor's Subcontractors to comply with the provisions 

of this Contract may result in the Customer restricting offending personnel from 

access to the Customer computer systems or the Customer Data or immediate 
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termination of this Contract. It shall be the Contractor's obligation to maintain and 

ensure the confidentiality and security of the Customer Data in its possession or on 

its systems. 

AT&T Response: 

As set forth in Section 5.4 (“Privacy”) of the proposed Unified Agreement: 

Each party is responsible for complying with the privacy laws applicable to its business. 

AT&T shall require its 

personnel, agents and contractors around the world who process Customer Personal Data 

to protect Customer Personal Data in accordance with the data protection laws and 

regulations applicable to AT&T’s business. If Customer does not want AT&T to 

comprehend Customer data to which it may have access in performing Services, 

Customer must encrypt such data so that it will be unintelligible. Customer is responsible 

for obtaining consent from and giving notice to its Users, employees and agents regarding 

Customer’s and AT&T’s collection and use of the User, employee or agent information 

in connection with a Service. Customer will only make accessible or provide Customer 

Personal Data to AT&T when it has the legal authority to do so. Unless otherwise 

directed by Customer in writing, if AT&T designates a dedicated account representative 

as Customer’s primary contact with AT&T, Customer authorizes that representative to 

discuss and disclose Customer’s customer proprietary network information to any 

employee or agent of Customer without a need for further authentication or authorization. 

All terms and conditions relating to confidential information shall be as set forth in 

Section 5 (“Confidential Information”) of the proposed Unified Agreement. 

AT&T is not able to provide a quarterly report to the State with a list of our personnel 

who may have access to any Customer data or systems. That task is not feasible for a 

company as large as AT&T. 

In addition, AT&T would add the following to the final contract document: 

 AT&T will limit access to Customer’s Confidential Information and data 

managed by AT&T or in transit on an AT&T network to AT&T personnel who 

have a need for access for the purpose of providing Services. 

 AT&T will maintain programs and processes under which employees, 

contractors, and subcontractors are screened, trained on security policies and 

made aware of their responsibilities with regard to AT&T and Customer’s 

Confidential Information. AT&T will also maintain a comprehensive security 
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program with the objective of broadly incorporating security measures into all 

AT&T's computing and networking environments (“AT&T Security Program”). 

 

20.4 Information Disclosure. The Contractor shall establish and maintain procedures and 

controls that are acceptable to the State for the purpose of assuring that no 

information contained in its records or obtained from the state or from others in 

carrying out its functions under the contract shall be used or disclosed by it, its 

agents, officers, or employees, except as required to efficiently perform duties 

under the Contract. Persons requesting such information should be referred to the 

State. The Contractor also agrees that any information pertaining to individual 

persons shall not be divulged other than to employees or officers of the Contractor 

as needed for the performance of duties under the Contract, unless otherwise agreed 

to in writing by the State. 

AT&T Response: 

All terms and conditions relating to confidential information shall be as set forth in 

Section 5 (“Confidential Information”) of the proposed Unified Agreement. 

 

20.5 Building Access. 

20.5.1 Contractor access to Customer facilities and resources shall be properly 

authorized by Customer personnel, based on business need and will be 

restricted to least possible privilege. Upon approval of access privileges, the 

Contractor shall maintain strict adherence to all policies, standards, and 

procedures. Policies / Standards, ADOA/ASET Policies / Procedures, and 

Arizona Revised Statues (ARS) 28-447, 28-449, 28-450, 38-421, 13-2408, 13-

2316, 41-770). 

AT&T Response: 

An AT&T Response is submitted under applicable laws and regulations current at the 

time of contract execution. Changes in laws and regulations may require changes in 

pricing and performance. If awarded the business AT&T would be glad to review 

applicable policies and comply to the extent consistent with the agreements signed by the 

parties, AT&T’s obligations under its collective bargaining agreements and other third 

party requirements, and AT&T’s policy requirements. 
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20.5.2 Failure of the Contractor, its agents or subcontractors to comply with policies, 

standards, and procedures including any person who commits an unlawful 

breach or harmful access (physical or virtual) will be subject to prosecution 

under all applicable state and / or federal laws. Any and all recovery or 

reconstruction costs or other liabilities associated with an unlawful breach or 

harmful access shall be paid by the Contractor. 

AT&T Response: 

AT&T Response is submitted under applicable laws and regulations current at the time of 

contract execution. Changes in laws and regulations may require changes in pricing and 

performance. If awarded the business AT&T would be glad to review applicable policies 

and comply to the extent consistent with the agreements signed by the parties, AT&T’s 

obligations under its collective bargaining agreements and other third party requirements, 

and AT&T’s policy requirements. 

 

21. SECTION 508 COMPLIANCE 

Unless specifically authorized in the Contract, any electronic or information technology 

offered to the State of Arizona under this Contract shall comply with A.R.S. § 41-3531 

and A.R.S. § 41-3532 and Section 508 of the Rehabilitation Act of 1973, which requires 

that employees and members of the public shall have access to and use of information 

technology that is comparable to the access and use by employees and members of the 

public who are not individuals with disabilities. 

AT&T Response: 

Each party will comply with all applicable laws and regulations and with all applicable 

orders issued by courts or other governmental bodies of competent jurisdiction. 

 

22. HEALTH INSURANCE PORTABILITY AND 
ACCOUNTABILITY ACT OF 1996 

The Contractor warrants that it is familiar with the requirements of HIPAA, as amended 

by the Health Information Technology for Economic and Clinical Health Act (HITECH 

Act) of 2009, and accompanying regulations and will comply with all applicable HIPAA 

requirements in the course of this Contract. Contractor warrants that it will cooperate 

with the State in the course of performance of the Contract so that both the State and the 
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Contractor will be in compliance with HIPAA, including cooperation and coordination 

with the Arizona Strategic Enterprise Technology (ASET) Group, Statewide Information 

Security and Privacy Office (SISPO), Chief Privacy Officer and HIPAA Coordinator and 

other compliance officials required by HIPAA and its regulations. Contractor will sign 

any documents that are reasonably necessary to keep the State and Contractor in 

compliance with HIPAA, including but not limited to, business associate agreements. 

If requested, the Contractor agrees to sign a “Pledge to Protect Confidential Information” 

and to abide by the statements addressing the creation, use and disclosure of confidential 

information, including information designated as protected health information and all 

other confidential or sensitive information as defined in policy. In addition, if requested, 

Contractor agrees to attend or participate in job related HIPAA training that is: (1) 

intended to make the Contractor proficient in HIPAA for purposes of performing the 

services required and (2) presented by a HIPAA Privacy Officer or other person or 

program knowledgeable and experienced in HIPAA and who has been approved by the 

ASET/SISPO Chief Privacy Officer and HIPAA Coordinator. 

AT&T Response: 

AT&T enforces strict internal policies to protect our Customers’ confidential data and 

information. All terms and conditions relating to confidential information shall be as set 

forth in Section 5 (“Confidential Information”) of the proposed Unified Agreement. 

AT&T’s response is submitted under applicable laws and regulations current at the time 

of contract execution. AT&T shall comply with all laws applicable to AT&T. Changes in 

laws and regulations may require changes in pricing and performance. 

AT&T cannot agree to sign agreements regarding disclosure of the State’s information or 

follow other policies which it has not previously reviewed. Further, AT&T is not aware 

of any services requested herein that will involve HIPAA regulations. 

 

23. FIRST PARTY LIMITATION OF LIABILITY 

Contractor’s liability for first party damages to the State arising from this Contract shall 

be limited to two (2) times the maximum-not-to-exceed amount of this Contract. The 

foregoing limitation of liability shall not apply to: (i) liability, including indemnification 

obligations, for third party claims, including but not limited to, infringement of third 

party intellectual property rights; (ii) claims covered by any specific provision of the 

Contract calling for liquidated damages or other amounts, including but not limited to, 

performance requirements; or (iii) costs or attorneys’ fees that the State is entitled to 

recover as a prevailing party in any action. 
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AT&T Response: 

All terms and conditions relating to limitation of liability shall be as set forth in the 

Proposed Contract Documents, in particular Section 6 (“Limitations of Liability and 

Disclaimers”) of the Unified Agreement and all subsections thereto. In addition, terms 

and conditions in the applicable Pricing Schedule(s) may apply. 

 

24. INDEMNIFICATION 

Contractor shall indemnify, defend with counsel reasonably approved by the State, and 

hold harmless, the State, its departments, agencies, boards, commissions, universities, 

officers, agents and employees (collectively, the "Indemnitee") from and against any and 

all claims, actions, damages, costs (including attorneys' fees), and losses arising under 

this Contract, including, but not limited to, bodily injury or personal injury (including 

death) or loss or damage to tangible or intangible property, but excluding damages arising 

solely from the gross negligence or willful misconduct of the Indemnitee. This 

indemnification obligation includes any claim or amount arising out of, or recovered 

under, the Workers' Compensation Law or arising out of the failure of Contractor to 

comply with any federal, state or local law, statute, ordinance, rule, regulation or court 

decree. Contractor shall have control, subject to the reasonable approval of the State, of 

the defense of any action on such claim and all negotiations for its settlement or 

compromise, provided, however, that when substantial principles of government or 

public law are involved, or when involvement of the State is otherwise mandated by law, 

the State may elect, in its sole and absolute discretion, to participate in such action at its 

own expense with respect to attorneys' fees and costs, but not liability, and the State shall 

have the right to approve or disapprove any settlement, which approval shall not be 

unreasonably withheld or delayed. The State shall reasonably cooperate in its defense and 

any related settlement negotiations. 

AT&T Response: 

All terms and conditions relating to indemnification and holding the Customer harmless 

shall be as set forth in the Proposed Contract Documents, in particular Section 7 (“Third 

Party Claims”) of the Unified Agreement and all subsections thereto. In addition, terms 

and conditions in the applicable Pricing Schedule(s) may apply. 

 



 RFP #ADSP014-00004241 for  
                                                                          Telecommunications and Broadband Provider 

 

   

 
 

October 7, 2014 
Page 182 

AT&T Proprietary: The information contained herein is for use by 
authorized persons only and is not for general distribution. 

25. IP INDEMNIFICATION 

Indemnification - Patent and Copyright. With respect solely to Materials provided or 

proposed by Contractor or Contractor's agents, emp1oyees, or subcontractors (each a 

“Contractor Party”) for performance of this Contract, Contractor shall indemnify, defend 

and hold harmless the State, its departments, agencies, boards, commissions, universities, 

officers, agents and employees (collectively, the "Indemnitee"), against any third-party 

claims for liability, including, but not limited to, reasonable costs and expenses, including 

attorneys' fees, for infringement or violation of any patent, trademark, copyright or trade 

secret, by such Materials or the State’s use thereof. 

In addition, with respect to claims arising from computer hardware or software 

manufactured or developed solely by a third party, Contractor shall pass through to the 

State such indemnity rights as it receives from such third party (the "Third Party 

Obligation") and will cooperate in enforcing them; provided, however, that (i) if the third 

party manufacturer fails to honor the Third Party Obligation, or (ii) the Third Party 

Obligation is insufficient to fully indemnify the State, Contractor shall indemnify, defend 

and hold harmless the State against such claims in their entirety or for the balance of any 

liability not fully covered by the Third Party Obligation. 

The State shall reasonably notify the Contractor of any claim for which Contractor may 

be liable under this section. If the Contractor is insured pursuant to A.R.S. § 41-621 and § 

35-154, this section shall not apply. Contractor shall have control, subject to the 

reasonable approval of the State, of the defense of any action on such claim and all 

negotiations for its settlement or compromise, provided, however, that when substantial 

principles of government or public law are involved or when involvement of the State is 

otherwise mandated by law, the State may elect, in its sole and absolute discretion, to 

participate in such action at its own expense with respect to attorneys' fees and costs, but 

not liability, and the State shall have the right to approve or disapprove any settlement, 

which approval shall not be unreasonably withheld or delayed. The State shall reasonably 

cooperate in the defense and any related settlement negotiations. 

If Contractor believes at any time that any Materials provided or in use pursuant to this 

Contract infringe a third party's intellectual property rights, Contractor shall, at 

Contractor's sole cost and expense, and upon receipt of the State's prior written consent, 

which shall not be unreasonably withheld, (i) replace an infringing Material with a non- 

infringing Material; (ii) obtain for the State the right to continue to use the infringing 

Material; or (iii) modify the infringing Material to be non-infringing, provided that 

following any replacement or modification made pursuant to the foregoing, the Material 

continues to function in accordance with the Contract. Contractor’s failure or inability to 

accomplish any of the foregoing shall be deemed a material breach of this Contract. 
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Notwithstanding the foregoing, Contractor shall not be liable for any claim for 

infringement based solely on any Indemnitee’s: 

 (i) modification of Materials provided by Contractor other than as 

contemplated by the Contract or the specifications of such Materials or 

as otherwise authorized or proposed in any way by Contractor or a 

Contractor Party;<Answer text> (ii) use of the Materials in a 

manner other than as contemplated by this Contract or the 

specifications of such Materials, or as otherwise authorized or 

proposed in any way by Contractor or a Contractor Party; or 

(iii) use of the Materials in combination, operation, or use with other 

products in a manner not contemplated by the Contract, or, the 

specifications of such Materials, or as otherwise authorized or 

proposed in any way by Contractor or a Contractor Party. 

Contractor certifies, represents and warrants to the State that it has appropriate systems 

and controls in place to ensure that State funds will not be used in the performance of the 

Contract for the acquisition, operation or maintenance of Materials in violation of 

intellectual property laws. 

AT&T Response: 

All terms and conditions relating to infringement indemnity shall be as set forth in the 

Proposed Contract Documents, in particular Section 7 (“Third Party Claims”) of the 

Unified Agreement and all subsections thereto. 

 

26. INTELLECTUAL PROPERTY 

26.1 Ownership of Intellectual Property. Any and all intellectual property, including but 

not limited to copyright, invention, trademark, trade name, service mark, or trade 

secrets created or conceived solely pursuant to or as a result of this Contract and 

any related subcontract (collectively, the "Intellectual Property"), shall be work 

made for hire and the State shall be the owner of such Intellectual Property. The 

agency, department, division, board or commission of the State of Arizona 

requesting the issuance of this Contract shall own (for and on behalf of the State) 

the entire right, title and interest to the Intellectual Property throughout the world. 

Software and other Materials developed or otherwise obtained by or for Contractor 

or its affiliates independently of this Contract ("Independent Materials") do not 

constitute Intellectual Property. If Contractor creates derivative works of 
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Independent Materials, then the elements of such derivative works created pursuant 

to this Contract shall constitute Intellectual Property owned by the State. Contractor 

shall notify the State, within thirty (30) days, of the creation of any Intellectual 

Property by it or its subcontractor(s). Contractor, on behalf of itself and any 

subcontractor(s), agrees to execute any and all document(s) necessary to assure 

ownership of the Intellectual Property vests in the State and shall take no 

affirmative actions that might have the effect of vesting all or part of the Intellectual 

Property in any entity other than the State. The Intellectual Property shall not be 

disclosed by Contractor or its subcontractor(s) to any entity not the State without 

the express written authorization of the agency, department, division, board or 

commission of the State of Arizona requesting the issuance of this Contract. 

Notwithstanding the foregoing, if the State elects, in its sole and absolute discretion, 

to relinquish its ownership interest in any or all of the Intellectual Property, the 

State shall have the rights to use, modify, reproduce, release, perform, display, 

sublicense or disclose such Intellectual Property within State government and 

operations without restriction for any activity in which the State is a party 

(collectively, "Government Purpose Rights"). 

AT&T Response: 

AT&T takes exception. AT&T does not anticipate that any work product will be created 

for this engagement. However, if it were, all intellectual property and proprietary rights 

arising by virtue of AT&T’s performance of the Services are and will be the sole and 

exclusive property of AT&T, and neither ownership nor title to any such property will 

pass to Customer. 

Customer shall own the copies of any reports produced and furnished to Customer by 

AT&T in providing the Service (“Reports”), and Customer is granted, under AT&T’s 

copyrights, the perpetual, non-exclusive, personal and non-transferable right to reproduce 

and modify the Reports for Customer’s own internal business purposes. For avoidance of 

doubt, “internal business purposes” exclude public distribution or resale to third parties 

and revenue generation purposes. 

AT&T grants to Customer the non-exclusive, personal, and non-transferable right to use 

any items (other than Reports) produced and furnished to Customer by AT&T in 

providing the Services, solely for Customer's own internal business purposes during the 

term of this Attachment, or for such other purposes as may be mutually agreed in writing 

by the parties. 
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27. SURVIVAL OF RIGHTSAND OBLIGATIONS 
AFTER CONTRACT EXPIRATION OR 
TERMINATION 

27.1 Contractor's Representations and Warranties. All representations and warranties 

made by the Contractor under this Contract shall survive the expiration or 

termination hereof. In addition the parties hereto acknowledge that pursuant to 

A.RS § 12-510, except as provided in A.R.S. § 12-529, the State is not subject to 

or barred by any limitations of actions prescribed in A.R.S. Title 12, Chapter 5. 

AT&T Response: 

AT&T understands. 

 

27.2 Purchase Orders. The Contractor shall, in accordance with all terms and 

conditions of the Contract, fully perform and shall be obligated to comply with all 

purchase orders received by the Contractor prior to the expiration or termination 

hereof, unless otherwise directed in writing by the Procurement Officer including, 

without limitation, all purchase orders received prior to, but not fully performed 

and satisfied at the expiration or termination of, this Contract. 

AT&T Response: 

Should the parties agree that the method of purchase for any products/services provided 

under this RFP shall be via Customer’s purchase order, such purchase orders must clearly 

provide that the purchase is made pursuant to the mutually agreed contract documents 

and is not subject to the preprinted terms of that purchase order form. 

 

28. INSURANCE REQUIREMENTS 

Contractor and subcontractors shall procure and maintain until all of their obligations 

have been discharged, including any warranty periods under this Contract, are satisfied, 

insurance against claims for injury to persons or damage to property which may arise 

from or in connection with the performance of the work hereunder by the Contractor, his 

agents, representatives, employees or subcontractors. 

The insurance requirements herein are minimum requirements for this Contract and in no 

way limit the indemnity covenants contained in this Contract. The State of Arizona in no 
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way warrants that the minimum limits contained herein are sufficient to protect the 

Contractor from liabilities that might arise out of the performance of the work under this 

contract by the Contractor, its agents, representatives, employees or subcontractors, and 

Contractor is free to purchase additional insurance. 

AT&T Response: 

Contractor and subcontractors only while working hereunder shall procure and maintain 

until all of their obligations have been discharged, including any warranty periods under 

this Contract, are satisfied, insurance against claims for injury to persons or damage to 

property which may arise from or in connection with the performance of the work 

hereunder by the Contractor, his agents, representatives, employees or subcontractors. 

The insurance requirements herein are minimum requirements for this Contract and in no 

way limit the indemnity covenants contained in this Contract. The State of Arizona in no 

way warrants that the minimum limits contained herein are sufficient to protect the 

Contractor from liabilities that might arise out of the performance of the work under this 

contract by the Contractor, its agents, representatives, employees or subcontractors, and 

Contractor is free to purchase additional insurance. 

 

28.1 MINIMUM SCOPE AND LIMITS OF INSURANCE: 

Contractor shall provide coverage with limits of liability not less than those stated 

below. 

AT&T Response: 

MINIMUM SCOPE AND LIMITS OF INSURANCE: Contractor shall provide 

coverage with limits of liability as stated below. 

28.1.1 Commercial General Liability – Occurrence Form 

Policy shall include bodily injury, property damage, personal and advertising 

injury and broad form contractual liability coverage. 

General Aggregate $5,000,000 

Products – Completed Operations Aggregate $1,000,000 

Personal and Advertising Injury $1,000,000 

Damage to Rented Premises $ 50,000 

Each Occurrence $1,000,000 
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AT&T Response: 

AT&T understands. 

 

28.1.1.1 The policy shall be endorsed (Blanket Endorsements are not acceptable) to 

include the following additional insured language: “The State of Arizona, and 

its departments, agencies, boards, commissions, universities, officers, 

officials, agents, and employees shall be named as additional insureds with 

respect to liability arising out of the activities performed by or on behalf of 

the Contractor.” Such additional insured shall be covered to the full limits of 

liability purchased by the Contractor, even if those limits of liability are in 

excess of those required by this Contract. 

AT&T Response: 

The policy shall include the following additional insured The State of Arizona, and its 

departments, agencies,boards, commissions, universities, officers, officials, agents, and 

employees shall be included as additional insureds with respect to liability arising out of 

the negligent activities performed by or on behalf of the Contractor 

 

28.1.1.2 Policy shall contain a waiver of subrogation endorsement (Blanket 

Endorsements are not acceptable) in favor of the State of Arizona, and its 

departments, agencies, boards, commissions, universities, officers, officials, 

agents, and employees for losses arising from work performed by or on behalf 

of the Contractor. 

AT&T Response: 

Policy shall contain a waiver of subrogation in favor of the State of Arizona, and its 

departments, agencies, boards, commissions, universities, officers, officials, agents, and 

employees for losses arising from work performed by or on behalf of the Contractor. 

 

28.1.2 Business Automobile Liability 

Bodily Injury and Property Damage for any owned, hired, and/or non-owned vehicles 

used in the performance of this Contract. 

 Combined Single Limit (CSL)        $1,000,000 
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AT&T Response: 

AT&T understands. 

 

28.1.2.1 The policy shall be endorsed (Blanket Endorsements are not acceptable) to 

include the following additional insured language: “The State of Arizona, and 

its departments, agencies, boards, commissions, universities, officers, 

officials, agents, and employees shall be named as additional insureds with 

respect to liability arising out of the activities performed by or on behalf of 

the Contractor, involving automobiles owned, leased, hired or borrowed by 

the Contractor.” Such additional insured shall be covered to the full limits of 

liability purchased by the Contractor, even if those limits of liability are in 

excess of those required by this Contract. 

AT&T Response: 

The policy shall be include the following additional insured: “The State of Arizona, and 

its departments, agencies, boards, commissions, universities, officers, officials, agents, 

and employees shall be named as additional insureds with respect to liability arising out 

of the activities performed by or on behalf of the Contractor, involving automobiles 

owned, leased, hired or borrowed by the Contractor.” 

 

28.1.2.2 Policy shall contain a waiver of subrogation endorsement (Blanket 

Endorsements are not acceptable) in favor of the “State of Arizona, and its 

departments, agencies, boards, commissions, universities, officers, officials, 

agents, and employees” for losses arising from work performed by or on 

behalf of the Contractor. 

AT&T Response: 

Policy shall contain a waiver of subrogation in favor of the “State of Arizona, and its 

departments, agencies, boards, commissions, universities, officers, officials, agents, and 

employees” for losses arising from work performed by or on behalf of the Contractor. 

 

28.1.2.3 Policy shall contain a severability of interest provision. 
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AT&T Response: 

AT&T understands. 

 

28.1.3 Worker's Compensation and Employers' Liability 

 Workers' Compensation Statutory 

 Employers' Liability 

 Each Accident $1,000,000 

 Disease – Each Employee $1,000,000 

 Disease – Policy Limit  $1,000,000 

AT&T Response: 

AT&T understands. 

 

28.1.3.1 Policy shall contain a waiver of subrogation endorsement (Blanket 

Endorsements are not acceptable) in favor of the “State of Arizona, and its 

departments, agencies, boards, commissions, universities, officers, officials, 

agents, and employees” for losses arising from work performed by or on 

behalf of the Contractor. 

AT&T Response: 

Policy shall contain a waiver of subrogation in favor of the “State of Arizona, and its 

departments, agencies, boards, commissions, universities, officers, officials, agents, and 

employees” for losses arising from work performed by or on behalf of the Contractor. 

 

28.1.3.2 This requirement shall not apply to: Separately, EACH contractor or 

subcontractor exempt under A.R.S. § 23-901, AND when such contractor or 

subcontractor executes the appropriate waiver (Sole Proprietor/Independent 

Contractor) form. 

AT&T Response: 

AT&T understands. 
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28.1.4 Technology Errors & Omissions Insurance 

Each Claim   $ 2,000,000 

Annual Aggregate  $ 2,000,000 

AT&T Response: 

28.1.4   Professional Liability Coverage including Technology Errors & Omissions and 

network security Insurance 

· Each Claim $2,000,000 

· Annual Aggregate $2,000,000 

 

28.1.4.1 Such insurance shall cover any and all errors, omissions, or negligent acts in 

the delivery of products, services, and/or licensed programs under this 

contract. 

AT&T Response: 

Such insurance shall cover errors, omissions, or negligent acts in the delivery of products, 

services, and/or licensed programs under this contract. 

 

28.1.4.2 In the event that the Tech E&O insurance required by this Contract is written 

on a claims-made basis, Contractor warrants that any retroactive date under 

the policy shall precede the effective date of this Contract; and that either 

continuous coverage will be maintained or an extended discovery period will 

be exercised for a period of two (2) years beginning at the time work under 

this Contract is completed. 

AT&T Response: 

In the event that the Tech E&O insurance required by this Contract is written on a claims-

made basis, Contractor warrants that any retroactive date under the policy shall precede 

the effective date of this Contract; and that either continuous coverage will be maintained 

or an extended discovery period will be exercised for a total period of two (2) years 

beginning at the time work under this Contract is completed. 
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28.1.5 Network Security (Cyber) and Privacy Liability (If applicable to 
service to be provided by the Contractor) 

Each Claim  $ 2,000,000 

Annual Aggregate  $ 2,000,000 

AT&T Response: 

28.1.5 Network Security (Cyber) and Privacy Liability (If applicable to 
service to be provided by the Contractor) 

Each Claim  $ 2,000,000 

Annual Aggregate  $ 2,000,000 

 

28.1.5.1 Such insurance shall include but not limited to coverage for third party claims 

and losses with respect to network risks (such as data breaches, unauthorized 

access or use, ID theft, theft of data) and invasion of privacy regardless of the 

type of media involved in the loss of private information, crisis management 

and identity theft response costs – includes breach notification costs, credit 

remediation and credit monitoring, defense and claims expenses, regulatory 

defense costs plus fines and penalties, cyber extortion, computer program and 

electronic data restoration expenses coverage (data asset protection), network 

business interruption, computer fraud coverage, funds transfer fund 

AT&T Response: 
Such insurance shall include but not limited to coverage for third party claims and losses 

with respect to network risks (such as data breaches, unauthorized access or use, ID theft, 

theft of data) and invasion of privacy regardless of the type of media involved in the loss 

of private information, crisis management and identity theft response costs – includes 

breach notification costs, credit remediation and credit monitoring, defense and claims 

expenses, regulatory defense costs plus fines and penalties, cyber extortion, computer 

program and electronic data restoration expenses coverage (data asset protection), 

network business interruption, computer fraud coverage, funds transfer fund. 

 

28.1.5.2 In the event that the Network Security and Privacy Liability insurance 

required by this Contract is written on a claims-made basis, Contractor 

warrants that any retroactive date under the policy shall precede the effective 

date of this Contract; and that either continuous coverage will be maintained 
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or an extended discovery period will be exercised for a period of two (2) years 

beginning at the time work under this Contract is completed. 

AT&T Response: 

In the event that the Network Security and Privacy Liability insurance required by this 

Contract is written on a claims-made basis, Contractor warrants that any retroactive date 

under the policy shall precede the effective date of this Contract; and that either 

continuous coverage will be maintained or an extended discovery period will be 

exercised for a period of two (2) years beginning at the time work under this Contract is 

completed. 

28.2 ADDITIONAL INSURANCE REQUIREMENTS: 

The policies shall include, or be endorsed (Blanket Endorsements are not acceptable) to 

include, the following provisions: 

28.2.1 The Contractor's policies shall stipulate that the insurance afforded the 

contractor shall be primary insurance and that any insurance carried by the 

Department, and its agents, officials, employees or the State of Arizona shall 

be excess and not contributory insurance, as provided by A.R.S. § 41-621 (E). 

AT&T Response: 

ADDITIONAL INSURANCE REQUIREMENTS: The policies shall include, or be 

endorsed to include, the following provisions: 

1. The Contractor's policies afforded the contractor shall be primary insurance and 

that any insurance carried by the Department, and its agents, officials, employees 

or the State of Arizona shall be excess and not contributory insurance, as provided 

by A.R.S. § 41-621 (E). 

 

28.2.2 Coverage provided by the Contractor shall not be limited to the liability 

assumed under the indemnification provisions of this Contract. 

AT&T Response: 

AT&T understands. 
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28.3 NOTICE OF CANCELLATION: 

With the exception of (10) day notice of cancellation for non-payment of premium, any 

changes material to compliance with this contract in the insurance policies above shall 

require (30) days written notice to the State of Arizona. Such notice shall be sent directly 

to Charlotte Righetti, CPPB 100 N 15th Ave, Suite 201, Phoenix AZ 85007 and shall be 

sent by certified mail, return receipt requested. 

AT&T Response: 

NOTICE OF CANCELLATION: Contractor shall provide at least (30) days written 

notice to the State of Arizona of any cancellation or non renewal of any required 

coverage that is not replaced. Such notice shall be sent directly to Charlotte Righetti, 

CPPB 100 N 15th Ave, Suite 201, Phoenix AZ 85007. 

 

28.4 ACCEPT ABILITY OF INSURERS: 

Contractors insurance shall be placed with companies licensed in the State of Arizona or 

hold approved non-admitted status on the Arizona Department of Insurance List of 

Qualified Unauthorized Insurers. Insurers shall have an “A.M. Best” rating of not less 

than A- VII. The State of Arizona in no way warrants that the above-required minimum 

insurer rating is sufficient to protect the Contractor from potential insurer insolvency. 

AT&T Response: 

AT&T understands. 

 

28.5 VERIFICATION OF COVERAGE: 

Contractor shall furnish the State of Arizona with certificates of insurance (ACORD form 

or equivalent approved by the State of Arizona) as required by this Contract. The 

certificates for each insurance policy are to be signed by an authorized representative. 

All certificates and endorsements (Blanket Endorsements are not acceptable) are to be 

received and approved by the State of Arizona before work commences. Each insurance 

policy required by this Contract must be in effect at or prior to commencement of work 

under this Contract and remain in effect for the duration of the project. Failure to 
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maintain the insurance policies as required by this Contract, or to provide evidence of 

renewal, is a material breach of contract. 

All certificates required by this Contract shall be sent directly to Charlotte Righetti, 

CPPB 100 N 15th Ave, Suite 201, Phoenix AZ 85007. The State of Arizona 

project/contract number and project description shall be noted on the certificate of 

insurance. The State of Arizona reserves the right to require complete copies of all 

insurance policies required by this Contract at any time. 

AT&T Response: 

VERIFICATION OF COVERAGE: Contractor shall furnish the State of Arizona with 

certificates of insurance (ACORD form or equivalent approved by the State of Arizona) 

as required by this Contract. The certificates for each insurance policy are to be signed by 

an authorized representative. 

All certificates and endorsements are to be received and approved by the State of Arizona 

before work commences. Each coverage required by this Contract must be in effect at or 

prior to commencement of work under this Contract and remain in effect for the duration 

of the project. Failure to maintain the insurance policies as required by this Contract, or 

to provide evidence of renewal, is a material breach of contract. 

All certificates required by this Contract shall be sent directly to Charlotte Righetti, 

CPPB 100 N 15th Ave, Suite 201, Phoenix AZ 85007. The State of Arizona 

project/contract number and project description shall be noted on the certificate of 

insurance. 

 

28.6 SUBCONTRACTORS: 

Contractors’ certificate(s) shall include all subcontractors as insured under its policies or 

Contractor shall furnish to the State of Arizona separate certificates and endorsements for 

each subcontractor. All coverages for subcontractors shall be subject to the minimum 

requirements identified above. 

AT&T Response: 

SUBCONTRACTORS: Contractors’ certificate(s) shall include all subcontractors as 

insured under its policies or Contractor shall endeavor to furnish to the State of Arizona 

separate certificates and endorsements for each subcontractor. All coverages for 

subcontractors shall be subject to the minimum requirements identified above. 
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28.7 APPROVAL: 

Any modification or variation from the insurance requirements in this Contract shall be 

made by the contracting agency in consultation with the Department of Administration, 

Risk Management Division. Such action will not require a formal Contract amendment, 

but may be made by administrative action. 

AT&T Response: 

AT&T complies with Section 28 and all subsections thereto, subject to the redlined/edits 

indicated above. 

 

28.8 EXCEPTIONS: 

In the event the Contractor or sub-contractor(s) is/are a public entity, then the Insurance 

Requirements shall not apply. Such public entity shall provide a Certificate of Self-

Insurance. If the contractor or sub-contractor(s) is/are a State of Arizona agency, board, 

commission, or university, none of the above shall apply. 

AT&T Response: 

AT&T complies with Section 28 and all subsections thereto, subject to the redlined edits 

indicated above. 

 

29. MARKET ACQUISITIONS 

In the event a Contractor acquires a market within a geographical region which they 

were not originally awarded, the Contractor may request an amendment to its contract 

to include pricing of services for this newly acquired market. Documentation of the 

acquisition must be provided in order for the State to consider, at its option, this addition, 

via a bilateral contract amendment. 

AT&T Response: 

AT&T understands. 
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30. CUSTOMER SERVICE ORDERS (CSO’s) 

Contractors and Customers may enter into Customer Service Order Agreements for 

services covered within resultant contracts of this Solicitation. Agreement shall only be 

valid if the Customer has the legal authority to enter into these types of agreements 

without going through a competitive process. Additional Terms and Conditions found 

within a Contractors CSO shall not become part of 

AT&T Response: 

AT&T Understands.  

 

31. NON-RECURRING COSTS (NRC) 

Providers are required to quote NRC for services provided within their awarded 

County(ies) and Categories as outlined within Attachment II, Pricing Structure. In the 

event that a Contractor elects to quote a Customer an additional NRC, over and above the 

listed NRC within Attachment II, the Contractor shall comply with the following: 

 The reason for the ‘Extension’ NRC is based on extending the Provider’s 

transport medium to an off-net location; 

 ‘Extension’ NRC should not exceed six (6) times the firm fixed monthly 

recurring cost (MRC) for the service in question; and 

 No more than 20% of the requested quotes submitted within a one year period, 

for the service in question, shall have an Extension NRC. 

Final acceptance of the Extension NRC is at the sole option of the customer. Customer 

reserves the right to negotiate the proposed Extension NRC. Extension NRC shall not be 

permitted in lieu of or in connection with a Contractors Broadband Expansion Projects. 

AT&T Response: 

XXX 
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UNIFORM TERMS AND 
CONDITIONS 

1. Definition of Terms 

As used in this Solicitation and any resulting Contract, the terms listed below are defined 

as follows: 

1.1 “Attachment” means any item the Solicitation requires the Offeror to submit as 

part of the Offer. 

1.2 “Contract” means the combination of the Solicitation, including the Uniform and 

Special Instructions to Offerors, the Uniform and Special Terms and Conditions, 

and the Specifications and Statement or Scope of Work; the Offer and any Best 

and Final Offers; and any Solicitation Amendments or Contract Amendments. 

1.3 "Contract Amendment" means a written document signed by the Procurement 

Officer that is issued for the purpose of making changes in the Contract. 

1.4 “Contractor” means any person who has a Contract with the State. 

1.5 “Days” means calendar days unless otherwise specified. 

1.6 “Exhibit” means any item labeled as an Exhibit in the Solicitation or placed in the 

Exhibits section of the Solicitation. 

1.7 “Gratuity” means a payment, loan, subscription, advance, deposit of money, 

services, or anything of more than nominal value, present or promised, unless 

consideration of substantially equal or greater value is received. 

1.8 “Materials” means all property, including equipment, supplies, printing, 

insurance and leases of property but does not include land, a permanent interest in 

land or real property or leasing space. 

1.9 “Procurement Officer” means the person, or his or her designee, duly authorized 

by the State to enter into and administer Contracts and make written 

determinations with respect to the Contract. 

1.10 “Services” means the furnishing of labor, time or effort by a contractor or 

subcontractor which does not involve the delivery of a specific end product other 
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than required reports and performance, but does not include employment 

agreements or collective bargaining agreements. 

1.11 “Subcontract” means any Contract, express or implied, between the Contractor 

and another party or between a subcontractor and another party delegating or 

assigning, in whole or in part, the making or furnishing of any material or any 

service required for the performance of the Contract. 

1.12 “State” means the State of Arizona and Department or Agency of the State that 

executes the Contract. 

1.13 “State Fiscal Year” means the period beginning with July 1 and ending June 30. 

AT&T Response: 

AT&T understands. Any and all amendments must be in writing and signed by 

appropriate representatives of both parties. 

 

2. Contract Interpretation 

2.1 Arizona Law. The Arizona law applies to this Contract including, where 

applicable, the Uniform Commercial Code as adopted by the State of Arizona and 

the Arizona Procurement Code, Arizona Revised Statutes (A.R.S.) Title 41, 

Chapter 23, and its implementing rules, Arizona Administrative Code (A.A.C.) 

Title 2, Chapter 7. 

AT&T Response: 

AT&T understands. 

 

2.2 Implied Contract Terms. Each provision of law and any terms required by law to 

be in this Contract are a part of this Contract as if fully stated in it. 

AT&T Response: 

AT&T’s response is based on the terms and conditions of this Response and Proposed 

Contract Documents. Any implied contract terms will need to be reviewed and mutually 

agreed upon by the parties. 
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2.3 Contract Order of Precedence. In the event of a conflict in the provisions of the 

Contract, as accepted by the State and as they may be amended, the following 

shall prevail in the order set forth below: 

2.3.1 Special Terms and Conditions; 

2.3.2 Uniform Terms and Conditions; 

2.3.3 Statement or Scope of Work; 

2.3.4 Specifications; 

2.3.5 Attachments; 

2.3.6 Exhibits; 

2.3.7 Documents referenced or included in the Solicitation. 

AT&T Response: 

All terms and conditions relating to order of priority shall be as set forth in the Proposed 

Contract Documents, in particular Section 1.2 (“Priority of Documents”) of the Unified 

Agreement and all subsections thereto. In addition, terms and conditions in the applicable 

Pricing Schedule(s) may apply. In all cases, the mutually agreed upon contract documents 

shall have precedence over the State’s Special Terms and Conditions and Uniform Terms 

and Conditions. 

 

2.4 Relationship of Parties. The Contractor under this Contract is an independent 

Contractor. Neither party to this Contract shall be deemed to be the employee or 

agent of the other party to the Contract. 

AT&T Response: 

AT&T understands. 

 

2.5 Severability. The provisions of this Contract are severable. Any term or condition 

deemed illegal or invalid shall not affect any other term or condition of the 

Contract. 
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AT&T Response: 

AT&T understands. 

 

2.6 No Parole Evidence. This Contract is intended by the parties as a final and 

complete expression of their agreement. No course of prior dealings between the 

parties and no usage of the trade shall supplement or explain any terms used in 

this document and no other understanding either oral or in writing shall be 

binding. 

AT&T Response: 

AT&T understands. 

 

2.7 No Waiver. Either party’s failure to insist on strict performance of any term or 

condition of the Contract shall not be deemed a waiver of that term or condition 

even if the party accepting or acquiescing in the nonconforming performance 

knows of the nature of the performance and fails to object to it. 

AT&T Response: 

AT&T understands. 

 

3. Contract Administration and Operation 

3.1 Records. Under A.R.S. § 35-214 and § 35-215, the Contractor shall retain and 

shall contractually require each subcontractor to retain all data and other 

“records” relating to the acquisition and performance of the Contract for a period 

of five years after the completion of the Contract. All records shall be subject to 

inspection and audit by the State at reasonable times. Upon request, the 

Contractor shall produce a legible copy of any or all such records. 

AT&T Response: 

AT&T will follow applicable legal requirements and its internal record retention policies 

with respect to records relating to this project. 
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With regard to all E-Rate records relating to any services provided as a result of an award 

to AT&T under this RFP, AT&T will follow all Service Provider requirements for the 

USF Schools and Libraries Program as set forth on the USAC website and FCC rules. 

 

3.2 Non-Discrimination. The Contractor shall comply with State Executive Order No. 

2009-09 and all other applicable Federal and State laws, rules and regulations, 

including the Americans with Disabilities Act. 

AT&T Response: 

AT&T understands and complies. 

 

3.3 Audit. Pursuant to ARS § 35-214, at any time during the term of this Contract and 

five (5) years thereafter, the Contractor’s or any subcontractor’s books and 

records shall be subject to audit by the State and, where applicable, the Federal 

Government, to the extent that the books and records relate to the performance of 

the Contract or Subcontract. 

AT&T Response: 

AT&T does not agree to provide the State access to any records relating to our 

performance of the Contract except as they pertain to billing and invoices for the Services 

provided. For such billing records, AT&T proposes the following provision: 

Audit Rights. 

(a) Subject to AT&T’s reasonable security requirements and not more than once 

every twelve (12) months, Customer may, at its own expense, review AT&T's 

relevant billing records for a period not to exceed the preceding 12 months, for 

the purpose of assessing the accuracy of AT&T’s invoices to Customer. Customer 

may employ such assistance, as it deems desirable to conduct such reviews, but 

may not employ the assistance of any entity that derives a substantial portion of 

its revenues from the provision of services that are substantially similar to the 

Services provided hereunder or any person who has previously made prohibited 

use of AT&T's Confidential Information. Customer shall cause any person 

retained for this purpose to execute a non-disclosure agreement imposing 

substantially the same obligations of confidentiality as are set forth in Article 5.0. 

Such reviews shall take place at a time and place agreed upon by the parties. 

Customer’s normal internal invoice reconciliation procedures shall not be 
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considered a review of AT&T's relevant billing records for purposes of this 

Section. 

(b) AT&T shall promptly correct any billing error that is revealed in a billing review, 

including refunding any overpayment by Customer in the form of a credit as soon 

as reasonably practicable under the circumstances. 

(c) AT&T shall cooperate in any Customer billing review, providing AT&T billing 

records as reasonably necessary to verify the accuracy of AT&T’s invoices. 

AT&T may redact from the billing records provided to Customer any information 

that reveals the identity or non-public information of other AT&T customers or 

other AT&T Confidential Information that is not relevant to the purposes of the 

review. 

 

3.4 Facilities Inspection and Materials Testing. The Contractor agrees to permit 

access to its facilities, subcontractor facilities and the Contractor’s processes or 

services, at reasonable times for inspection of the facilities or materials covered 

under this Contract. The State shall also have the right to test, at its own cost, the 

materials to be supplied under this Contract. Neither inspection of the 

Contractor’s facilities nor materials testing shall constitute final acceptance of the 

materials or services. If the State determines non- compliance of the materials, the 

Contractor shall be responsible for the payment of all costs incurred by the State 

for testing and inspection. 

AT&T Response: 

AT&T will be pleased to answer any questions regarding the provisioning of the services 

requested in the RFP. For security and policy reasons, AT&T does not typically 

inspections of its network facilities to third parties. Accordingly, once AT&T understands 

the Customer’s specific issues, AT&T will work with the Customer to find an alternative 

way to address these concerns. AT&T does not agree to be responsible for payment of 

any costs for any tests and/or inspections that the State may perform. If selected for this 

opportunity, AT&T is open to negotiating terms that provide for some, level of facilities 

inspection and materials testing. Such access right, however, would be subject to and 

limited by AT&T's reasonable policies and procedures pertaining to access to AT&T's 

facilities. 

 

3.5 Notices. Notices to the Contractor required by this Contract shall be made by the 

State to the person indicated on the Offer and Acceptance form submitted by the 

Contractor unless otherwise stated in the Contract. Notices to the State required 
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by the Contract shall be made by the Contractor to the Solicitation Contact Person 

indicated on the Solicitation cover sheet, unless otherwise stated in the Contract. 

An authorized Procurement Officer and an authorized Contractor representative 

may change their respective person to whom notice shall be given by written 

notice to the other and an amendment to the Contract shall not be necessary. 

AT&T Response: 

All terms and conditions relating to Notices shall be as set forth in the Proposed Contract 

Documents, in particular Section 10.10 (“Notices”) of the Unified Agreement. In 

addition, terms and conditions in the applicable Pricing Schedule(s) may apply. 

 

3.6 Advertising, Publishing and Promotion of Contract. The Contractor shall not use, 

advertise or promote information for commercial benefit concerning this Contract 

without the prior written approval of the Procurement Officer. 

AT&T Response: 

AT&T agrees provided this obligation applies mutually to the parties. 

 

3.7 Property of the State. Any materials, including reports, computer programs and 

other deliverables, created under this Contract are the sole property of the State. 

The Contractor is not entitled to a patent or copyright on those materials and may 

not transfer the patent or copyright to anyone else. The Contractor shall not use or 

release these materials without the prior written consent of the State. 

AT&T Response: 

AT&T does not expect to be generating any intellectual property as a result of this 

procurement, so AT&T does not agree to this section. 

If the parties subsequently engage in a project that is expected to involve generation of 

intellectual property, the parties will agree at that time on ownership of work product. 

 

3.8 Ownership of Intellectual Property. Any and all intellectual property, including 

but not limited to copyright, invention, trademark, trade name, service mark, 

and/or trade secrets created or conceived pursuant to or as a result of this contract 

and any related subcontract (“Intellectual Property”), shall be work made for hire 

and the State shall be considered the creator of such Intellectual Property. The 
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agency, department, division, board or commission of the State of Arizona 

requesting the issuance of this contract shall own (for and on behalf of the State) 

the entire right, title and interest to the Intellectual Property throughout the world. 

Contractor shall notify the State, within thirty (30) days, of the creation of any 

Intellectual Property by it or its subcontractor(s). Contractor, on behalf of itself 

and any subcontractor(s), agrees to execute any and all document(s) necessary to 

assure ownership of the Intellectual Property vests in the State and shall take no 

affirmative actions that might have the effect of vesting all or part of the 

Intellectual Property in any entity other than the State. The Intellectual Property 

shall not be disclosed by contractor or its subcontractor(s) to any entity not the 

State without the express written authorization of the agency, department, 

division, board or commission of the State of Arizona requesting the issuance of 

this contract. 

AT&T Response: 

AT&T does not expect to be generating any intellectual property as a result of this 

procurement, so AT&T does not agree to this section. 

If the parties subsequently engage in a project that is expected to involve generation of 

intellectual property, the parties will agree at that time on ownership of work product. 

 

3.9 Federal Immigration and Nationality Act. The contractor shall comply with all 

federal, state and local immigration laws and regulations relating to the 

immigration status of their employees during the term of the contract. Further, the 

contractor shall flow down this requirement to all subcontractors utilized during 

the term of the contract. The State shall retain the right to perform random audits 

of contractor and subcontractor records or to inspect papers of any employee 

thereof to ensure compliance. Should the State determine that the contractor 

and/or any subcontractors be found noncompliant, the State may pursue all 

remedies allowed by law, including, but not limited to; suspension of work, 

termination of the contract for default and suspension and/or debarment of the 

contractor. 

AT&T Response: 

AT&T has voluntarily participated in E-Verify since December 17, 2007. The E-Verify 

Program is an Internet-based system that compares information from an employee's Form 

I-9, Employment Eligibility Verification, to data from U.S. Department of Homeland 
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Security and Social Security Administration records to confirm employment eligibility. 

AT&T does not track subcontractor E-Verify compliance. 

 

3.10 E-Verify Requirements. In accordance with A.R.S. § 41-4401, Contractor 

warrants compliance with all Federal immigration laws and regulations relating to 

employees and warrants its compliance with Section A.R.S. § 23-214, Subsection 

A. 

AT&T Response: 

AT&T has voluntarily participated in E-Verify since December 17, 2007. The E-Verify 

Program is an Internet-based system that compares information from an employee's Form 

I-9, Employment Eligibility Verification, to data from U.S. Department of Homeland 

Security and Social Security Administration records to confirm employment eligibility. 

 

3.11 Offshore Performance of Work Prohibited. 

Any services that are described in the specifications or scope of work that directly 

serve the State of Arizona or its clients and involve access to secure or sensitive 

data or personal client data shall be performed within the defined territories of the 

United States. Unless specifically stated otherwise in the specifications, this 

paragraph does not apply to indirect or 'overhead' services, redundant back-up 

services or services that are incidental to the performance of the contract. This 

provision applies to work performed by subcontractors at all tiers. 

AT&T Response: 

AT&T is proposing a well-established and industry leading AT&T services that will 

comply with the service levels, warranties and all other terms and conditions in the 

Proposed Contract Documents. While many service components will be provided solely 

by workers within the United States, some service support may be performed at non-

United States locations. 

 

4. Costs and Payments 

4.1 Payments. Payments shall comply with the requirements of A.R.S. Titles 35 and 

41, Net 30 days. Upon receipt and acceptance of goods or services, the Contractor 
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shall submit a complete and accurate invoice for payment from the State within 

thirty (30) days. 

AT&T Response: 

All terms and conditions relating to pricing and invoicing shall be as set forth in the 

Proposed Contract Documents, in particular the Pricing Schedule(s) and Section 4 

(“Pricing and Billing”) of the Unified Agreement and all subsections thereto. 

 

4.2 Delivery. Unless stated otherwise in the Contract, all prices shall be F.O.B. 

Destination and shall include all freight delivery and unloading at the destination. 

AT&T Response: 

Except as specified in a Service Publication, title to Purchased Equipment shall pass to 

Customer on delivery to the transport carrier for shipment to Customer’s designated 

location. AT&T will purchase transit insurance to cover risk of loss of the hardware to 

delivery to the Customer’s designated location. AT&T will bill such transit insurance as 

part of the shipping costs, unless otherwise agreed in the Customer Order. 

 

4.3 Applicable Taxes. 

4.3.1 Payment of Taxes. The Contractor shall be responsible for paying all applicable 

taxes. 

AT&T Response: 

In response to Section 4.3 and all subsections thereto, all terms and conditions relating to 

payment of taxes shall be as set forth in the Proposed Contract Documents, in particular 

the Pricing Schedule(s) and Section 4 (“Pricing and Billing”) of the Unified Agreement 

and all subsections thereto. 

 

4.3.2 State and Local Transaction Privilege Taxes. The State of Arizona is subject to all 

applicable state and local transaction privilege taxes. Transaction privilege taxes 

apply to the sale and are the responsibility of the seller to remit. Failure to collect 

such taxes from the buyer does not relieve the seller from its obligation to remit 

taxes. 
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AT&T Response: 

In response to Section 4.3 and all subsections thereto, all terms and conditions relating to 

payment of taxes shall be as set forth in the Proposed Contract Documents, in particular 

the Pricing Schedule(s) and Section 4 (“Pricing and Billing”) of the Unified Agreement 

and all subsections thereto. 

 

4.3.3 Tax Indemnification. Contractor and all subcontractors shall pay all Federal, state 

and local taxes applicable to its operation and any persons employed by the 

Contractor. Contractor shall, and require all subcontractors to hold the State 

harmless from any responsibility for taxes, damages and interest, if applicable, 

contributions required under Federal, and/or state and local laws and regulations 

and any other costs including transaction privilege taxes, unemployment 

compensation insurance, Social Security and Worker’s Compensation. 

AT&T Response: 

In response to Section 4.3 and all subsections thereto, all terms and conditions relating to 

payment of taxes shall be as set forth in the Proposed Contract Documents, in particular 

the Pricing Schedule(s) and Section 4 (“Pricing and Billing”) of the Unified Agreement 

and all subsections thereto. 

 

4.3.4 IRSW9 Form. In order to receive payment the Contractor shall have a current 

I.R.S. W9 Form on file with the State of Arizona, unless not required by law. 

AT&T Response: 

AT&T understands and complies. 

Please see W-9 for AT&T Corp.  
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4.4 Availability of Funds for the Next State fiscal year. Funds may not presently be 

available for performance under this Contract beyond the current state fiscal year. 

No legal liability on the part of the State for any payment may arise under this 

Contract beyond the current state fiscal year until funds are made available for 

performance of this Contract. 

AT&T Response: 

Non-Appropriations of Funding. If Customer is a government agency dependent 

entirely on government funding, by executing this Agreement, Customer warrants that 

Customer has funds appropriated and available to pay all amounts due hereunder through 

the end of Customer’s current fiscal period. Customer further agrees to use reasonable 

efforts to obtain all appropriations and funding necessary to pay for the Services for each 

subsequent fiscal period through the end of the applicable Minimum Payment Period. In 

the event Customer is unable to obtain the necessary appropriations or funding for the 

Services provided under this Agreement, Customer may terminate the Services without 

liability for the Termination Charges set forth in Section 8 (Suspension and Termination) 

upon the following conditions: (i) Customer has taken all actions necessary to obtain 

adequate appropriations or funding; (ii) despite Customer’s best efforts funds have not 

been appropriated and are otherwise unavailable to pay for the Services; and (iii) 

Customer has negotiated in good faith with AT&T to develop revised terms, an 

alternative payment schedule or a new agreement to accommodate Customer’s budget. 

Customer must provide AT&T thirty (30) days’ written notice of its intent to terminate 

the Services under this section. Termination of the Services for failure to obtain necessary 

appropriations or funding shall be effective as of the last day for which funds were 

appropriated or otherwise made available. If Customer terminates the Services under this 

Agreement under this section, Customer agrees as follows: (i) it will pay all amounts due 

for Services incurred through date of termination, and reimburse all unrecovered non-

recurring charges; and (ii) it will not contract with any other provider for the same or 

substantially similar services or equipment for a period equal to the original Minimum 

Payment Period for such Service(s). 

Provisions for lack of funding as relates to any E-Rate services shall be as set out in the 

E-Rate Rider which is included as a part of the Proposed Contract Documents. 

 

4.5 Availability of Funds for the current State fiscal year. Should the State Legislature 

enter back into session and reduce the appropriations or for any reason and these 

goods or services are not funded, the State may take any of the following actions: 

4.5.1 Accept a decrease in price offered by the contractor; 
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4.5.2 Cancel the Contract; or 

4.5.3 Cancel the contract and re-solicit the requirements. 

AT&T Response: 

Non-Appropriations of Funding. If Customer is a government agency dependent 

entirely on government funding, by executing this Agreement, Customer warrants that 

Customer has funds appropriated and available to pay all amounts due hereunder through 

the end of Customer’s current fiscal period. Customer further agrees to use reasonable 

efforts to obtain all appropriations and funding necessary to pay for the Services for each 

subsequent fiscal period through the end of the applicable Minimum Payment Period. In 

the event Customer is unable to obtain the necessary appropriations or funding for the 

Services provided under this Agreement, Customer may terminate the Services without 

liability for the Termination Charges set forth in Section 8 (Suspension and Termination) 

upon the following conditions: (i) Customer has taken all actions necessary to obtain 

adequate appropriations or funding; (ii) despite Customer’s best efforts funds have not 

been appropriated and are otherwise unavailable to pay for the Services; and (iii) 

Customer has negotiated in good faith with AT&T to develop revised terms, an 

alternative payment schedule or a new agreement to accommodate Customer’s budget. 

Customer must provide AT&T thirty (30) days’ written notice of its intent to terminate 

the Services under this section. Termination of the Services for failure to obtain necessary 

appropriations or funding shall be effective as of the last day for which funds were 

appropriated or otherwise made available. If Customer terminates the Services under this 

Agreement under this section, Customer agrees as follows: (i) it will pay all amounts due 

for Services incurred through date of termination, and reimburse all unrecovered non-

recurring charges; and (ii) it will not contract with any other provider for the same or 

substantially similar services or equipment for a period equal to the original Minimum 

Payment Period for such Service(s). 

Provisions for lack of funding as relates to any E-Rate services shall be as set out in the 

E-Rate Rider which is included as a part of the Proposed Contract Documents. 

 

5. Contract Changes 

5.1 Amendments. This Contract is issued under the authority of the Procurement 

Officer who signed this Contract. The Contract may be modified only through a 

Contract Amendment within the scope of the Contract. Changes to the Contract, 

including the addition of work or materials, the revision of payment terms, or the 

substitution of work or materials, directed by a person who is not specifically 
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authorized by the procurement officer in writing or made unilaterally by the 

Contractor are violations of the Contract and of applicable law. Such changes, 

including unauthorized written Contract Amendments shall be void and without 

effect, and the Contractor shall not be entitled to any claim under this Contract 

based on those changes. 

AT&T Response: 

Notwithstanding the foregoing, AT&T may, without Customer’s consent, assign its rights 

and obligations under this Agreement to an AT&T Affiliate that controls, is controlled 

by, or is under common control with AT&T, or subcontract to such an Affiliate or a third 

party work to be performed under this Agreement, but AT&T will in each such case 

remain financially responsible for the performance of such obligations 

 

5.2 Subcontracts. The Contractor shall not enter into any Subcontract under this 

Contract for the performance of this contract without the advance written 

approval of the Procurement Officer. The Contractor shall clearly list any 

proposed subcontractors and the subcontractor’s proposed responsibilities. The 

Subcontract shall incorporate by reference the terms and conditions of this 

Contract. 

AT&T Response: 

Notwithstanding the foregoing, AT&T may, without Customer’s consent, assign its rights 

and obligations under this Agreement to an AT&T Affiliate that controls, is controlled 

by, or is under common control with AT&T, or subcontract to such an Affiliate or a third 

party work to be performed under this Agreement, but AT&T will in each such case 

remain financially responsible for the performance of such obligations 

 

5.3 Assignment and Delegation. The Contractor shall not assign any right nor 

delegate any duty under this Contract without the prior written approval of the 

Procurement Officer. The State shall not unreasonably withhold approval. 

AT&T Response: 

Notwithstanding the foregoing, AT&T may, without Customer’s consent, assign its rights 

and obligations under this Agreement to an AT&T Affiliate that controls, is controlled 

by, or is under common control with AT&T, or subcontract to such an Affiliate or a third 

party work to be performed under this Agreement, but AT&T will in each such case 

remain financially responsible for the performance of such obligations 
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6. Risk and Liability 

6.1 Risk of Loss: The Contractor shall bear all loss of conforming material covered 

under this Contract until received by authorized personnel at the location 

designated in the purchase order or Contract. Mere receipt does not constitute 

final acceptance. The risk of loss for nonconforming materials shall remain with 

the Contractor regardless of receipt. 

AT&T Response: 

Except as specified in a Service Publication, title to Purchased Equipment shall pass to 

Customer on delivery to the transport carrier for shipment to Customer’s designated 

location. AT&T will purchase transit insurance to cover risk of loss of the hardware to 

delivery to the Customer’s designated location. AT&T will bill such transit insurance as 

part of the shipping costs, unless otherwise agreed in the Customer Order. 

 

6.2 Indemnification 

6.2.1 Contractor/Vendor Indemnification (Not Public Agency) The parties to this 

contract agree that the State of Arizona, its departments, agencies, boards and 

commissions shall be indemnified and held harmless by the contractor for the 

vicarious liability of the State as a result of entering into this contract. However, 

the parties further agree that the State of Arizona, its departments, agencies, 

boards and commissions shall be responsible for its own negligence. Each party to 

this contract is responsible for its own negligence. 

AT&T Response: 

If awarded the business, AT&T will work with the State toward negotiation of an 

indemnity provision providing coverage for liability to third parties for direct damages to 

tangible property and bodily injury, including death, to the extent caused by the gross 

negligence or willful acts or omissions of AT&T. 

All other terms and conditions relating to indemnity shall be as set forth in the Proposed 

Contract Documents, in particular the Pricing Schedules and Section 7 (“Third Party 

Claims”) of the Unified Agreement. 
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6.2.2 Public Agency Language Only Each party (as 'indemnitor') agrees to indemnify, 

defend, and hold harmless the other party (as 'indemnitee') from and against any 

and all claims, losses, liability, costs, or expenses (including reasonable attorney's 

fees) (hereinafter collectively referred to as 'claims') arising out of bodily injury of 

any person (including death) or property damage but only to the extent that such 

claims which result in vicarious/derivative liability to the indemnitee, are caused 

by the act, omission, negligence, misconduct, or other fault of the indemnitor, its 

officers, officials, agents, employees, or volunteers." 

AT&T Response: 

If awarded the business, AT&T will work with the State toward negotiation of an 

indemnity provision providing coverage for liability to third parties for direct damages to 

tangible property and bodily injury, including death, to the extent caused by the gross 

negligence or willful acts or omissions of AT&T. 

 

6.3 Indemnification- Patent and Copyright. The Contractor shall indemnify and hold 

harmless the State against any liability, including costs and expenses, for 

infringement of any patent, trademark or copyright arising out of Contract 

performance or use by the State of materials furnished or work performed under 

this Contract. The State shall reasonably notify the Contractor of any claim for 

which it may be liable under this paragraph. If the contractor is insured pursuant 

to A.R.S. § 41-621 and § 35-154, this section shall not 

AT&T Response: 

All terms and conditions relating to indemnification and holding the Customer harmless 

shall be as set forth in the Proposed Contract Documents, in particular Section 7 (“Third 

Party Claims”) of the Unified Agreement and all subsections thereto. In addition, terms 

and conditions in the applicable Pricing Schedule(s) may apply. 

 

6.4 Force Majeure. 

6.4.1 Except for payment of sums due, neither party shall be liable to the other nor 

deemed in default under this Contract if and to the extent that such party’s 

performance of this Contract is prevented by reason of force majeure. The term 

“force majeure” means an occurrence that is beyond the control of the party 

affected and occurs without its fault or negligence. Without limiting the 

foregoing, force majeure includes acts of God; acts of the public enemy; war; 

riots; strikes; mobilization; labor disputes; civil disorders; fire; flood; lockouts; 
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injunctions-intervention-acts; or failures or refusals to act by government 

authority; and other similar occurrences beyond the control of the party 

declaring force majeure which such party is unable to prevent by exercising 

reasonable diligence. 

AT&T Response: 

All terms and conditions relating to force majeure shall be as set forth in the Proposed 

Contract Documents, in particular Section 10.4 (“Force Majeure”) of the Unified 

Agreement. In addition, terms and conditions in the applicable Pricing Schedule(s) may 

apply. 

 

6.4.2 Force Majeure shall not include the following occurrences: 

6.4.2.1 Late delivery of equipment or materials caused by congestion at a 

manufacturer’s plant or elsewhere, or an oversold condition of the market; 

6.4.2.2 Late performance by a subcontractor unless the delay arises out of a force 

majeure occurrence in accordance with this force majeure term and condition; 

or 

AT&T Response: 

All terms and conditions relating to force majeure shall be as set forth in the Proposed 

Contract Documents, in particular Section 10.4 (“Force Majeure”) of the Unified 

Agreement. In addition, terms and conditions in the applicable Pricing Schedule(s) may 

apply. 

 

6.4.2.3 In ability of either the Contractor or any subcontractor to acquire or maintain 

any required insurance, bonds, licenses or permits. 

AT&T Response: 

All terms and conditions relating to force majeure shall be as set forth in the Proposed 

Contract Documents, in particular Section 10.4 (“Force Majeure”) of the Unified 

Agreement. In addition, terms and conditions in the applicable Pricing Schedule(s) may 

apply. 

 

6.4.3 If either party is delayed at any time in the progress of the work by force majeure, 

the delayed party shall notify the other party in writing of such delay, as soon as is 
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practicable and no later than the following working day, of the commencement 

thereof and shall specify the causes of such delay in such notice. Such notice shall 

be delivered or mailed certified-return receipt and shall make a specific reference 

to this article, thereby invoking its provisions. The delayed party shall cause such 

delay to cease as soon as practicable and shall notify the other party in writing 

when it has done so. The time of completion shall be extended by Contract 

Amendment for a period of time equal to the time that results or effects of such 

delay prevent the delayed party from performing in accordance with this Contract. 

AT&T Response: 

All terms and conditions relating to force majeure shall be as set forth in the Proposed 

Contract Documents, in particular Section 10.4 (“Force Majeure”) of the Unified 

Agreement. In addition, terms and conditions in the applicable Pricing Schedule(s) may 

apply. 

 

6.4.4 Any delay or failure in performance by either party hereto shall not constitute 

default hereunder or give rise to any claim for damages or loss of anticipated 

profits if, and to the extent that such delay or failure is caused by force majeure. 

AT&T Response: 

All terms and conditions relating to force majeure shall be as set forth in the Proposed 

Contract Documents, in particular Section 10.4 (“Force Majeure”) of the Unified 

Agreement. In addition, terms and conditions in the applicable Pricing Schedule(s) may 

apply. 

 

6.5 Third Party Antitrust Violations. The Contractor assigns to the State any claim for 

overcharges resulting from antitrust violations to the extent that those violations 

concern materials or services supplied by third parties to the Contractor, toward 

fulfillment of this Contract. 

AT&T Response: 

AT&T understands. 
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7. Warranties 

7.1 Liens. The Contractor warrants that the materials supplied under this Contract are 

free of liens and shall remain free of liens. 

7.2 Quality. Unless otherwise modified elsewhere in these terms and conditions, the 

Contractor warrants that, for one year after acceptance by the State of the 

materials, they shall be: 

7.2.1 Of a quality to pass without objection in the trade under the Contract description; 

AT&T Response: 

AT&T does not make the warranties in Sections 7.1 to 7.4. All terms and conditions 

relating to warranties shall be as set forth in the Proposed Contract Documents, in 

particular Section 6 (“Limitations of Liability and Disclaimers”) of the Unified 

Agreement and all subsections thereto. In addition, terms and conditions in the applicable 

Pricing Schedule(s) may apply. 

Disclaimer of Warranties. AT&T makes no representations or warranties, express or 

implied, specifically disclaims any representation or warranty of merchantability, fitness 

for a particular purpose, title or non-infringement and specifically disclaims any warranty 

arising by usage of trade or by course of dealing. further, AT&T makes no representation 

or warranty that telephone calls or other transmissions will be routed or completed 

without error or interruption (including calls to 911 or any similar emergency response 

number) and makes no guarantee regarding network security, the encryption employed by 

any service, the integrity of any data that is sent, backed up, stored or subject to load 

balancing or that AT&T security procedures will prevent the loss or alteration of or 

improper access to customer’s data and information. 

 

7.2.2 Fit for the intended purposes for which the materials are used; 

AT&T Response: 

AT&T does not make the warranties in Sections 7.1 to 7.4. All terms and conditions 

relating to warranties shall be as set forth in the Proposed Contract Documents, in 

particular Section 6 (“Limitations of Liability and Disclaimers”) of the Unified 

Agreement and all subsections thereto. In addition, terms and conditions in the applicable 

Pricing Schedule(s) may apply. 



 RFP #ADSP014-00004241 for  
                                                                          Telecommunications and Broadband Provider 

 

   

 
 

October 7, 2014 
Page 217 

AT&T Proprietary: The information contained herein is for use by 
authorized persons only and is not for general distribution. 

Disclaimer of Warranties. AT&T makes no representations or warranties, express or 

implied, specifically disclaims any representation or warranty of merchantability, fitness 

for a particular purpose, title or non-infringement and specifically disclaims any warranty 

arising by usage of trade or by course of dealing. further, AT&T makes no representation 

or warranty that telephone calls or other transmissions will be routed or completed 

without error or interruption (including calls to 911 or any similar emergency response 

number) and makes no guarantee regarding network security, the encryption employed by 

any service, the integrity of any data that is sent, backed up, stored or subject to load 

balancing or that AT&T security procedures will prevent the loss or alteration of or 

improper access to customer’s data and information. 

 

7.2.3 Within the variations permitted by the Contract and are of even kind, quantity, 

and quality within each unit and among all units; 

AT&T Response: 

AT&T does not make the warranties in Sections 7.1 to 7.4. All terms and conditions 

relating to warranties shall be as set forth in the Proposed Contract Documents, in 

particular Section 6 (“Limitations of Liability and Disclaimers”) of the Unified 

Agreement and all subsections thereto. In addition, terms and conditions in the applicable 

Pricing Schedule(s) may apply. 

Disclaimer of Warranties. AT&T makes no representations or warranties, express or 

implied, specifically disclaims any representation or warranty of merchantability, fitness 

for a particular purpose, title or non-infringement and specifically disclaims any warranty 

arising by usage of trade or by course of dealing. further, AT&T makes no representation 

or warranty that telephone calls or other transmissions will be routed or completed 

without error or interruption (including calls to 911 or any similar emergency response 

number) and makes no guarantee regarding network security, the encryption employed by 

any service, the integrity of any data that is sent, backed up, stored or subject to load 

balancing or that AT&T security procedures will prevent the loss or alteration of or 

improper access to customer’s data and information. 

 

7.2.4 Adequately contained, packaged and marked as the Contract may require; and 

AT&T Response: 

AT&T does not make the warranties in Sections 7.1 to 7.4. All terms and conditions 

relating to warranties shall be as set forth in the Proposed Contract Documents, in 

particular Section 6 (“Limitations of Liability and Disclaimers”) of the Unified 
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Agreement and all subsections thereto. In addition, terms and conditions in the applicable 

Pricing Schedule(s) may apply. 

Disclaimer of Warranties. AT&T makes no representations or warranties, express or 

implied, specifically disclaims any representation or warranty of merchantability, fitness 

for a particular purpose, title or non-infringement and specifically disclaims any warranty 

arising by usage of trade or by course of dealing. further, AT&T makes no representation 

or warranty that telephone calls or other transmissions will be routed or completed 

without error or interruption (including calls to 911 or any similar emergency response 

number) and makes no guarantee regarding network security, the encryption employed by 

any service, the integrity of any data that is sent, backed up, stored or subject to load 

balancing or that AT&T security procedures will prevent the loss or alteration of or 

improper access to customer’s data and information. 

 

7.2.5 Conform to the written promises or affirmations of fact made by the Contractor. 

AT&T Response: 

AT&T does not make the warranties in Sections 7.1 to 7.4. All terms and conditions 

relating to warranties shall be as set forth in the Proposed Contract Documents, in 

particular Section 6 (“Limitations of Liability and Disclaimers”) of the Unified 

Agreement and all subsections thereto. In addition, terms and conditions in the applicable 

Pricing Schedule(s) may apply. 

Disclaimer of Warranties. AT&T makes no representations or warranties, express or 

implied, specifically disclaims any representation or warranty of merchantability, fitness 

for a particular purpose, title or non-infringement and specifically disclaims any warranty 

arising by usage of trade or by course of dealing. further, AT&T makes no representation 

or warranty that telephone calls or other transmissions will be routed or completed 

without error or interruption (including calls to 911 or any similar emergency response 

number) and makes no guarantee regarding network security, the encryption employed by 

any service, the integrity of any data that is sent, backed up, stored or subject to load 

balancing or that AT&T security procedures will prevent the loss or alteration of or 

improper access to customer’s data and information. 

 

7.3 Fitness. The Contractor warrants that any material supplied to the State shall fully 

conform to all requirements of the Contract and all representations of the 

Contractor, and shall be fit for all purposes and uses required by the Contract. 
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AT&T Response: 

AT&T does not make the warranties in Sections 7.1 to 7.4. All terms and conditions 

relating to warranties shall be as set forth in the Proposed Contract Documents, in 

particular Section 6 (“Limitations of Liability and Disclaimers”) of the Unified 

Agreement and all subsections thereto. In addition, terms and conditions in the applicable 

Pricing Schedule(s) may apply. 

Disclaimer of Warranties. AT&T makes no representations or warranties, express or 

implied, specifically disclaims any representation or warranty of merchantability, fitness 

for a particular purpose, title or non-infringement and specifically disclaims any warranty 

arising by usage of trade or by course of dealing. further, AT&T makes no representation 

or warranty that telephone calls or other transmissions will be routed or completed 

without error or interruption (including calls to 911 or any similar emergency response 

number) and makes no guarantee regarding network security, the encryption employed by 

any service, the integrity of any data that is sent, backed up, stored or subject to load 

balancing or that AT&T security procedures will prevent the loss or alteration of or 

improper access to customer’s data and information. 

 

7.4 Inspection/Testing. The warranties set forth in subparagraphs 7.1 through 7.3 of 

this paragraph are not affected by inspection or testing of or payment for the 

materials by the State. 

AT&T Response: 

AT&T does not make the warranties in Sections 7.1 to 7.4. All terms and conditions 

relating to warranties shall be as set forth in the Proposed Contract Documents, in 

particular Section 6 (“Limitations of Liability and Disclaimers”) of the Unified 

Agreement and all subsections thereto. In addition, terms and conditions in the applicable 

Pricing Schedule(s) may apply. 

Disclaimer of Warranties. AT&T makes no representations or warranties, express or 

implied, specifically disclaims any representation or warranty of merchantability, fitness 

for a particular purpose, title or non-infringement and specifically disclaims any warranty 

arising by usage of trade or by course of dealing. further, AT&T makes no representation 

or warranty that telephone calls or other transmissions will be routed or completed 

without error or interruption (including calls to 911 or any similar emergency response 

number) and makes no guarantee regarding network security, the encryption employed by 

any service, the integrity of any data that is sent, backed up, stored or subject to load 
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balancing or that AT&T security procedures will prevent the loss or alteration of or 

improper access to customer’s data and information. 

 

7.5 Compliance With Applicable Laws. The materials and services supplied under 

this Contract shall comply with all applicable Federal, state and local laws, and 

the Contractor shall maintain all applicable license and permit requirements. 

AT&T Response: 

AT&T will be responsible for obtaining licenses and permits required for its work at its 

cost, and the State will be responsible for obtaining any easements, rights-of-way or other 

consents required, at its cost. 

 

7.6 Survival of Rights and Obligations after Contract Expiration or Termination. 

7.6.1 Contractor's Representations and Warranties. All representations and warranties 

made by the Contractor under this Contract shall survive the expiration or 

termination hereof. In addition, the parties hereto acknowledge that pursuant to 

A.R.S. § 12-510, except as provided in A.R.S. § 12- 529, the State is not subject 

to or barred by any limitations of actions prescribed in A.R.S., Title 12, Chapter 5. 

AT&T Response: 

AT&T understands. 

 

7.6.2 Purchase Orders. The Contractor shall, in accordance with all terms and 

conditions of the Contract, fully perform and shall be obligated to comply with all 

purchase orders received by the Contractor prior to the expiration or termination 

hereof, unless otherwise directed in writing by the Procurement Officer, 

including, without limitation, all purchase orders received prior to but not fully 

performed and satisfied at the expiration or termination of this Contract. 

AT&T Response: 

Should the parties agree that the method of purchase for any products/services provided 

under this RFP shall be via Customer’s purchase order, such purchase orders must clearly 

provide that the purchase is made pursuant to the mutually agreed contract documents 

between the parties and such orders will not be subject to the preprinted terms of that 

purchase order form. 
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8. State's Contractual Remedies 

8.1 Right to Assurance. If the State in good faith has reason to believe that the 

Contractor does not intend to, or is unable to perform or continue performing 

under this Contract, the Procurement Officer may demand in writing that the 

Contractor give a written assurance of intent to perform. Failure by the Contractor 

to provide written assurance within the number of Days specified in the demand 

may, at the State’s option, be the basis for terminating the Contract under the 

Uniform Terms and Conditions or other rights and remedies available by law or 

provided by the contract. 

AT&T Response: 

In response to Section 8 and all subsections thereto, all terms and conditions relating to 

termination shall be as set forth in the Proposed Contract Documents, in particular 

Section 8 (“Suspension and Termination”) of the Unified Agreement and all subsections 

thereto. In addition, terms and conditions in the applicable Pricing Schedule(s) may 

apply. 

 

8.2 Stop Work Order. 

8.2.1 The State may, at any time, by written order to the Contractor, require the 

Contractor to stop all or any part, of the work called for by this Contract for 

period(s) of days indicated by the State after the order is delivered to the 

Contractor. The order shall be specifically identified as a stop work order issued 

under this clause. Upon receipt of the order, the Contractor shall immediately 

comply with its terms and take all reasonable steps to minimize the incurrence of 

costs allocable to the work covered by the order during the period of work 

stoppage. 

AT&T Response: 

In response to Section 8 and all subsections thereto, all terms and conditions relating to 

termination shall be as set forth in the Proposed Contract Documents, in particular 

Section 8 (“Suspension and Termination”) of the Unified Agreement and all subsections 

thereto. In addition, terms and conditions in the applicable Pricing Schedule(s) may 

apply. 
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8.2.2 If a stop work order issued under this clause is canceled or the period of the order 

or any extension expires, the Contractor shall resume work. The Procurement 

Officer shall make an equitable adjustment in the delivery schedule or Contract 

price, or both, and the Contract shall be amended in writing accordingly. 

AT&T Response: 

In response to Section 8 and all subsections thereto, all terms and conditions relating to 

termination shall be as set forth in the Proposed Contract Documents, in particular 

Section 8 (“Suspension and Termination”) of the Unified Agreement and all subsections 

thereto. In addition, terms and conditions in the applicable Pricing Schedule(s) may 

apply. 

 

8.3 Non-exclusive Remedies. The rights and the remedies of the State under this 

Contract are not exclusive. 

AT&T Response: 

In response to Section 8 and all subsections thereto, all terms and conditions relating to 

termination shall be as set forth in the Proposed Contract Documents, in particular 

Section 8 (“Suspension and Termination”) of the Unified Agreement and all subsections 

thereto. In addition, terms and conditions in the applicable Pricing Schedule(s) may 

apply. 

 

8.4 Non conforming Tender. Materials or services supplied under this Contract shall 

fully comply with the Contract. The delivery of materials or services or a portion 

of the materials or services that do not fully comply constitutes a breach of 

contract. On delivery of nonconforming materials or services, the State may 

terminate the Contract for default under applicable termination clauses in the 

Contract, exercise any of its rights and remedies under the Uniform Commercial 

Code, or pursue any other right or remedy available to it. 

AT&T Response: 

In response to Section 8 and all subsections thereto, all terms and conditions relating to 

termination shall be as set forth in the Proposed Contract Documents, in particular 

Section 8 (“Suspension and Termination”) of the Unified Agreement and all subsections 

thereto. In addition, terms and conditions in the applicable Pricing Schedule(s) may 

apply. 
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8.5 Right of Offset. The State shall be entitled to offset against any sums due the 

Contractor, any expenses or costs incurred by the State, or damages assessed by 

the State concerning the Contractor’s non- conforming performance or failure to 

perform the Contract, including expenses, costs and damages described in the 

Uniform Terms and Conditions. 

AT&T Response: 

AT&T does not agree for any offsets as described in this Section. 

 

9. Contract Termination 

9.1 Cancellation for Conflict of Interest. Pursuant to A.R.S. § 38-511, the State may 

cancel this Contract within three (3) years after Contract execution without 

penalty or further obligation if any person significantly involved in initiating, 

negotiating, securing, drafting or creating the Contract on behalf of the State is or 

becomes at any time while the Contract or an extension of the Contract is in effect 

an employee of or a consultant to any other party to this Contract with respect to 

the subject matter of the Contract. The cancellation shall be effective when the 

Contractor receives written notice of the cancellation unless the notice specifies a 

later time. If the Contractor is a political subdivision of the State, it may also 

cancel this Contract as provided in A.R.S. § 38-511. 

AT&T Response: 

In response to Section 9 and all subsections thereto, all terms and conditions relating to 

termination shall be as set forth in the Proposed Contract Documents, in particular 

Section 8 (“Suspension and Termination”) of the Unified Agreement and all subsections 

thereto. In addition, terms and conditions in the applicable Pricing Schedule(s) may 

apply. 

 

9.2 Gratuities. The State may, by written notice, terminate this Contract, in whole or 

in part, if the State determines that employment or a Gratuity was offered or made 

by the Contractor or a representative of the Contractor to any officer or employee 

of the State for the purpose of influencing the outcome of the procurement or 

securing the Contract, an amendment to the Contract, or favorable treatment 

concerning the Contract, including the making of any determination or decision 

about contract performance. The State, in addition to any other rights or remedies, 
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shall be entitled to recover exemplary damages in the amount of three times the 

value of the Gratuity offered by the Contractor. 

AT&T Response: 

In response to Section 9 and all subsections thereto, all terms and conditions relating to 

termination shall be as set forth in the Proposed Contract Documents, in particular 

Section 8 (“Suspension and Termination”) of the Unified Agreement and all subsections 

thereto. In addition, terms and conditions in the applicable Pricing Schedule(s) may 

apply. 

 

9.3 Suspension or Debarment. The State may, by written notice to the Contractor, 

immediately terminate this Contract if the State determines that the Contractor has 

been debarred, suspended or otherwise lawfully prohibited from participating in 

any public procurement activity, including but not limited to, being disapproved 

as a subcontractor of any public procurement unit or other governmental body. 

Submittal of an offer or execution of a contract shall attest that the contractor is 

not currently suspended or debarred. If the contractor becomes suspended or 

debarred, the contractor shall immediately notify the State. 

AT&T Response: 

In response to Section 9 and all subsections thereto, all terms and conditions relating to 

termination shall be as set forth in the Proposed Contract Documents, in particular 

Section 8 (“Suspension and Termination”) of the Unified Agreement and all subsections 

thereto. In addition, terms and conditions in the applicable Pricing Schedule(s) may 

apply. 

 

9.4 Termination for Convenience. The State reserves the right to terminate the 

Contract, in whole or in part at any time when in the best interest of the State, 

without penalty or recourse. Upon receipt of the written notice, the Contractor 

shall stop all work, as directed in the notice, notify all subcontractors of the 

effective date of the termination and minimize all further costs to the State. In the 

event of termination under this paragraph, all documents, data and reports 

prepared by the Contractor under the Contract shall become the property of and 

be delivered to the State upon demand. The Contractor shall be entitled to receive 

just and equitable compensation for work in progress, work completed and 

materials accepted before the effective date of the termination. The cost principles 

and procedures provided in A.A.C. R2-7-701 shall apply. 
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AT&T Response: 

In response to Section 9 and all subsections thereto, all terms and conditions relating to 

termination shall be as set forth in the Proposed Contract Documents, in particular 

Section 8 (“Suspension and Termination”) of the Unified Agreement and all subsections 

thereto. In addition, terms and conditions in the applicable Pricing Schedule(s) may 

apply. 

 

9.5 Termination for Default. 

9.5.1 In addition to the rights reserved in the contract, the State may terminate the 

Contract in whole or in part due to the failure of the Contractor to comply with 

any term or condition of the Contract, to acquire and maintain all required 

insurance policies, bonds, licenses and permits, or to make satisfactory progress in 

performing the Contract. The Procurement Officer shall provide written notice of 

the termination and the reasons for it to the Contractor. 

AT&T Response: 

In response to Section 9 and all subsections thereto, all terms and conditions relating to 

termination shall be as set forth in the Proposed Contract Documents, in particular 

Section 8 (“Suspension and Termination”) of the Unified Agreement and all subsections 

thereto. In addition, terms and conditions in the applicable Pricing Schedule(s) may 

apply. 

 

9.5.2 Upon termination under this paragraph, all goods, materials, documents, data and 

reports prepared by the Contractor under the Contract shall become the property 

of and be delivered to the State on demand. 

AT&T Response: 

In response to Section 9 and all subsections thereto, all terms and conditions relating to 

termination shall be as set forth in the Proposed Contract Documents, in particular 

Section 8 (“Suspension and Termination”) of the Unified Agreement and all subsections 

thereto. In addition, terms and conditions in the applicable Pricing Schedule(s) may 

apply. 

 

9.5.3 The State may, upon termination of this Contract, procure, on terms and in the 

manner that it deems appropriate, materials or services to replace those under this 
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Contract. The Contractor shall be liable to the State for any excess costs incurred 

by the State in procuring materials or services in substitution for those due from 

the Contractor. 

AT&T Response: 

In response to Section 9 and all subsections thereto, all terms and conditions relating to 

termination shall be as set forth in the Proposed Contract Documents, in particular 

Section 8 (“Suspension and Termination”) of the Unified Agreement and all subsections 

thereto. In addition, terms and conditions in the applicable Pricing Schedule(s) may 

apply. 

 

9.6 Continuation of Performance Through Termination. The Contractor shall continue 

to perform, in accordance with the requirements of the Contract, up to the date of 

termination, as directed in the termination notice. 

AT&T Response: 

In response to Section 9 and all subsections thereto, all terms and conditions relating to 

termination shall be as set forth in the Proposed Contract Documents, in particular 

Section 8 (“Suspension and Termination”) of the Unified Agreement and all subsections 

thereto. In addition, terms and conditions in the applicable Pricing Schedule(s) may 

apply. 

 

10. Contract Claims 

All contract claims or controversies under this Contract shall be resolved according to 

A.R.S. Title 41, Chapter 23, Article 9, and rules adopted thereunder. 

AT&T Response: 

AT&T agrees. 

 

11. Arbitration 

The parties to this Contract agree to resolve all disputes arising out of or relating to this 

contract through arbitration, after exhausting applicable administrative review, to the 
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extent required by A.R.S. § 12-1518, except as may be required by other applicable 

statutes (Title 41). 

AT&T Response: 

AT&T does not agree to limit dispute resolution to an arbitration forum. 

 

12. Comments Welcome 

The State Procurement Office periodically reviews the Uniform Terms and Conditions 

and welcomes any comments you may have. Please submit your comments to: State 

Procurement Administrator, State Procurement Office, 100 North 15th Avenue, Suite 

201, Phoenix, Arizona, 85007. 

AT&T Response: 

AT&T understands. 

 

  



 RFP #ADSP014-00004241 for  
                                                                          Telecommunications and Broadband Provider 

 

   

 
 

October 7, 2014 
Page 228 

AT&T Proprietary: The information contained herein is for use by 
authorized persons only and is not for general distribution. 

Special Instructions to Offerors  

1. PRE-OFFER CONFERENCE: 

A Pre-Offer Conference will be held at the time and place indicated in the solicitation’s 

‘Pre-Bid Conference’ field as found within the State's e-Procurement system, ProcureAZ 

(https://procure.az.gov); attendance is not required. The purpose of the conference will be 

to clarify the contents of the solicitation in order to prevent any misunderstanding of the 

State of Arizona's position. Any doubt as to the requirements of the solicitation or any 

apparent omission or discrepancy should be presented to the State at the conference. The 

State of Arizona will then determine the appropriate action necessary, if any, and issue a 

written amendment to the solicitation if required. Oral statements or instructions will not 

constitute an amendment to the solicitation. 

Persons with a disability may request a reasonable accommodation, such as a sign 

language interpreter, or this document in an alternative format, by contacting the State 

Procurement Office. Requests should be made as early as possible to allow sufficient 

time to arrange for accommodation. 

AT&T Response: 

AT&T understands. 

 

2. INQUIRIES: 

Any question related to this Request for Proposal shall be submitted utilizing the “Q&A” 

tab within ProcureAZ. The Offeror shall not contact or ask questions of the department 

for which the requirement is being procured. 

AT&T Response: 

AT&T understands. 

 

3. PREPARATION OF PROPOSAL: 

A responsive, responsible Offeror shall submit the following: 
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3.1 Offer and Acceptance. Offers shall include a signed Offer and Acceptance Form. 

The Offer and Acceptance Form shall be signed with an original signature by the 

person signing the Offer, and shall be submitted electronically with the submitted 

bid no later than the Offer due date and time. Failure to return an Offer and 

Acceptance Form may result in rejection of the offer. 

3.2 Acknowledgement of Solicitation Amendments. Solicitation Amendments shall 

be acknowledged electronically prior to the Offer due date and time. Failure to 

acknowledge all Solicitation Amendments may result in rejection of the Offer. 

AT&T Response: 

AT&T understands and complies. 

 

3.3 Offer Forms: Offers shall include the following Offer Forms, completed 

accurately, in the format provided and according to any instructions contained 

within the form. Failure to follow Offer Form Instructions may result in 

rejection of Offer. 

3.3.1 Offer and Acceptance Form (completed and signed) 

3.3.2 Attachment I – Offeror Questionnaire 

3.3.3 Attachment II – Pricing Structure 

AT&T Response: 

AT&T understands. 

 

3.4 Price Submission. Offers shall submit their pricing as follows, failure to 

complete ProcureAZ and Attachments as follows may result in Offeror(s) 

submission being deemed non-responsive: 

3.4.1 ProcureAZ: Offerors shall enter 1 in the unit cost of lines one (1) through five 

(5), based on categories in which they wish to be considered for award, within 

ProcureAZ, as a zero, or leaving these lines blank, will result in a no bid for 

that category. 

AT&T Response: 

AT&T understands. 
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3.4.2 Attachment II: Offerors shall submit pricing based on the counties which they 

currently service, based on product categories as defined within the 

attachment. 

AT&T Response: 

AT&T understands. 

 

3.4.2.1 Within Attachment II Offerors shall fill in the data within the appropriate cells 

as follows: 

3.4.2.1.1 Provider Service ID (Carrier or Provider Product/Service Internal 

Identification Number) 

3.4.2.1.2 Feature Description 

3.4.2.1.3 Feature Restrictions, Limitations and Additional Information 

3.4.2.2 Within Attachment II Offerors shall fill in the applicable Non-Recurring Costs 

as well as Recurring Costs per month, if either is applicable. If they are not 

applicable, Offeror shall place and NA within that cell. 

3.4.2.3 Cells only need to be filled out, regarding pricing, for counties in which the 

Offeror is wishing to be considered for award. 

3.4.2.4  Additional Services For Consideration ‘Tab’. If an Offeror is presenting 

to the State additional Services for consideration, as a new standard 

offered product within Attachment II, that were not originally requested 

within the Scope of Work Section 4, this is the Tab within Attachment II 

that the Offeror shall utilize. The Offeror shall fill out the tab as the 

instructions indicate listed within this Tab of Attachment II. 

The intention of this tab is to identify industry standard services that may 

have been unintentionally omitted by the state, services listed within this 

tab shall not be proprietary services to a single Offeror. 

AT&T Response: 

AT&T understands. 
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3.5 Contract Payment Terms. Offerors shall indicate the prompt payment terms that 

they will offer to the State (for example: 2/10 Net 30; 2/15 Net 30, etc.) At a 

minimum, Offeror's payment terms shall comply with the requirements of A.R.S. 

Titles 35 and 41, Net 30 days. 

AT&T Response: 

AT&T understands. 

 

4. SUBMISSION OF OFFER 

4.1 ProcureAZ Offer Submission, Due Date and Time. Offers in response to this 

solicitation shall be submitted within the State's eProcurement system, 

PROCUREAZ (https://procure.az.gov). Please be advised that utilizing 

ProcureAZ requires a certain level of technical competency that should be 

considered when selecting staff to work in the system. The successful submission 

of your offer in ProcureAZ is critical in order for the State to receive and evaluate 

your offer. Therefore, particular focus should be placed on the selection of staff 

given the responsibility for submitting your offer in ProcureAZ. Offers shall be 

received before the date/time listed in the solicitation's 'Bid Opening Date' field. 

Offers submitted outside PROCUREAZ, or those that are received after the 

date/time stated in the 'Bid Opening Date' field, shall be rejected. Questions in this 

regard shall be directed to the Procurement Officer or to the PROCUREAZ Help 

Desk (procure@azdoa.gov or 602-542-7600). 

AT&T Response: 

AT&T understands. 

 

4.2 Responsibility, Responsiveness and Acceptability. In accordance with A.R.S. 41-

2534(G), A.A.C. R2-7-330 and R2-7-354, State shall consider, at a minimum, the 

following in determining Offerors' responsibility, as well, as the proposal’s 

responsiveness and acceptability for contract award. 

AT&T Response: 

AT&T understands. 

 

mailto:(procure@azdoa.gov
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4.2.1 Whether the Offeror has had a contract within the last five (5) years that was 

terminated for cause due to breach or similar failure to comply with the terms of 

the contract; 

AT&T Response: 

AT&T understands. 

 

4.2.2 Weather the Offeror’s record of performance includes factual evidence of failure 

to satisfy the terms of the Offeror’s agreements with any party to a contract. 

Factual evidence may consist of documented vendor performance reports, 

customer complaints and/or negative references; 

AT&T Response: 

AT&T understands. 

 

4.2.3 Whether the Offeror is legally qualified to contract with the State and the 

Offeror’s financial, business, personnel, or other resources, including 

subcontractors; 

AT&T Response: 

AT&T understands. 

 

4.2.3.1 Legally qualified includes if the vendor or if key personnel have been debarred, 

suspended or otherwise lawfully prohibited from participating in any public 

procurement activity, including but not limited to, being disapproved as a 

subcontractor of any public procurement unit or other governmental body. 

AT&T Response: 

AT&T understands. 

 

4.2.4 Whether the Offeror promptly supplied all requested information concerning its 

responsibility; 
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AT&T Response: 

AT&T understands. 

 

4.2.5 Whether the Offer was sufficient to permit evaluation by the State, in accordance 

with the evaluation criteria identified in this Solicitation or other necessary offer 

components. Necessary offer components include: attachments, documents or 

forms to be submitted with the offer, an indication of the intent to be bound, 

reasonable or acceptable approach to perform the Scope of Work, acknowledged 

Solicitation Amendments, references to include experience verification, adequacy 

of financial/business/personal or other resources to include a performance bond 

and stability including subcontractors and any other data specifically requested in 

the Solicitation; 

AT&T Response: 

AT&T understands. 

 

4.2.6 Whether the Offer was in conformance with the requirements contained in the 

Scope of Work, Terms and Conditions, and Instructions for the Solicitation 

including its Amendments and all documents incorporated by reference; 

4.2.7 Whether the Offer limits the rights of the State; 

AT&T Response: 

AT&T understands. 

 

4.2.8 Whether the Offer includes or is subject to unreasonable conditions, to include 

conditions upon the State necessary for successful Contract performance. The 

State shall be the sole determiner as to the reasonableness of a condition; 

AT&T Response: 

AT&T understands. 

 

4.2.9 Whether the Offer materially changes the contents set forth in the Solicitation, 

which includes the Scope of Work, Terms and Conditions, or Instructions; and, 



 RFP #ADSP014-00004241 for  
                                                                          Telecommunications and Broadband Provider 

 

   

 
 

October 7, 2014 
Page 234 

AT&T Proprietary: The information contained herein is for use by 
authorized persons only and is not for general distribution. 

AT&T Response: 

AT&T understands. 

 

4.2.10 Whether the Offeror provides misleading or inaccurate information.  

AT&T Response: 

AT&T understands. 

 

4.3 Proposal Content: The Offeror shall make a firm commitment to provide services 

as required and proposed. The material contained in your proposal should be 

relevant to the service requirements stated in the solicitation and submitted in a 

sequence that reflects the scope of work portion of this document and information 

relevant to the designated evaluation criteria as stated herein. Failure to include 

the requested information may have a negative impact on the evaluation of the 

Offeror's proposal. 

AT&T Response: 

AT&T understands. 

 

4.4 Electronic Documents. The Solicitation document is provided in an electronic 

format. Any unidentified alteration or modification to any Solicitation documents, 

to any attachments, exhibits, forms, charts or illustrations contained herein shall 

be null and void. In those instances where modifications are identified, the 

original document published by the State shall take precedence. As provided in 

the Solicitation Instructions, Offerors are responsible for clearly identifying any 

and all changes or modifications to any Solicitation documents upon submission 

to the State. 

AT&T Response: 

AT&T understands. 

 

4.5 Acceptable Formats. Offer electronic files shall be submitted in a format 

acceptable to the State. Acceptable formats include .DOC and .DOCX (Microsoft 

Word), .XLS and .XLSX (Microsoft Excel), .PPT and .PPTX (Microsoft 

PowerPoint) and .PDF (Adobe Acrobat). Other file formats may also be 
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acceptable including .ZIP, .MDB, .MDBX, .MPP, MPPX, .VSD, .JPG, .GIF, 

.BMP and KMZ formatted documents. Offerors wishing to submit files in these or 

other formats shall submit an inquiry to the Procurement Officer. 

AT&T Response: 

AT&T understands. 

 

4.6 Confidential Information. If a person believes that any portion of a proposal, bid, 

offer, specification, protest or correspondence contains information that should be 

withheld, then the Procurement Officer shall be so advised in writing (Price is not 

confidential and will not be withheld). Such material shall be identified as 

confidential wherever it appears. The State, pursuant to A.C.R.R. R2-7-104, shall 

review all requests for confidentiality and provide a written determination. If the 

confidential request is denied, such information shall be disclosed as public 

information, unless the person utilizes the 'Protest' provision as noted in §41- 

2611 through §41-2616. 

AT&T Response: 

AT&T understands. 

 

5. EVALUATION 

In accordance with the Arizona Procurement Code 41-2534, awards shall be made to the 

responsible Offeror(s) whose proposal is determined in writing to be the most 

advantageous to the State based upon the evaluation criteria listed below. The evaluation 

factors are listed in their relative order of importance. 

Exceptions to the Terms and Conditions, as stated in the Special Instructions Section 

4.2.6, will impact an Offeror’s susceptibility for award. 

 Cost; 

 Method of Approach (Methodology); and 

 Capacity of Offeror. 
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AT&T Response: 

AT&T understands. 

 

6. OPENING 

Proposals received by the correct time and date will be opened and the name of each 

Offeror will be publically available. Proposals will not be subject to public inspection 

until after contract award. 

AT&T Response: 

AT&T understands. 

 

7. CLARIFICATIONS 

Upon receipt and opening of proposals submitted in response to this solicitation, the State 

may request oral or written clarifications, including demonstrations or questions and 

answers, for the sole purpose of information gathering or of eliminating minor 

informalities or correcting nonjudgmental mistakes in proposals. Clarifications shall not 

otherwise afford the Offerors the opportunity to alter or change its proposal. 

AT&T Response: 

AT&T understands. 

 

8. DISCUSSIONS 

In accordance with A.R.S. 41-2534, after the initial receipt of proposals, the State may 

conduct discussions with those Offerors who submit proposals determined by the State to 

be reasonably susceptible of being selected for award. 

AT&T Response: 

AT&T understands and will comply. 
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9. FINAL PROPOSAL REVISIONS 

If discussions are conducted, the State shall issue a written request for Final Proposal 

Revisions. The request shall set forth the date, time and place for the submission of Final 

Proposal Revisions. Final Proposal Revisions shall be requested only once; unless the 

State makes a determination that it is advantageous to conduct further discussions. 

AT&T Response: 

AT&T understands. 

 

10. CONTRACT AWARD 

Award of a contract(s) will be made to the most responsive and responsible Offeror(s) 

whose proposal is determined to be the most advantageous to the State based on the 

evaluation criteria set forth in the solicitation. 

AT&T Response: 

AT&T understands. 

 

11. PUBLIC RECORD 

All Proposals submitted in response to this Request For Proposal shall become the 

property of the State and shall become a matter of Public Record available for review, 

subsequent to the award notification, as provided for by the Arizona Procurement Code. 

AT&T Response: 

AT&T understands. 
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Uniform Instructions to Offerers 

UNIFORM INSTRUCTIONS TO OFFERORS 

1. Definition of Terms 

As used in these Instructions, the terms listed below are defined as follows: 

1.1 “Attachment” means any item the Solicitation requires an Offeror to submit as 

part of the Offer. 

1.2 ‘Best and Final Offer” means a revision to an Offer submitted after negotiations 

are completed that contains the Offeror’s most favorable terms for price, service, 

and products to be delivered. Sometimes referred to as a Final Proposal Revision. 

1.3 “Contract” means the combination of the Solicitation, including the Uniform and 

Special Terms and Conditions, and the Specifications and Statement or Scope of 

Work; the Offer, any Clarifications, and any Best and Final Offers; and any 

Solicitation Amendments or Contract Amendments. 

1.4 "Contract Amendment" means a written document signed by the Procurement 

Officer issued for the purpose of making changes in the Contract. 

1.5 “Contractor” means any person who has a Contract with a state governmental 

unit. 

1.6 “Day” means calendar days unless otherwise specified. 

1.7 “eProcurement (Electronic Procurement)” means conducting all or some of the 

procurement function over the Internet. Point, click, buy and ship Internet 

technology is replacing paper-based procurement and supply management 

business processes. Elements of eProcurement also include Invitation for Bids, 

Request for Proposals, and Request for Quotations. 

1.8 “Exhibit” means any document or object labeled as an Exhibit in the Solicitation 

or placed in the Exhibits section of the Solicitation. 

1.9 “Offer” means a response to a solicitation. 

1.10 “Offeror” means a person who responds to a Solicitation. 
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1.11 “Person” means any corporation, business, individual, union, committee, club, or 

other organization or group of individuals. 

1.12 “Procurement Officer” means the person, or his or her designee, duly authorized 

by the State to enter into and administer Contracts and make written 

determinations with respect to the Contract. 

1.13 ”Solicitation” means an Invitation for Bids (“IFB”), a Request for Technical 

Offers, a Request for Proposals (“RFP”), a Request for Quotations (“RFQ”), or 

any other invitation or request issued by the purchasing agency to invite a person 

to submit an offer. 

1.14 "Solicitation Amendment" means a change to the Solicitation issued by the 

Procurement Officer. 

1.15 “Subcontract” means any Contract, express or implied, between the Contractor 

and another party or between a subcontractor and another party delegating or 

assigning, in whole or in part, the making or furnishing of any material or any 

service required for the performance of the Contract. 

1.16 “State” means the State of Arizona and Department or Agency of the State that 

executes the Contract. 

AT&T Response: 

AT&T understands. 

 

2. Inquiries 

2.1 Duty to Examine. It is the responsibility of each Offeror to examine the entire 

Solicitation, seek clarification in writing (inquiries), and examine its Offer for 

accuracy before submitting an Offer. Lack of care in preparing an Offer shall not 

be grounds for modifying or withdrawing the Offer after the Offer due date and 

time. 

AT&T Response: 

AT&T understands. 
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2.2 Solicitation Contact Person. Any inquiry related to a Solicitation, including any 

requests for or inquiries regarding standards referenced in the Solicitation shall be 

directed solely to the Procurement Officer. 

AT&T Response: 

AT&T understands. 

 

2.3 Submission of Inquiries. All inquiries related to the Solicitation are required to be 

submitted in the State’s eProcurement system. All responses to inquiries will be 

answered in the State’s eProcurement system. Any inquiry related to the 

Solicitation should reference the appropriate solicitation page and paragraph 

number. Offerors are prohibited from contacting any State employee other than 

the Procurement Officer concerning the procurement while the solicitation and 

evaluation are in process. 

AT&T Response: 

AT&T understands. 

 

2.4 Timeliness. Any inquiry or exception to the Solicitation shall be submitted as 

soon as possible and should be submitted at least seven days before the Offer due 

date and time for review and determination by the State. Failure to do so may 

result in the inquiry not being considered for a Solicitation Amendment. 

AT&T Response: 

AT&T understands. 

 

2.5 No Right to Rely on Verbal or Electronic Mail Responses. An Offeror shall not 

rely on verbal or electronic mail responses to inquiries. A verbal or electronic 

mail reply to an inquiry does not constitute a modification of the solicitation. 

AT&T Response: 

AT&T understands. 

 

2.6 Solicitation Amendments. The Solicitation shall only be modified by a 

Solicitation Amendment. 
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AT&T Response: 

AT&T understands. 

 

2.7 Pre-Offer Conference. If a pre-Offer conference has been scheduled under the 

Solicitation, the date, time and location shall appear in the State’s eProcurement 

system . Offerors should raise any questions about the Solicitation at that time. An 

Offeror may not rely on any verbal responses to questions at the conference. 

Material issues raised at the conference that result in changes to the Solicitation 

shall be answered solely through a Solicitation Amendment. 

AT&T Response: 

AT&T understands. 

 

2.8 Persons With Disabilities. Persons with a disability may request a reasonable 

accommodation, such as a sign language interpreter, by contacting the 

Procurement Officer. Requests shall be made as early as possible to allow time to 

arrange the accommodation. 

AT&T Response: 

AT&T understands. 

 

3. Offer Preparation 

3.1 Electronic Documents. The Solicitation is provided in an electronic format. 

Offerors are responsible for clearly identifying any and all changes or 

modifications to any Solicitation documents upon submission to the State’s 

eProcurement system. Any unidentified alteration or modification to any 

Solicitation, attachments, exhibits, forms, charts or illustrations contained herein 

shall be null and void. Offeror’s electronic files shall be submitted in a format 

acceptable to the State. Acceptable formats include .doc and .docx (Microsoft 

Word), .xls and .xlsx (Microsoft Excel), .ppt and .pptx (Microsoft PowerPoint) 

and .pdf (Adobe Acrobat). Offerors wishing to submit files in any other format 

shall submit an inquiry to the Procurement Officer. 
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AT&T Response: 

AT&T understands. 

 

3.2 Evidence of Intent to be Bound. The Offer and Acceptance form within the 

Solicitation shall be submitted with the Offer in the State’s eProcurement system 

and shall include a signature by a person authorized to sign the Offer. The 

signature shall signify the Offeror’s intent to be bound by the Offer and the terms 

of the Solicitation and that the information provided is true, accurate and 

complete. Failure to submit verifiable evidence of an intent to be bound, such as a 

signature, shall result in rejection of the Offer. 

AT&T Response: 

AT&T understands. 

 

3.3 Exceptions to Terms and Conditions. All exceptions included with the Offer shall 

be submitted in the State’s eProcurement system in a clearly identified separate 

section of the Offer in which the Offeror clearly identifies the specific paragraphs 

of the Solicitation where the exceptions occur. Any exceptions not included in 

such a section shall be without force and effect in any resulting Contract unless 

such exception is specifically accepted by the Procurement Officer in a written 

statement. The Offeror’s preprinted or standard terms will not be considered by 

the State as a part of any resulting Contract. 

AT&T Response: 

AT&T understands. 

 

3.3.1 Invitation for Bids. An Offer that takes exception to a material requirement of any 

part of the Solicitation, including terms and conditions, shall be rejected. 

AT&T Response: 

AT&T understands. 

 

3.3.2 Request for Proposals. All exceptions that are contained in the Offer may 

negatively impact an Offeror’s susceptibility for award. An Offer that takes 

exception to any material requirement of the solicitation may be rejected. 
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AT&T Response: 

AT&T understands. 

 

3.4 Subcontracts. Offeror shall clearly list any proposed subcontractors and the 

subcontractor’s proposed responsibilities in the Offer. 

AT&T Response: 

Our subcontractors contractual details are proprietary information. 

 

3.5 Cost of Offer Preparation. The State will not reimburse any Offeror the cost of 

responding to a Solicitation. 

AT&T Response: 

AT&T understands. 

 

3.6 Federal Excise Tax. The State is exempt from certain Federal Excise Tax on 

manufactured goods. Exemption Certificates will be provided by the State. 

AT&T Response: 

AT&T understands. 

 

3.7 Provision of Tax Identification Numbers. Offerors are required to provide their 

Arizona Transaction Privilege Tax Number and/or Federal Tax Identification 

number in the space provided on the Offer and Acceptance form. 

AT&T Response: 

AT&T Corp. Federal Tax ID 13-4924710 

 

3.7.1 Employee Identification. Offeror agrees to provide an employee identification 

number or social security number to the State for the purposes of reporting to 

appropriate taxing authorities, monies paid by the State under this Contract. If the 

federal identifier of the Offeror is a social security number, this number is being 

requested solely for tax reporting purposes and will be shared only with 
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appropriate state and federal officials. This submission is mandatory under 26 

U.S.C. § 6041A. 

AT&T Response: 

AT&T Corp. Federal Tax ID 13-4924710 

 

3.8 Identification of Taxes in Offer. The State is subject to all applicable state and 

local transaction privilege taxes. All applicable taxes shall be identified as a 

separate item offered in the Solicitation. When applicable, the tax rate and amount 

shall be identified on the price sheet. 

AT&T Response: 

All terms and conditions relating to payment of taxes shall be as set forth in the Proposed 

Contract Documents, in particular the Pricing Schedule(s) and Section 4 (“Pricing and 

Billing”) of the Unified Agreement and all subsections thereto. 

 

3.9 Disclosure. If the person submitting this Offer has been debarred, suspended or 

otherwise lawfully precluded from participating in any public procurement 

activity, including being disapproved as a subcontractor with any federal, state or 

local government, or if any such preclusion from participation from any public 

procurement activity is currently pending, the Offeror shall fully explain the 

circumstances relating to the preclusion or proposed preclusion in the Offer. The 

Offeror shall set forth the name and address of the governmental unit, the 

effective date of the suspension or debarment, the duration of the suspension or 

debarment, and the relevant circumstances relating to the suspension or 

debarment. If suspension or debarment is currently pending, a detailed description 

of all relevant circumstances including the details enumerated above shall be 

provided. 

AT&T Response: 

AT&T understands and complies. 

 

3.10 Delivery. Unless stated otherwise in the Solicitation, all prices shall be F.O.B. 

Destination and shall include all freight, delivery and unloading at the 

destination(s). 
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AT&T Response: 

AT&T will not agree to an FOB Destination provision, as the terms of the Unified 

Agreement and associated pricing quoted herein assumes FOB Shipping. However, if 

FOB Destination is required, AT&T is willing to negotiate such terms with the 

understanding that the final prices (not reflected in this bid Response) may increase as a 

result. 

 

3.11 Federal Immigration and Nationality Act. By signing of the Offer, the Offeror 

warrants that both it and all proposed subcontractors are in compliance with 

federal immigration laws and regulations (FINA) relating to the immigration 

status of their employees. The State may, at its sole discretion require evidence of 

compliance during the evaluation process. Should the State request evidence of 

compliance, the Offeror shall have five days from receipt of the request to supply 

adequate information. Failure to comply with this instruction or failure to supply 

requested information within the timeframe specified shall result in the Offer not 

being considered for contract award. 

AT&T Response: 

AT&T understands. 

 

3.12 Offshore Performance of Work Prohibited. Any services that are described in the 

specifications or scope of work that directly serve the State or its clients and 

involve access to secure or sensitive data or personal client data shall be 

performed within the defined territories of the United States. Unless specifically 

stated otherwise in the specifications, this paragraph does not apply to indirect or 

'overhead' services, redundant back-up services or services that are incidental to 

the performance of the contract. This provision applies to work performed by 

subcontractors at all tiers. Offerors shall declare all anticipated offshore services 

in the Offer. 

AT&T Response: 

AT&T is proposing a well-established and industry leading AT&T services that will 

comply with the service levels, warranties and all other terms and conditions in the 

Proposed Contract Documents. While many service components will be provided solely 

by workers within the United States, some service support may be performed at non-

United States locations. 
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4. Submission of Offer 

4.1 Offer Submission, Due Date and Time. Offerors responding to a Solicitation must 

submit the Offer electronically through the State’s eProcurement system. Offers 

shall be received before the due date and time stated in the solicitation. Offers 

submitted outside of the State’s eProcurement system or those that are received 

after the due date and time shall be rejected. 

AT&T Response: 

AT&T understands and will comply. 

 

4.2 Offer and Acceptance. Offers shall include a signed Offer and Acceptance form. 

The Offer and Acceptance form shall be signed with a signature by the person 

authorized to sign the Offer, and shall be submitted in the State’s eProcurement 

system with the Offer no later than the Solicitation due date and time. Failure to 

return an Offer and Acceptance form may result in rejection of the Offer. 

AT&T Response: 

AT&T understands and will comply. 

 

4.3 Solicitation Amendments. A Solicitation Amendment shall be acknowledged in 

the State’s eProcurement system no later than the Offer due date and time. Failure 

to acknowledge a Solicitation Amendment may result in rejection of the Offer. 

AT&T Response: 

AT&T understands and will comply. 

 

4.4 Offer Amendment or Withdrawal. An Offer may not be amended or withdrawn 

after the Offer due date and time except as otherwise provided under applicable 

law. 

AT&T Response: 

AT&T will hold the prices quoted for a period of 90 days and will endeavor to extend 

this period to the length of time as requested by this document. 
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4.5 Confidential Information. If an Offeror believes that any portion of an Offer, 

protest, or correspondence contains a trade secret or other proprietary information, 

the Offeror shall clearly designate the trade secret and other proprietary 

information, using the term “confidential.” An Offeror shall provide a statement 

detailing the reasons why the information should not be disclosed including the 

specific harm or prejudice that may arise upon disclosure. The Procurement 

Officer shall review all requests for confidentiality and provide a written 

determination. Until a written determination is made, a Procurement Officer shall 

not disclose information designated as confidential except to those individuals 

deemed to have a legitimate State interest. In the event the Procurement Officer 

denies the request for confidentiality, the Offeror may appeal the determination to 

the State Procurement Administrator within the time specified in the written 

determination. Contract terms and conditions, pricing, and information generally 

available to the public are not considered confidential information. 

AT&T Response: 

AT&T understands. 

 

4.6 Public Record. All Offers submitted and opened are public records and must be 

retained by the State for six years. Offers shall be open and available to public 

inspection through the State’s eProcurement system after Contract award, except 

for such Offers deemed to be confidential by the State. 

AT&T Response: 

AT&T understands. 

 

4.7 Non-collusion, Employment, and Services. By signing the Offer and Acceptance 

form or other official contract form, the Offeror certifies that: 

4.7.1 The Offeror did not engage in collusion or other anti-competitive practices in 

connection with the preparation or submission of its Offer; and 

4.7.2 The Offeror does not discriminate against any employee or applicant for 

employment or person to whom it provides services because of race, color, 

religion, sex, national origin, or disability, and that it complies with an applicable 

federal, state and local laws and executive orders regarding employment. 
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AT&T Response: 

AT&T understands and complies. 

 

5. Evaluation 

5.1 Unit Price Prevails. In the case of discrepancy between the unit price or rate and 

the extension of that unit price or rate, the unit price or rate shall govern. 

AT&T Response: 

AT&T understands. 

 

5.2 Taxes. If the products and/or services specified require transaction privilege or 

use taxes, they shall be described and itemized separately on the Offer. Arizona 

transaction privilege and use taxes shall not be considered for evaluation. 

AT&T Response: 

All terms and conditions relating to payment of taxes shall be as set forth in the Proposed 

Contract Documents, in particular the Pricing Schedule(s) and Section 4 (“Pricing and 

Billing”) of the Unified Agreement and all subsections thereto. 

 

5.3 Prompt Payment Discount. Prompt payment discounts of thirty (30) days or more 

set forth in an Offer shall be deducted from the Offer for the purpose of 

evaluating that price. 

AT&T Response: 

AT&T understands. 

 

5.4 Late Offers. An Offer submitted after the exact Offer due date and time shall be 

rejected. 

AT&T Response: 

AT&T understands. 
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5.5 Disqualifications. An Offeror (including each of its principals) who is currently 

debarred, suspended or otherwise lawfully prohibited from any public 

procurement activity shall have its Offer rejected. 

AT&T Response: 

AT&T understands. 

 

5.6 Offer Acceptance Period. An Offeror submitting an Offer under the Solicitation 

shall hold its Offer open for the number of days from the Offer due date that is 

stated in the Solicitation. If the Solicitation does not specifically state a number of 

days for Offer acceptance, the number of days shall be one hundred twenty (120). 

If a Best and Final Offer is requested pursuant to a Request for Proposals, an 

Offeror shall hold its Offer open for one hundred twenty (120) days from the Best 

and Final Offer due date. 

AT&T Response: 

AT&T will hold the prices quoted for a period of 90 days and will endeavor to extend 

this period to the length of time as requested by this document. 

 

5.7 Waiver and Rejection Rights. Notwithstanding any other provision of the 

Solicitation, the State reserves the right to: 

5.7.1 Waive any minor informality; 

5.7.2 Reject any and all Offers or portions thereof; or 

5.7.3 Cancel the Solicitation. 

AT&T Response: 

AT&T understands. 

 

6. Award 

6.1 Number of Types of Awards. The State reserves the right to make multiple 

awards or to award a Contract by individual line items or alternatives, by group of 
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line items or alternatives, or to make an aggregate award, or regional awards, 

whichever is most advantageous to the State. 

AT&T Response: 

AT&T understands. 

 

6.2 Contract Inception. An Offer does not constitute a Contract nor does it confer any 

rights on the Offeror to the award of a Contract. A Contract is not created until the 

Offer is accepted in writing by the Procurement Officer’s signature on the Offer 

and Acceptance form. A notice of award or of the intent to award shall not 

constitute acceptance of the Offer. 

AT&T Response: 

AT&T understands. 

 

6.3 Effective Date. The effective date of the Contract shall be the date that the 

Procurement Officer signs the Offer and Acceptance form or other official 

contract form, unless another date is specifically stated in the Contract. 

AT&T Response: 

AT&T understands. 

 

7. Protests 

A protest shall comply with and be resolved according to Arizona Revised Statutes Title 

41, Chapter 23, Article 9 and rules adopted thereunder. Protests shall be in writing and be 

filed with both the Procurement Officer of the purchasing agency and with the State 

Procurement Administrator. A protest of the Solicitation shall be received by the 

Procurement Officer before the Offer due date. A protest of a proposed award or of an 

award shall be filed within ten (10) days after the Procurement Officer makes the 

procurement file available for public inspection. A protest shall include: 

1. The name, address, email address and telephone number of the interested 

party; 

2. The signature of the interested party or its representative; 
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3. Identification of the purchasing agency and the Solicitation or Contract 

number; 

4. A detailed statement of the legal and factual grounds of the protest including 

copies of relevant documents; and 

5. The form of relief requested. 

AT&T Response: 

AT&T understands. 

 

8. Comments Welcome 

The State Procurement Office periodically reviews the Uniform Instructions to Offerors 

and welcomes any comments you may have. Please submit your comments to: State 

Procurement Administrator, State Procurement Office, 100 North 15th Avenue, Suite 

201, Phoenix, Arizona, 85007. 
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OFFEROR QUESTIONNAIRE 

1. Cost Proposal: 

Scenarios. Offerors are required to select and describe, as requested, all of the following 

scenarios for which they have provided firm fixed pricing for services described within 

Attachment II, failure to do so will result in an Offeror being deemed non responsive. 

Each scenario has intentionally been left without a service address as well as a county, 

as to not hinder an Offeror from responding based on the areas in which they provide 

service. Offerors are to state within their response to each scenario which county they 

are going to provide the service for within the Scenario so that it can be cross referenced 

with Attachment II. 

Each scenario response shall have the following data provided: 

County to provide the scenario service; 

Corresponding Arizona Service ID as identified within Attachment II; 

MRC, if applicable to the service requested within the scenarios chosen; and 

NRC, if applicable to the service requested within the scenarios chosen. 

1.1.1 Scenario One: Analog Line 

Service requested: One (1) analog voice line with three features (transfer, call 

forward, and caller ID). Include cost to extend past demarcation point to customer 

provided location. 

1.1.2  Scenario Two: Metro Ethernet. 

Service requested: Metro Ethernet for 20Mbs Access with minimum 2Mbs 

CoS/QoS. 

AT&T Response: 
 

Opt-E-WAN Service for Maricopa County 

AZ Service ID AZCN-00358     MRC – ICB      NRC – ICB 
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1.1.3 Scenario Three: MPLS or equivalent 

Service Requested: MPLS or equivalent, Bandwidth 3Mbps. Include cost to 

extend past demarcation point. 

AT&T Response: 
AT&T VPN MPLS Service (AVPN) for Pinal County 

MPLS DS1 Transport, VPN Port and AT&T Managed Router 3.088 Mbps 

AZ Service ID AZCN-00164 MRC – $698.20  (0 Miles)       

            NRC – Waived but see note on Special Construction 

Basic Inside Wire (BIWi) is available solely in support of a new installation to connect 

AT&T Managed CPE to the interface point at which the local access circuit terminates. 

Availability of BIWi will be determined by AT&T based upon a review of information 

supplied by customer in the Site survey. BIWi is not available to support a move at an 

existing site, to implement a demarcation extension or to support wiring for other 

Features (e.g., ISDN backup, out-of-band management analog lines). BIWi is available 

only at sites located in the United States (except Alaska, Hawaii and US territories) 

where the local access demarcation point is located inside the same physical premises as 

the AT&T Managed CPE. 

BIWi provides up to 300 feet of Category 5 (CAT5) cable supporting access speed of 

Fractional T1, T1 and NXT1, as well as twisted pair cabling for Ethernet extensions, 

cable, and jacks. BIWi provides termination and labels at both ends of the installed cable 

at the installed jacks as well as continuity testing. BIWi provides installation of all 

necessary cable at the Site on a single floor, including as necessary, cable pull: 

(a) through the support structure of a suspended ceiling if that ceiling does not 

exceed a height of twelve (12) feet; 

(b) through the interior portion of a wall, if no holes are required to be drilled in 

order to pull through the cables, or 

(c) through empty (or pull string equipped) conduit existing at the Site. 

BIWi does not include: core drilling, fire-stopping, installation of surface raceway or 

conduit, or use of mechanical lifts or scaffolding, cable runs that exceed three hundred 

(300) feet from the local access demarcation point, removal and/or replacement of 

interlocking ceiling tiles, or installing or painting of backboards. 

There is no charge for this feature. AT&T transfers title to any cable or wire installed 

(and any associated equipment installed with the cable or wire) to customer upon 
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completion and turnover of the inside wire. Customer is responsible for all maintenance, 

repair, replacement and moves of all inside wiring after completion of continuity testing 

by AT&T. 

BIWi is not available at sites where customer has selected the Customer Self-Installation 

option. 

 

1.1.4 Scenario Four: PSALI Request 

Service requested: PSALI added to existing DID ranges (XXX)XXX-5780 thru 

5999 And (XXX)XXX- 7000 thru 9999. That is a total of 3,220 DID’s. 

1.1.5 Scenario Five: MPLS with Ethernet Port service or equivalent 

Service requested: MPLS Transport w/ Ethernet Port service at minimum line rate 

of 150 Mbps 

1.1.6 Scenario Six: Stand Alone Internet Access service 

Service requested: Stand Alone Internet Access with bandwidth of 50 Mbps 

download and 10 Mbps upload (must be provided with bundled DSL modem or 

Cable modem) 

1.1.7 Scenario Seven: Service requested: High speed Internet Access service from 

Internet Point-of-Presence to customer location with bandwidth of 1Gbps. (Describe the 

transport and access service proposed)  

AT&T Response: 
 

AT&T Managed Internet Service (MIS) “Flat Rate” for Pima County 

Ethernet Transport, MIS Port and AT&T Managed Router 1 Gbps 

AZ Service ID AZIA-0084     MRC – $25,817.40       

            NRC – Waived but see note on Special Construction 

1.1.8 Scenario Eight: Managed WiFi Access-Point service 

Service requested: Managed WiFi Access-Point service with 100 Mbps 

Download and 10 Mbps upload "Best Efforts" Internet connection 
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AT&T Response: 

A 100 mbps internet connection with managed WIFI for Maricopa County. 

MIS Internet Ethernet Access, Port, Customer Router 

AZ Service ID AZIA-00106    $4,255.32 

Managed WIFI Service AWS Medium 

AZ Service ID AZWF-00033    $1,352.00 

Total MRC:      $5,607.32 

 

1.1.9 Scenario Nine: PRI 

Service requested: Two (2) PRI that will terminate on existing DS3 with 20 

DID, 2B Call Transfer, N12, and 10 digit dialing. Include cost to extend past 

demarcation point. 

1.1.10 Scenario Ten: Fiber Lease service: 

Service requested: Lease of one dedicated pair of dark fiber, configured as a ring 

comprised a set of point-to-point routes, This ring will consist of 5 locations; 

the provider’s point-of-presence (PoP) [location, A] and four customer 

locations (B,C,D,E). Locations A to B are connected by two 1-mile physically 

diverse routes of existing fiber. Location B to C, C to D, D to E, and E to B are 

each 5 mile point-to-point routes. Assume that all routes except A to B will 

require new fiber construction. Provide estimated conceptual Lease NRC and 

Lease and Maintenance MRCs and desired contract terms to be negotiated. 

Conceptual pricing shall include any provider assumptions with regard to 

demand aggregation Note fiber services are assumed by the state to be offered 

under Infrastructure expansion terms. 

1.1.11 Scenario Eleven: Regional transport network. Provide estimated conceptual 

Lease NRC and Lease and Maintenance MRCs and desired contract terms to be 

negotiated. Conceptual pricing shall include any provider assumptions with regard 

to demand aggregation. 

Service requested: Three Node Off-Net MPLS Ethernet Port Network Bundled 

with VPN Access, Managed Router and MPLS Transport Service at Minimum 

Line Rate of 10 Gbps between each node. Each Node and its managed router is 
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located at a customer location in a separate community. Each community is 

separated from the nearest other community by an average distance of 30 miles. 

2. Method of Approach 

The Offeror shall provide a narrative response to each question that demonstrates the 

understanding of the Scope of Work and describes your company’s overall method of 

approach for providing the services stated in this solicitation. Within the Offeror’s 

response, the narrative shall include: 

2.1 E-Rate. Offeror shall provide the following information in response to this Request 

for Proposal to be considered for future business with E-Rate Eligible Entities. If 

Offeror is choosing not to do business with E-Rate Eligible Entities for the 

duration on a resultant contract, please state that in lieu of providing the number 

requested below. 

Service Provider Identification Number (SPIN):____________________________ 

AT&T Response: 

AT&T Corp. SLD SPIN specific to this RFP is 143001192. Evidence of AT&T Corp.’s 

most recent Service Provider Annual Certification Form can be found at the following 

link: http://www.sl.universalservice.org/ServiceProvider/SPAC_Search.asp 

Please see proof of AT&T Corp. Green Light Snapshot below.  

 

http://www.sl.universalservice.org/ServiceProvider/SPAC_Search.asp
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Southwestern Bell Telephone Company SLD SPIN specific to this RFP is 143004662. 

Evidence of Southwestern Bell Telephone Company’s most recent Service Provider 

Annual Certification Form can be found at the following link: 

http://www.sl.universalservice.org/ServiceProvider/SPAC_Search.asp 

SBC Telecom, Inc. Greenlight Snapshot 

http://www.sl.universalservice.org/ServiceProvider/SPAC_Search.asp
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AT&T Mobility Greenlight Snapshot 

 

 

2.2 Categories to be offered by County. Offeror shall confirm in writing, utilizing the 

table provided below, which of the five (5) categories they want to be considered 

for award. Within each cell please state one of the following responses: 

2.2.1 Yes. Meaning that the Offeror will provide this selected category to the entire 

county. 

AT&T Response: 

Yes, added to all counties in Categories 1,2,3,4 and No Bid in all counties for Category 5. 
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2.2.2 Yes w/exception. Meaning that the Offeror will only provide this selected 

category to certain cities. If this is a chosen response by the Offeror shall 

complete the table in section 2.3. 

2.2.3 No Bid. Meaning that the Offeror will not provide this selected category within 

the specific county. 

AT&T Response: 

County Category 1 

Circuits & 
Networks 

Category 2 

Voice 
Services 

Category 3 

WiFi 

Category 4 

Internet 
Services 

Category 5 

Fiber 
Services 

Apache County      

Cochise County      

Coconino County      

Gila County      

Graham County      

Greenlee County      

La Paz County      

Maricopa County      

Mohave County      

Navajo County      

Pima County      

Pinal County      

Santa Cruz County      

Yavapai County      

Yuma County      

 

2.3 Excluded Cities Serviced by County. Offeror shall confirm in writing, utilizing 

the table provided below, which jurisdictions cannot be services within a specific county 

in which they have selected to be considered for award in the above table 

County Specific jurisdiction excluded 

Apache County  

Cochise County  

Coconino County  

Gila County  

Graham County  

Greenlee County  

La Paz County  
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County Specific jurisdiction excluded 

Maricopa County  

Mohave County  

Navajo County  

Pima County  

Pinal County  

Santa Cruz County  

Yavapai County  

Yuma County  

 

2.4 Compliance to Requested Services by Category: Any exceptions taken but not 

documented as instructed below will be deemed invalid and will not be 

considered. 

The Offeror has read, understands and shall comply with all Services requested 

within Section 4 of the Scope of Work within this Request for Proposal. Offerors 

that accept the States requests shall check YES to clearly indicate their 

acceptance. Offerors who take exceptions shall check NO, and clearly indicate the 

exception according to the instructions below. 

 YES, I acknowledge that I have read and understand the requested services to be 

provided within each category in which my firm is bidding, my Firm shall comply 

by providing all with in any resultant contract. 

X NO,  acknowledge that I have read and understand the requested services to be 

provided within each category in which my firm is bidding, my Firm shall comply 

with the exceptions listed below. 

Exceptions (If checked NO) 

2.4.1 Offerors that take exception to any requested services shall justify their exception 

as well as propose alternate language for the State’s consideration. Exceptions 

shall be within a separate document appropriately titled “Service Exceptions” and 

contain the paragraph number from the Scope of Work, rationale for exception 

and the proposed alternate language. Additional pages may be added as long as all 

exceptions are submitted as one document. Any exceptions not contained and 

submitted on this form or attached document shall not be reviewed or contained in 

any resultant contract. 
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AT&T Response: 

AT&T understands. 

 

2.4.2 Please note that exceptions taken to the Requirements described in the Scope of 

Work, the Instructions, or the Terms and Conditions of this solicitation may 

negatively affect the final evaluation score of the Offer. Both the number of 

exceptions and the severity of the exceptions can affect your score and may result 

in your Offer deemed non-responsive for this solicitation. 

AT&T Response: 

AT&T understands. 

 

2.5 Expanding Geographic Availability for Tariffed and Non-Tariffed carrier 

telecommunication Services. Offerors who are registered CLEC’s shall identify 

their strategy for establishing agreements with ILEC’s in areas open to 

competition as defined by the Arizona Corporation Commission necessary to 

provide end- to-end service in these area. Agreements shall be in effect at 

Contract award, if not already in place. If Offeror is not a CLEC, please state so 

as your Firm’s response to this question. 

AT&T Response: 

AT&T CLEC is the competitive carrier division of AT&T, Inc. AT&T’s CLEC 

operations are a combination of the old AT&T CLEC, Teleport Communications Group 

and SBC Telecom, the out-of-region CLEC division of SBC. AT&T's CLEC business 

moved the company from its clearly defined ILEC service territory into direct 

competition with incumbent providers throughout the United States, notably Qwest and 

Verizon. AT&T's entrance into out-of-region markets signalled increasing competition in 

major markets nationwide. As an incumbent and competitive provider, AT&T, Inc., is no 

longer geographically limited to markets within its traditional footprint. 

Until 1982, AT&T provided local and long distance services nationwide. The anti-trust 

case that was settled in 1982 split AT&T into seven regional bell operating companies 

(RBOC, also known as 'Baby Bells'). Following the breakup, AT&T maintained its long 

distance business and moved into computer services, while the RBOCs provided local 

exchange service. AT&T re-entered the local telecommunications market with the 1998 

acquisition of TelePort Communications Group (TCG). TCG was the one of the first 

competitive local telecommunications providers; Teleport Communications-New York, 
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the flagship operation for TCG, was formed in 1984. One year later, the company began 

providing private line and other dedicated access services. The $11.3 billion acquisition 

gave AT&T local presence in 66 markets in 28 states and added 13,000 buildings to its 

on-net list. AT&T's CLEC operations enable AT&T, Inc., to once again be a nationwide 

provider, competing against other competitive carriers, as well as incumbents such as 

Verizon and Century Link. 

 

2.6 Broadband Expansion. If your Firm is not wishing to participate in the Broadband 

expansion portion of a resultant contract, please state that as your response to this 

question. If your Firm wants to be considered for award within this provision 

please respond to the following questions accordingly. 

AT&T Response: 

AT&T understands and will not participate in the broadband expansion section/category 

6 of the RFP at this time. Based on technological advances and/or expanded capabilities 

and infrastructure, AT&T may add supplemental Geographic Areas to the Contract as 

new service territories and/or service capabilities should they become available. 

While AT&T will not be participating in the broadband expansion and thus cannot make 

any related commitments at this time, AT&T would like the State to note that AT&T has 

a long track record of domestic investment and over the past six years (2008-2013), it has 

invested more in the U.S. economy than any other public company. AT&T’s total 

investment during this time, including acquisitions of spectrum and wireless operations 

totals more than $140 billion. And, as AT&T has publicly stated, it expects to invest 

another $21 billion in capital in 2014. 

AT&T’s investment initiatives include Project Velocity IP (VIP). Through Project VIP, 

AT&T is investing billions to significantly expand the availability of high speed Internet 

across the United States to more Americans. AT&T has also committed to expand and 

enhance the deployment of its wireline and fixed wireless broadband network to 15 

million customer locations in the United States. This commitment includes expansion of 

fixed wireless local loop broadband to 13 million new customer locations, largely in 

underserved, rural locations. 

For more information please see: 

http://about.att.com/story/att_earns_top_spot_on_ppi_us_investment_heroes_ranking_for

_third_straight_year.html 

 

http://about.att.com/story/att_earns_top_spot_on_ppi_us_investment_heroes_ranking_for_third_straight_year.html
http://about.att.com/story/att_earns_top_spot_on_ppi_us_investment_heroes_ranking_for_third_straight_year.html
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2.6.1 Offeror shall provide their five (5) year plan for building new broadband 

infrastructure to and within regions or communities in which the Provider 

currently has no or insufficient broadband infrastructure and for which they intend 

to provide services under this contract. 

AT&T Response: 

Please see 2.6 for information on AT&T's Initiative. 

 

2.6.1.1 Ata minimum the plan shall include the following information: 

2.6.1.1.1 Scope of Work. 

2.6.1.1.2 Key Personnel, with contact information. 

2.6.1.1.3 Responsibilities of Contractor and Customer. 

2.6.1.1.4 Time Line. 

2.6.1.1.5 Installation Cost, broken down by time and material. 

2.6.1.1.6 Final Acceptance, service switched on date. 

AT&T Response: 

Please see 2.6 Response for information on AT&T's Initiative. 

 

2.6.2 Offeror shall provide detailed maps of their current and planned broadband 

infrastructure in KMZ or an equivalent digital format for counties in which they 

intend to offer services under this contract, such maps need not include served 

buildings or any direct or indirect information with regard to served customers. 

AT&T Response: 

If AT&T is selected as your provider of choice under this RFP, AT&T will be happy to 

discuss this issue with the State; but our network maps are confidential and proprietary 

information. Because of both security and confidentiality concerns, we are not able to 

share this information at this time 
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2.6.3 Submit to semi-annual meetings. Offeror shall state their compliance to having 

semi-annual meetings with the State Procurement Office and the ASET-

Broadband department to provide assurance that commercially reasonable 

progress has been accomplished against their submitted infrastructure plans. 

AT&T Response: 

AT&T understands and will comply. 

 

3. Capacity of Offeror: 

The Offeror shall provide a narrative response that describes their ability to provide all 

services stated in this solicitation. Within the Offeror’s response, the narrative 

shall include at a minimum: 

3.1 Overall Company Information. Provide the following as requested: 

3.1.1 Brief overview of business operations, including the Company’s Mission and 

Philosophy Statement; 

AT&T Response: 

Company Overview 

AT&T is bringing it all together for our customers, from revolutionary smartphones to 

next-generation TV and broadband services and sophisticated solutions for multi-

national businesses. 

For more than a century, we have consistently provided innovative, reliable, high-quality 

products and services and excellent customer care. Today, our mission is to connect 

people with their world, everywhere they live and work, and do it better than anyone else. 

We're fulfilling this vision by creating new solutions for consumers and businesses and 

by driving innovation in the communications and entertainment industry. 

We're recognized as one of the leading worldwide providers of IP-based communications 

services to businesses. We also have the nation's most reliable 4G LTE network.* We 

also have the largest international coverage of any U.S. wireless carrier, offering the most 

phones that work in the most countries. AT&T owns and operates more than 34,000 Hot 

Spots at popular locations such as restaurants, bookstores, hotels and more. AT&T 

customers can enjoy access to more than 1 million Hot Spots globally through roaming 

agreements. 
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Our Values 

Deliver the future first 

 Innovate continuously and enable others to do the same. 

 Take intelligent risks and learn from what works. 

 Pursue what hasn't been done. 

 Power innovation to help solve societal challenges. 

Build strong customer relationships 

 Understand what our customers want and deliver it. 

 Ensure we are as valuable to our customers as they are to us. 

 Enable employees to make good decisions for our customers. 

 Solve problems and make things easy. 

 Empower consumers to use technology safely and securely. 

Unleash our human capabilities 

 Care about each other—inside and outside of work. 

 Invest in our people and reward performance. 

 Help employees grow with the business. 

 Value diversity in thought, background, and experience. 

 Encourage community service. 

Operate with integrity and trust 

 Do the right thing. 

 Talk straight and follow through. 

 Safeguard customer and company information. 

 Collaborate to ensure the best ideas rise to the top. 

 Honor decisions and keep commitments. 

 Operate as stewards of the environment. 

 

3.1.2 Date Company was established; 



 RFP #ADSP014-00004241 for  
                                                                          Telecommunications and Broadband Provider 

 

   

 
 

October 7, 2014 
Page 267 

AT&T Proprietary: The information contained herein is for use by 
authorized persons only and is not for general distribution. 

AT&T Response: 

AT&T Corp. was incorporated in the State of New York on March 3, 1885 (128+ years 

ago). 

 

3.1.3 Ownership (public, partnership, subsidiary, etc.); 

AT&T Response: 

AT&T Inc. is a publicly traded corporation. AT&T Corp. is a principal subsidiary of 

AT&T Inc. 

 

3.1.4 Location in where the Offeror is incorporated; 

AT&T Response: 

The AT&T Corp. state of incorporation is New York. 

 

3.1.5 Office location(s) responsible for performance of contract; 

AT&T Response: 

AT&T 

1355 W University Dr. - 3rd Floor 

Mesa, AZ 85201 

 

3.1.6 Offeror’s organizational chart relevant to this RFP, including contact information 

for the individual who is responsible for any clarifications or discussions 

regarding the submitted response; 

AT&T Response: 

AT&T understands and will comply. 

 

 



 RFP #ADSP014-00004241 for  
                                                                          Telecommunications and Broadband Provider 

 

   

 
 

October 7, 2014 
Page 268 

AT&T Proprietary: The information contained herein is for use by 
authorized persons only and is not for general distribution. 

AT&T Account Team Contact Info  September 1, 2014 

     

Last Name First Name Title  Work Number E-mail  

Sobotka Jeff  RFP Contact - State of AZ Acct. Mgr.  602-432-0004 js6491@att.com 

Ramirez Geronimo Mobility Account Manager 602-617-6065 gr2190@att.com 

Boaz Mike Technical Sales Consultant 214-571-7337 mb4516@att.com 

Robinson Manjuel Technical Sales Consultant 214-858-2932 mr5263@att.com 

Stephens Rick Technical Sales Manager 214-536-1758 ds2681@att.com 

Redden Trent Technical Sales Manager 214-364-7632 rr7342@att.com 

Suggs Brad Sales Manager 806-472-1780 bs764N@att.com 

Scherer Mary Sales Center Vice President 512-421-5059 ms9867@att.com 

     

 

3.1.7 Offeror shall document the number of the firm’s technical staff members 

dedicated to new development verses those assigned to support of existing 

applications 

AT&T Response: 

Due to the size of the proposed service offering, AT&T is unable to provide the number 

of technical staff members dedicated to new development verses those assigned to 

support of existing applications. 

 

3.1.8 A Statement of whether, in the last ten (10) years, the Offeror has filed (or had 

filed against it) any bankruptcy or insolvency proceeding, whether voluntary or 

involuntary, or undergone the appointment of a receiver, trustee, or assignee for 

the benefit of creditors, and if so, an explanation providing relevant details; 

AT&T Response: 

AT&T has not undergone any bankruptcy proceeding. 

AT&T has not filed for bankruptcy in the past ten years, nor are we presently involved in 

any bankruptcy proceedings. 

 

3.1.9 A Statement of whether there are any pending Securities Exchange Commission 

investigations involving the Offeror, and if such are pending or in progress, an 

explanation providing relevant details and an attached opinion of counsel as to 
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whether the pending investigation(s) may impair the Offeror’s performance in a 

Contract under this RFP; 

AT&T Response: 

Not to the knowledge of the undersigned. 

We are unaware of any legal action that would impair our ability to meet our obligations 

under any contract. 

 

3.1.10 A Statement documenting all open or pending litigation initiated by the Offeror 

or where the Offeror is a defendant or party in an litigation that may have a 

material impact on Offeror’s ability to deliver the contracted services; 

AT&T Response: 

To the knowledge of the undersigned, no past or current litigation, claim, dispute or any 

other proceeding would prevent AT&T from providing the products and services in 

compliance with our response to this RFP. AT&T is willing to review any specific 

questions or concerns regarding AT&T. 

In the normal course of business, AT&T, like other large companies, may be involved in 

a variety of legal proceedings. 

Our most recent 10-Q, filed with the Securities and Exchange Commission, addresses 

pending litigation in the Other Business Matters section. 

The 10-Q is found in the investor relations section of our website at 

 http://www.att.com/gen/investor-relations?pid=5691 

To the best of our knowledge, there are no suits pending that would materially impair us 

from meeting our obligations or contracted duties. 

 

3.1.11 A Statement documenting all open or pending litigation initiated by the Offeror 

or where the Offeror is a defendant or party in an litigation with a public sector 

client; and 

http://www.att.com/gen/investor-relations?pid=5691
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AT&T Response: 

To the knowledge of the undersigned, AT&T is not involved in any litigation with a 

public sector client which would limit or restrict AT&T from providing the products and 

services in compliance with our response to this RFP. AT&T is willing to review any 

specific questions or concerns regarding AT&T. 

In the normal course of business, AT&T, like other large companies, may be involved in 

a variety of legal proceedings. 

Our most recent 10-Q, filed with the Securities and Exchange Commission, addresses 

pending litigation in the Other Business Matters section. 

The 10-Q is found in the investor relations section of our website at 

 http://www.att.com/gen/investor-relations?pid=5691 

To the best of our knowledge, there are no suits pending that would materially impair us 

from meeting our obligations or contracted duties. 

 

3.1.12 Full disclosure of any public sector contracts terminated for cause or 

convenience in the past five (5) years. 

AT&T Response: 

AT&T is not aware of a public sector contract in which it has been involved that has been 

terminated and which would have any bearing on AT&T’s ability to provide the products 

and services in compliance with our response to this RFP. 

 

3.2 Audited Financials. Offeror shall provide the last two years of audited or 

reviewed financial Statements either has hard copy uploaded PDF documents 

within ProcureAZ at time of submittal or Offeror shall provide the web address 

where the audited financials can be located. 

AT&T Response: 

AT&T is wholly owned subsidiary of AT&T Inc. and a member of the AT&T Inc. family 

of companies. AT&T financial information is consolidated and reported at the AT&T Inc. 

level. 
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The most recent Annual Report for AT&T can be found in the Investor Relations section 

of our website at: http://www.att.com/gen/investor-relations?pid=9186 

AT&T’s most recent 10-K filing with the SEC can be found on the AT&T Investor 

Relations Website at: http://phx.corporate-

ir.net/phoenix.zhtml?c=113088&p=irolsec&control_selectgroup=Annual%20Filings 

Other AT&T financial information can be found on the same Investor Relations Website. 

You can find AT&T’s Investor Relations website at the following link: 

 Investor Relations 

This site contains information about AT&T’s 

 Quarterly earnings 

 Annual reports 

 Investor news 

 Stockholder services 

 Events and presentations 

 Investor contacts 

 Financials/Debt 

 SEC filings 

 

3.3 Subcontracting. If any part of the Offeror’s business is subcontracted please 

identify as requested below: 

3.3.1 Offeror shall list each subcontractor’s name, location, type of service to be 

provided, and the certifications they possess. 

AT&T Response: 

Our subcontractors contractual details are proprietary information. 

 

3.3.2 A description of how the Offeror will monitor and evaluate subcontractor 

performance; and 

http://www.att.com/gen/investor-relations?pid=9186
http://www.att.com/gen/investor-relations?pid=268
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AT&T Response: 

AT&T will monitor and evaluate subcontractor's performance based on the contract terms 

and project requirements. 

AT&T depends on routine status report reviews to help ensure work product of the 

resource is meeting expectations. If a resource does not consistently achieve project and 

task objectives, both the AT&T and State management contacts should be able to 

anticipate the need to make adjustments as necessary. An escalation process and contact 

list will also be provided to the State should an issue abruptly arise that requires 

immediate attention. 

 

3.3.3 The length of the contractual relationship with each proposed subcontractor and 

provide details of future term dates of such contracts. 

AT&T Response: 

Our subcontractors contractual details are proprietary information. 

Subcontractor Name Location Service to Perform Certifications 

    

    

    

    

    

 

3.4 Current Customer Base. The State intends to conduct reference checks for client 

references provided by Offerors. It may, at its sole discretion, contact additional 

clients not presented as references. Offers shall provide at least three (3) client 

references that replicate or mirror the requirements of this RFP. All references 

shall be for engagements received and completed within the last five (5) years. 

The following information shall be provided for references using the table 

structure: 
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Attachment I,  Offeror 
Questionnaire 

 

Reference 
Information 

Client One Client Two Client Three 

Organizatio
n Name 

State of California, 
Department of Technology 
Services 

State of Texas 
Department of Information 
Resources 

Georgia Technology 
Authority 

Type of 
Contract 
Product and 
Services 
Delivered 

Type of Contract: 

Master Services Agreement 
for Voice, Video, and Data 
Services; Long Distance and 
Network Based Services 
(CALNET2-MSA1, 
Agreement #: 5-06-58-20 
(DTS 06E1390) and 
CALNET2 MSA2, 
Agreement #: 5-06-58-21 
(DTS 06E1391)) 

Products and Services: 

MPLS, DS1, DS3, Ethernet, 
SONET Ring/Point-to-Point 
Services, Managed Router 
Services, Frame Relay, 
ATM, Local and Long 
Distance Voice services, Toll 
Free services, Contact 
Center Services, Internet 
Services, CPE, Professional 
Services, Video 
Conferencing, Audio 
Conferencing, Net 
Conferencing. 

Internet, Data, Long 
Distance, Small 
Office/Home Office 
(SOHO), Local Voice, 
Metro Ethernet, Voice 
Over IP (VOIP) 

Master Agreement that 
covers multiple products 
including: Managed 
IPS/IDS, ePIP, DDoS 
Defense, Custom Managed 
Network-Based Firewall and 
Managed SSL VPN security 

Contact 
Name, 
Mailing 
Address, 
Phone 
Number and 
E-mail 
Address 

Renato Peruzzi 

P.O. Box 1810 

MS 304 

Rancho Cordova, CA 95741-
1810 

916-657-9209 

Renato.Peruzzi@state.ca.go
v 

Sherri Parks 

1001 North Loop Blvd. 

Austin, TX 78754 

512 463-3580 

sherri.parks@dir.texas.go

v 

Chris McClendon 

47 Trinity Avenue S.W. 

Atlanta, Georgia 30334 

404-656-9429 

chris.mcclendon@gta.ga.go
v 

Contract 
State and 
End Date 

Active contract, end date = 
1/30/2016 

Contract Active. End date 
7/1/2016 (Options to 
extend remain) 

Active Contract, 

Expires 6/30/15 

mailto:sherri.parks@dir.texas.gov
mailto:sherri.parks@dir.texas.gov
mailto:chris.mcclendon@gta.ga.gov
mailto:chris.mcclendon@gta.ga.gov
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Reference 
Information 

Client One Client Two Client Three 

Contract 
Value 

$2.3B TCV $80M $350M 
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Attachment II ,  Pricing Structure 

Please note: This Attachment, “Attachment II, Pricing Structure”, is a separate document 

found within ProcureAZ as an .xls document. 

AT&T Response: 

Please see AT&T Attachment II, Pricing Structure workbook. 
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AT&T Attachments 

Services Exceptions for the State of Arizona 

USAC 470 Application 

01A – AT&T Exhibits and Pricing ZIP folder  
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Service Exceptions  

Notwithstanding anything contained in this RFP to the contrary, AT&T Corp., on behalf 

of itself and its service-providing affiliates, (“AT&T”) submits this RFP response (the 

“Response”) subject to the provisions of this Response and the terms and conditions 

contained in the attached Unified Agreement (the “Unified Agreement”), corresponding 

Pricing Schedule(s), the E-Rate Rider and any associated transaction-specific documents 

to be entered into between the State of Arizona (“Customer”) and AT&T (collectively the 

“Proposed Contract Documents”), copies of which are attached to this Response.  Pricing 

set forth in the Response assumes the use of the Proposed Contract Documents as the 

fundamental contractual document between the parties.  In that regard, please note that 

AT&T takes a general exception to the terms and conditions contained within or 

referenced to in this RFP document.  This exception is taken regardless of whether 

AT&T has specifically referenced the Proposed Contract Documents in response to any 

individual provision in the RFP. 

While submission of this proposal does not obligate either party to enter a contract of any 

kind, upon being selected as your vendor under this RFP, AT&T will work cooperatively 

to negotiate provisions required for compliance with the RFP as responded to by AT&T.  

The pricing submitted in the Response assumes the use of the Proposed Contract 

Documents as part of any final, negotiated contract.  Additionally, any purchase orders 

issued for services as provided under this RFP must clearly provide that the purchase is 

made via the mutually agreed contract and not subject to the preprinted terms of that 

purchase order form. 

Any third-party software used with the Services (as defined in the Proposed Contract 

Documents) will be governed by the written terms and conditions of the third-party 

software supplier’s software license documentation applicable to such software.  Title to 

software remains with AT&T or its supplier.  Customer as the licensee will be bound to 

all such terms and conditions, and they shall take precedence over any agreement 

between the parties as relating to such software.  

It is AT&T’s goal to provide the best communications services at the best value for all of 

our customers using the highest ethical and legal standards. Given the long and successful 

history of AT&T, we are confident this will be a successful contracting process, leading 

to a successful project performance. 

ARRA Disclaimer: To the extent any portion of this project may be funded in whole or 

in part with grants, loans or payments made pursuant to the American Recovery and 
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Reinvestment Act of 2009 ("ARRA"), AT&T and the Customer will need to reach mutual 

agreement on AT&T’s participation. 

Proposal Validity Period—The information and pricing contained in this proposal is valid 

for a period of 90 days from the date written on the proposal cover page or until the E-

rate filing window closes for the upcoming E-rate Funding year, whichever occurs later, 

unless rescinded or extended in writing by AT&T. 

Terms and Conditions—Unless otherwise stated herein, this proposal is conditioned upon 

negotiation of mutually acceptable terms and conditions. 

Proposal Pricing—Pricing proposed herein is based upon the specific product/service mix 

and locations outlined in this proposal, and is subject to AT&T’s standard terms and 

conditions for those products and services and the AT&T E-rate Rider unless otherwise 

stated herein. Any changes or variations in the standard terms and conditions, the 

products/services, length of term, locations, and/or design described herein may result in 

different pricing. 

Providers of Service—Subsidiaries and affiliates of AT&T Inc. provide products and 

services under the AT&T brand.  

Copyright Notice and Statement of Confidentiality—© 2014 AT&T Intellectual Property. 

All rights reserved. AT&T, AT&T logo, and all other marks contained herein are 

trademarks of AT&T Intellectual Property and/or AT&T affiliated companies. All other 

marks contained herein are the property of their respective owners.  The contents of this 

document are unpublished, proprietary, and confidential and may not be copied, 

disclosed, or used, in whole or in part, without the express written permission of AT&T 

Intellectual Property or affiliated companies, except to the extent required by law and 

insofar as is reasonably necessary in order to review and evaluate the information 

contained herein. 

Broadband Internet Access—For information about AT&T’s broadband Internet access 

services, please visit www.att.com/broadbandinfo. 

End User Equipment—Beginning with funding year 2015, E-rate recipients must cost 

allocate non-ancillary ineligible components that are bundled with eligible products or 

services, including those end user device components that previously would  have fallen 

within the scope of components not requiring cost allocation as described in the 2010 

Clarification Order. Cost allocations are the responsibility of E-rate Applicants. When 

AT&T provides an AT&T Mobility voice and data bundled plan, applicants can use 49% 

for voice and 51% for data in their cost allocations. For additional information, reference 

USAC /SLD website @ http://www.usac.org/sl/ and Cost Allocation Guidelines for 

Services @ http://www.usac.org/sl/applicants/beforeyoubegin/eligible-services/cost-

allocations.aspx. Equipment availability and pricing is subject to change based on when 

plans are activated. 

Disclaimer - For purposes of this Proposal, the identification of certain services as 

“eligible” or "non-eligible" for Universal Service (“E-Rate”) funding is not dispositive, 

http://www.att.com/broadbandinfo
http://www.usac.org/sl/
http://www.usac.org/sl/applicants/beforeyoubegin/eligible-services/cost-allocations.aspx
http://www.usac.org/sl/applicants/beforeyoubegin/eligible-services/cost-allocations.aspx
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nor does it suggest that this or any other services in this Proposal will be deemed eligible 

for such funding. Any conclusions regarding the eligibility of services for E-Rate funding 

must be based on several factors, many of which have yet to be determined relative to the 

proposed services and equipment described herein.  Such factors will include, without 

limitation, the ultimate design configuration of the network, the specific products and 

services provisioned to operate the network, the type of Customer and whether the 

services are used for eligible educational purposes. In its proposal, AT&T will take 

guidance from the "Eligible Services List" and the specific sections on product and 

service eligibility on the Schools and Libraries Division (“SLD”) of the Universal Service 

Administrative Company (“USAC”) website www.usac.org/sl .  This site provides a 

current listing of eligible products and services, as well as conditionally eligible and 

ineligible services.  This guidance notwithstanding, the final determination of eligibility 

will be made by the SLD after a review of District’s E-Rate application for this proposal. 

If AT&T is awarded the bid for this project, AT&T will assist District with information 

relative to the functionality of the services and products which comprise the network. 

Nevertheless, the responsibility for the E-Rate application is with District.  AT&T is not 

responsible for the outcome of the SLD's decision on these matters.  

Southwestern Bell Telephone Company SLD SPIN specific to this RFP is 143004662.  

Evidence of Southwestern Bell Telephone Company’s most recent Service Provider 

Annual Certification Form can be found at the following link:  

http://www.sl.universalservice.org/ServiceProvider/SPAC_Search.asp. 

 

Proof of green-light status is attached hereto. (See Appendix for Greenlight Status) 

  

http://www.usac.org/sl
http://www.sl.universalservice.org/ServiceProvider/SPAC_Search.asp
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Scope Of Work 

2. BACKGROUND 

The State currently holds nine (9) contracts for Telecommunication Carrier Services. 

Within these contracts a customer is able to obtain carrier services through a limited 

technology base. It is the intent of the State to widen  the technologies and related 

services that are available for purchase by all eligible State customers from both 

traditional telecommunication carriers as well as broadband service providers to better 

serve the State of Arizona as a whole. 

This contract will be utilized by two specific customer bases: 

Primary Customers: Defined as all State Agencies, Boards and Commissions. These 

customers are required to be compliant with AZNet standards. The executive branch of 

the State has outsourced the management of its telecommunications infrastructure from a 

fragmented agency-centric model to a new enterprise network. Under this structure the 

State government has consolidated the purchasing power of all Executive Branch 

Agencies. At the direction of the State, AZNet has aggregated executive branch 

purchasing across the State. 

Other Customers: Defined as customers who have membership in the State Purchasing 

Cooperative (specifically, all Arizona political subdivisions including, counties, cities, 

school districts and special districts.) Membership is also available to all non-profit 

organizations, as well as State governments, the US Federal Government and Tribal 

Nations or any other consortium of entities eligible to purchase under this contract. 

AT&T Response: 
AT&T is certainly willing to entertain the opportunity to provision to other entities.  

However, AT&T would need to know information including, but not limited to, which 

entities were being considered, how the billing and collection would work (e.g., who 

would ultimately be responsible for payment), any credit issues, and what services were 

involved.  Once AT&T understood the details, AT&T would consider this opportunity. 

6. BROAD BAND EXPANSION PROVISION 

The state seeks to encourage the building and expansion of new broadband infrastructure 

by encouraging Providers to work aggressively and strategically with communities and 

anchor institutions in those communities in underserved areas of the State to coordinate 

the aggregation of demand and the coordinated purchase of new and expanded high 
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capacity broadband services especially in underserved rural communities and counties in 

the state. 

6.1.3 Consortia/ Group Buying. Eligible ‘Other Customers’, as defined in Section 2, 

Background, are allowed to create new consortia with or without the 

participation of Primary Customers, also defined in Section 2, Background, to 

increase their buying power for services and to enhance the likelihood of new 

infrastructure investments being made by Carriers and Broadband Providers. 

AT&T Response: 

AT&T is certainly willing to entertain the opportunity to provision to other entities.  

However, AT&T would need to know information including, but not limited to, which 

entities were being considered, how the billing and collection would work (e.g., who 

would ultimately be responsible for payment), any credit issues, and what services were 

involved. Once AT&T understood the details, AT&T would consider this opportunity 

7. SERVICE LEVEL GUARANTEES 

7.1 Service Level Agreements (SLAs) 

7.1.1 SLAs are required when establishing service for applicable products. 

7.1.2 The customer shall negotiate SLAs directly with the carriers and providers 

when establishing requested service. 

AT&T Response: 

In response to Section 7 and all subsections thereto, AT&T is bidding its standard Service 

Level Agreements (SLAs) for its products and services which are available for review at 

http://www.att.com/gen/public-affairs?pid=11970039  

7.2.5 Restore and Response tracking: 

7.2.5.3.1 If the carrier or provider closes the repair ticket before confirmation has been 

provided by the customer and is required to open a new ticket, the restoration 

and response time shall not be restarted, rather merged with the original 

outage notification. 

http://www.att.com/gen/public-affairs?pid=11970
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AT&T Response: 

As set forth above, AT&T’s proposal, and all pricing contained therein, is in accordance 

with the Proposed Contract Documents serving as the underlying agreement between 

AT&T and the Customer.  Service Levels for all Services proposed herein can be found 

at att.com/servicepublications.   

8. PROCESS FOR ESTABLISHING SERVICES: 

8.1 Establishing Service for State Agencies, Boards and Commissions exclusively, 

please reference Exhibit B for the State of Arizona WAN Strategy Diagram: 

8.1.1 Quote Process. The most current version of 10.5 AZNet II – RFI Carrier 

Order Process Guide can be found at https://aset.az.gov/aznet-ii-arizona-

network. 

8.1.1.1 Customer is required to open a Request for Information (RFI) ticket for 

requested Carrier products and services. 

8.1.1.1.1 Within this request the Customer shall provide the ‘AZ Service ID’ found 

within Attachment II, Pricing Structure. 

8.1.2 Ordering Process. The most current version of 10.6 AZNet II – MAC Project 

Carrier Order Process Guide can be found at http://aset.azdoa.gov/aznet-ii. 

8.2 Establishing Service for ‘Other Customers’: 

As Eligible ‘Other Customers’ these customers are not required to follow the State 

of Arizona ASET requirements, nor are their networks and infrastructures managed 

by the State ASET department. As such, the customers may require the Contractor 

to assist in Order preparation by providing necessary product and services 

descriptions, operating parameters, and interface information. Contractor shall 

provide this assistance at no additional cost to the Customer. 

8.2.2 Ordering Process. 

8.2.2.1 Purchase Order Issued. Purchase Orders shall be in accordance with the 

requirements set forth herein. 

https://aset.az.gov/aznet-ii-arizona-network
https://aset.az.gov/aznet-ii-arizona-network
http://aset.azdoa.gov/aznet-ii
http://aset.azdoa.gov/aznet-ii
http://aset.azdoa.gov/aznet-ii
http://aset.azdoa.gov/aznet-ii
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AT&T Response: 

Should the parties agree that the method of purchase for any products/services provided 

under this RFP shall be via Customer’s purchase order, such purchase orders must clearly 

provide that the purchase is made pursuant to the mutually agreed contract documents 

and is not subject to the preprinted terms of that purchase order form. 

8.2.2.5 Order Implementation. Contractor shall be responsible for and shall minimize 

the impact of any transition between the Customer’s incumbent service 

providers and the Contractor. Contractor shall inform the Customer of all 

Customer responsibilities throughout service implementation. In general, 

Order implementation shall not exceed ninety (90) days but shorter or longer 

timeframes may be negotiated between the Customer and the Contractor on a 

case by case basis. Contractor shall be responsible for all billing variations 

incurred during an unsuccessful service implementation. For example, new 

rates are not applied correctly or telephone numbers are not recognized in 

database, etc. 

AT&T Response: 

Because this solicitation requests multiple products and services, AT&T will endeavor to 

meet but cannot contractually commit to an implementation of 90 days or less.  AT&T 

will install, implement and cutover the system components called for in the agreed 

specifications as outlined in the Proposed Contract Documents and in a manner mutually 

agreed to by the parties. 

8.3 Additional Provisions regarding Service Establishment for both Primary and Other 

customers: 

8.3.1.2 Acceptance Testing of all Major Services Implementation. Upon notification 

of completion of Contractor testing, Customer shall commence its Acceptance 

Testing Period of 30 calendar days for compliance with Services performance 

requirements. In the event of apparent failure to meet any performance 

requirements or standards during any Acceptance Testing Period, it is not 

required that one 30-day period expire in order for another Acceptance 

Testing Period to begin. Furthermore, if, during any Acceptance Testing 

Period, Customer identifies Service Affecting deficiencies, it shall be at 

Customer's option if another 30-day Acceptance Testing Period is required 

after Contractor satisfactorily corrects such deficiencies. Customer’s standard 

of performance shall be met when the Services operates in conformance with 

the SLA requirements during its operational-use-time for a period of 30 
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consecutive calendar days from the commencement date of the Performance 

Period. If Customer identifies Service Affecting deficiencies, during the 

Performance Period, Customer shall promptly notify Contractor in writing of 

such deficiencies. Contractor shall correct these deficiencies in a timely and 

satisfactory manner and shall notify Customer in writing when deficiencies 

are corrected. Customer shall make every effort to assist Contractor in the 

resolution of all deficiencies but the responsibility ultimately resides with 

Contractor. Promptly upon successful completion of the Performance Period, 

Customer may notify Contractor in writing that the Performance Period is 

now complete. Contractor's receipt of Customer's letter shall prompt the 

execution of the Final Services Acceptance Document. If the Performance 

Period Acceptance Testing is not completed within 90 calendar days of the 

Contractor's CSO Initiation date, Customer shall have the option of 

terminating the CSO, without penalty or of authorizing Contractor in writing 

of an extension of the Performance Period deadline. Customer's option to 

terminate the CSO shall remain in effect until such time as successful 

completion of the service performance requirements is attained. 

AT&T Response: 

For clarification, and in response to Section 8.3 above and all subsections thereto, AT&T 

will provide services and, as appropriate, install, implement and cutover the system 

components called for in the agreed specifications for final acceptance by the State.  The 

services and components provided will operate in accordance with the manufacturer’s 

specifications, the RFP specifications as responded to by AT&T and the agreement of the 

parties.  When the work and components specified in this Response complete 

manufacturer-recommended test protocols, acceptance occurs.  

All other terms and conditions relating to inspection and acceptance shall be as set forth 

in the Proposed Contract Documents. 

8.3.2 Order Modifications and Cancellations: 

8.3.2.2 Modifications or Cancellations after Order Acceptance:  

Customer may modify or cancel an Order after Order acceptance. Contractors 

may modify Orders as authorized by the Customer. Modifications or 

cancellations shall be executed in writing or electronically. Any unauthorized 

modification or cancellation by Contractor shall constitute  a material breach 

of the Contract and, at the Customer’s option, cause the Order to  be  void. 

Customer liability for modifications or cancellation made after Offer 
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acceptance shall be limited to the full cost of all non-recoverable expenses, 

including any special construction charges, caused by the modification, not to 

exceed the non-recurring costs for products and services in the Order. 

Customers may cancel an Order due to Contractor's failure to perform in 

accordance with the Order notification, and/or the service level agreements 

contained in the Contract. Cancellation for Contractor default shall limit 

Customer liability to the reoccurring and non-reoccurring costs already 

accepted and in use by Customer. 

AT&T Response: 

Cancellation of an Order by Customer will result in Customer being charged a 

cancellation fee that will depend on the phase of the implementation process that the 

order has reached.  All terms and conditions relating to termination and cancellation shall 

be as set forth in the Proposed Contract Documents, in particular the Pricing Schedules 

and Section 8 (“Suspension and Termination”) of the Unified Agreement and all 

subsections thereto. 

9. CONTRACT MANAGEMENT: 

9.1.2 Issue and Problem Resolution. When an issue or problem requires notice and 

mitigation steps by the parties, the State and Contractor shall follow the same 

Dispute Resolution process as set forth herein. Depending on the severity of 

the issue or problem, the State may at its discretion, bypass the Dispute 

Resolution process herein and precede directly to the Remedies provisions of 

the Contract. 

AT&T Response: 

AT&T requests that either party shall have the discretion to bypass the Dispute 

Resolution process that is set forth herein and as it is amended by AT&T’s responses 

thereto. 

9.2 Broadband Expansion Management. 

9.2.2 Service Maps. Contractors shall provide maps of their current and planned 

broadband infrastructure in KMZ or an equivalent digital format for counties 

in which they intend to offer services under this contract, such maps need to 

include physical layer fiber routes, including long haul, middle mile and last 

mile segments; points-of-presence, interconnection/peering points, central 

offices, and data centers; other access points such as: manholes, splice points, 
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etc. Direct information with regard to served customers need not be included. 

These maps are to be updated on a semi-annual basis and submitted to the 

State Procurement Office. 

AT&T Response: 

If AT&T is selected as your provider of choice under this RFP, AT&T will be happy to 

discuss this issue; but our network maps are confidential and proprietary information.  

Because of both security and confidentiality concerns, we are not able to share this 

information at this time. 

9.2.3 Issue and Problem Resolution. When an issue or problem requires notice and 

mitigation steps by the parties, the State and Contractor shall follow the same 

Dispute Resolution process as set forth herein. Depending on the severity of 

the issue or problem, the State may at its discretion, bypass the Dispute 

Resolution process herein and precede directly to the Remedies provisions of 

the Contract. 

AT&T Response: 

AT&T requests that either party shall have the discretion to bypass the Dispute 

Resolution process that is set forth herein and as it is amended by AT&T’s responses 

thereto. 

10. E-RATE COMPLIANCE 

In order to provide the services listed within an awarded contract to E-Rate eligible 

entities a Carrier or Provider shall obtain a Service Provider Identification Number 

(SPIN) from the Universal Service Administrative Company as part of their response to 

this solicitation. Failure to do so will result in a Carrier or Provider being excluded from 

bidding services to said eligible entities. 

If a provider chooses not to obtain a SPIN they will not be disqualified from 

consideration for this reason alone. 

10.1 The originating FCC Form 470 number for this RFP is 426480001240887.  

As required by federal law, providers of eligible services must comply with the Lowest 

Corresponding Price (LCP) rule: 

b. 47 CFR § 54.500(f)   

Lowest corresponding price is the lowest price that a service provider charges 
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to non-residential customers who are similarly situated to a particular school, 

library, or library consortium  for  similar services. (“Similarly situated” 

means the “geographic service area” in which a service provider is seeking to 

serve customers with any of its E-rate services.) 

b. 47 CFR § 54.511(b)   

Providers of eligible services shall not charge schools, school districts, 

libraries, library consortia, or consortia including any of these entities a price 

above the lowest corresponding price for supported services, unless the 

Federal Communications Commission, with respect to interstate services or 

the state commission with respect to intrastate services, finds that the lowest 

corresponding price is not compensatory. 

The Billed Entity Applicant Reimbursement (BEAR) FCC Form 472 is filed 

by the applicant and approved by the service provider after the applicant has 

paid for services in full. The Service Provider Invoice (SPI) FCC Form 474 is 

filed by the service provider after the applicant has been billed for the non-

discount portion of the cost of eligible services. Note: Applicants can choose 

their method of invoicing; service providers cannot force applicants to use a 

particular method. 

AT&T Response: 

 Each party will comply with all applicable laws and regulations and with all applicable 

orders issued by courts or other governmental bodies of competent jurisdiction. 

SPECIAL TERMS AND CONDITIONS 

AT&T Response: 

With regard to the Special Terms and Conditions, and as stated in AT&T’s Responses 

above, AT&T is submitting its proposal pursuant to the terms and conditions of its 

Proposed Contract Documents and not those set forth within this RFP.   

That said, while submission of this proposal does not obligate either party to enter a 

contract of any kind, upon being selected as your vendor under this RFP, AT&T will 

work cooperatively to negotiate provisions required for compliance with the RFP as 

responded to by AT&T.  The pricing submitted in the Response assumes the use of the 

Proposed Contract Documents as part of any final, negotiated contract.  Additionally, any 

purchase orders issued for services as provided under this RFP must clearly provide that 
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the purchase is made via the mutually agreed contract and not subject to the preprinted 

terms of that purchase order form. 

4. ELIGIBLE AGENCIES (Statewide) 

This Contract shall be for the use of all State of Arizona departments, agencies, 

commissions and boards. In addition, eligible State Purchasing Cooperative members 

may participate at their discretion. In order to participate in this contract, a cooperative 

member shall have entered into a Cooperative Purchasing Agreement with the 

Department of Administration, State Procurement Office as required by Arizona Revised 

Statues § 41-2632. 

Membership in the State Purchasing Cooperative is available to all Arizona political 

subdivisions including cities, counties, school districts, and special districts. Membership 

is also available to all non-profit organizations, as well as State governments, the US 

Federal Government and Tribal Nations.  Non-profit organizations are defined in 

A.R.S. § 41-2631(4) as any nonprofit corporation as designated by the internal revenue 

service under section 501(c)(3) through 501(c)(6). 

AT&T Response: 

AT&T is certainly willing to entertain the opportunity to provision to other entities.  

However, AT&T would need to know information including, but not limited to, which 

entities were being considered, how the billing and collection would work (e.g., who 

would ultimately be responsible for payment), any credit issues, and what services were 

involved.  Once AT&T understood the details, AT&T would consider this opportunity 

7. LICENSES 

The Contractor shall maintain in current status all Federal, State and Local licenses and 

permits required for the operation of a business conducted by the Contractor. 

AT&T Response: 

AT&T will be responsible for obtaining licenses and permits required for its work at its 

cost, and the State will be responsible for obtaining any easements, rights-of-way or other 

consents required, at its cost. 
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8. SUBCONTRACTORS 

Supplemental to the Subcontractor term in the Uniform Terms and Conditions, 

Contractor shall not enter into any Subcontract under this Contract, for the provision of 

supplies or performance of services under this Contract, without the advance written 

approval, by way of bilateral contract amendment, of the State Procurement Office. 

When requesting the Procurement Officer's approval, the Contractor shall list all new 

subcontractors, their contact information, certifications required of them, their Minority 

and Women Owned Enterprise status (cite any certifications use in determining such 

status) as well as the subcontractor's proposed responsibilities under the Contract. The 

Subcontractor’s most current certificate of insurance shall be provided at this time as 

well. With the request, Contractor shall certify that all Subcontracts incorporate by 

reference the terms and conditions of this Contract. 

Wholesale/Inter-carrier Agreements shall not be considered as subcontractor 

relationships that need to be disclosed or approved by the State Procurement 

Officer. 

AT&T Response: 

All terms and conditions relating to subcontracting shall be as set forth in the Proposed 

Contract Documents, in particular Section 10.6 (“Assignment and Subcontracting”) of the 

Unified Agreement. In particular, AT&T requests the ability to subcontract to an AT&T 

affiliate or a third party for the work to be performed under the agreement provided 

AT&T shall remain financially responsible for the performance of such work. 

14. WARRANTY 

14.1 Liens. The Contractor warrants that the Materials supplied under this Contract are 

free of liens and shall remain free of liens. 

14.2 Quality. Unless otherwise modified elsewhere in the terms and conditions, the 

Contractor warrants that, for one year after acceptance by the State, the Materials 

shall be: 

Of a quality to pass without objection in the trade under the Contract 

description; 

Fit for the intended purposes for which the Materials are used; 



 RFP #ADSP014-00004241 for  
                                                                          Telecommunications and Broadband Provider 

 

   

 
 

October 7, 2014 
Page 292 

AT&T Proprietary: The information contained herein is for use by 
authorized persons only and is not for general distribution. 

Conform to the written promises or affirmations of fact made by the 

Contractor; and 

Fully compatible with the State's computer hardware and software 

environment. 

14.3 Fitness. The Contractor warrants that any Materials supplied to the State shall 

fully conform to all requirements of the Contract and all representations of the 

Contractor, and shall be fit for all purposes and uses required by the Contract. 

AT&T Response: 

AT&T MAKES NO REPRESENTATIONS OR WARRANTIES, EXPRESS OR 

IMPLIED, SPECIFICALLY DISCLAIMS ANY REPRESENTATION OR 

WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR 

PURPOSE, TITLE OR NON-INFRINGEMENT AND SPECIFICALLY DISCLAIMS 

ANY WARRANTY ARISING BY USAGE OF TRADE OR BY COURSE OF 

DEALING. FURTHER, AT&T MAKES NO REPRESENTATION OR WARRANTY 

THAT TELEPHONE CALLS OR OTHER TRANSMISSIONS WILL BE ROUTED OR 

COMPLETED WITHOUT ERROR OR INTERRUPTION (INCLUDING CALLS TO 

911 OR ANY SIMILAR EMERGENCY RESPONSE NUMBER) AND MAKES NO 

GUARANTEE REGARDING NETWORK SECURITY, THE ENCRYPTION 

EMPLOYED BY ANY SERVICE, THE INTEGRITY OF ANY DATA THAT IS SENT, 

BACKED UP, STORED OR SUBJECT TO LOAD BALANCING OR THAT AT&T’S 

SECURITY PROCEDURES WILL PREVENT THE LOSS OR ALTERATION OF OR 

IMPROPER ACCESS TO CUSTOMER’S DATA AND INFORMATION.  

Additional information can be found in Section 6 (“Limitations of Liability and 

Disclaimers”) of the Unified Agreement and all subsections thereto.  In addition, terms 

and conditions in the applicable Pricing Schedule(s) may apply. 

14.5 Compliance with Applicable Laws. The Materials and services supplied under 

this Contract shall comply with all applicable Federal, state and local laws, and 

the Contractor shall maintain all applicable license and permit requirements. 

Contractor represents and warrants to the State that Contractor has the skill and 

knowledge possessed by members of its trade or profession and Contractor will 

apply that skill and knowledge with care and diligence so Contactor and 

Contractor's employees and any authorized subcontractors shall perform the 

Services described in this Contract in accordance with the Statement of Work. 
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Contractor represents and warrants that the Materials provided through this 

Contract and Statement of Work shall be free of viruses, backdoors, worms, 

spyware, malware and other malicious code that will hamper performance of the 

Materials, collect unlawful personally identifiable information on users or prevent 

the Materials from performing as required under the terms and conditions of this 

Contract. 

AT&T Response: 

AT&T shall comply with applicable laws and refers the State to Section 10.12 of the 

Unified Agreement for additional information.  AT&T does not make the warranties in 

the last two paragraphs above.  All terms and conditions relating to warranties shall be as 

set forth in the Proposed Contract Documents, in particular Section 6 (“Limitations of 

Liability and Disclaimers”) of the Unified Agreement and all subsections thereto.  In 

addition, terms and conditions in the applicable Pricing Schedule(s) may apply. 

15. AUTHORIZATION FOR SERVICES 

Authorization for purchase of services shall be made only upon the issuance of a 

Purchase Order that is signed by an authorized agent. The Purchase Order will indicate 

the contract number and the dollar amount of funds authorized. The Contractor shall only 

be authorized to perform services up to the amount on the Purchase Order. The State shall 

not have any legal obligation to pay for services in excess of the amount indicated on the 

Purchase Order. No further obligation for payment shall exist unless a) the Purchase 

Order is changed or modified with an official Change Order, and/or b) an additional 

Purchase Order is issued for purchase of services under this Contract. 

AT&T Response: 

Any Customer purchase orders issued for services as provided under this RFP must 

clearly provide that the purchase is made via the mutually agreed contract documents and 

not subject to the preprinted terms of that purchase order form.  Any terms or conditions 

on a purchase order that are in addition to or in conflict with the terms and conditions of 

the parties’ agreement shall be null and void.  The length of a customer’s legal obligation 

to pay for services shall be based on the parties’ ultimate agreement, including Section 8 

of the Unified Agreement (“Suspension and Termination”) and any Minimum Payment 

Periods as described in Pricing Schedules.  
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17. BILLING 

Contractors will be doing business with Customers of dramatically different size and 

need. As such, different levels of complexity in billing may be required. An objective of 

this contract is to meet the various needs of different customers in standard electronic 

format. The State desires electronic billing be adopted where possible for any purchased 

services by any customer for services covered by this Contract. 

AT&T Response: 

In response to Section 17 and all subsections thereto, all terms and conditions relating to 

invoicing, billing and payments shall be as set forth in the Proposed Contract Documents, 

in particular the Pricing Schedules and Section 4 (“Pricing and Billing”) of the Unified 

Agreement and all subsections thereto. 

19. PRICING 

19.2 Price Reduction 

Price reductions may be submitted in writing to the State for consideration at any time 

during the contract period. The State at its own discretion may accept a price reduction. 

In relation to recurring costs based on most favored term pricing, after 3 years of 

completed service customer may request a review of the contract to bring pricing into line 

with current market pricing. 

Any price reductions requests that are accepted by the State will be acknowledged by the 

issuance and acceptance of a fully executed bilateral contract amendment. Any accepted 

price reduction shall be available to all customers who may utilize this contract. 

AT&T Response: 

AT&T has provided competitive pricing; but because of the size and scope or our 

business, we cannot otherwise guarantee how the pricing and terms proposed here may 

compare with other pricing and terms for the duration of any contract with the State.  
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20. DATA SECURITY / SECURITY 

20.2 Security Requirements for Contractor Personnel. 

Each individual proposed to provide services through this contract agrees to security 

clearance and background check procedures, including fingerprinting, as defined by the 

Arizona Department of Administration in accordance with Arizona Revised Statutes §41-

710. The results of the individual’s background check procedures must meet all HIPAA 

and law enforcement requirements. Contractor is responsible for all costs to obtain 

security clearance for their consultants providing services through this contract. 

Contractor personnel, agents or sub-contractors that have administrative access to the 

State’s networks may be subject to any additional security requirements of ADOA-ASET 

as may be required for the performance of the contract. The Contractor, its agents and 

sub-contractors shall provide documentation to ADOA-ASET confirming compliance 

with all such additional security requirements for performance of the contract. Additional 

security requirements include but are not limited to the following: 

20.2.1 Identity and Address Verification – that verifies the individual is who he or 

she claims to be including verification of the candidate’s present and previous 

addresses; 

20.2.2 UNAX/confidentiality Training; 

20.2.3 HIPAA Privacy and Security Training; and 

20.2.4 Information Security Training. 

AT&T Response: 

AT&T provides services to many customers across the country, including thousands of 

schools and libraries. AT&T’s commitment to safeguard students is well known and 

includes the experience and personnel to comply with all relevant statutory requirements 

regarding on premise work.  To the extent any statutory law becomes relevant to AT&T’s 

work activities, AT&T will work with the State to the extent required by the applicable 

law, and allowed by AT&T’s collective bargaining agreements and privacy policies, to 

establish a mutually acceptable screening process that complies with the statutory 

provision and a list of AT&T employees who might have contact with children.  Prior to 

commencing work on the project, to the extent work activities require, AT&T shall 

certify compliance with the applicable statutory provision.  Background checks requested 

by the State beyond those which are legally required by the statutory provision will be at 

State’s expense. 
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20.3 Information Access. The Contractor shall, where applicable, implement and/or use 

network management and maintenance applications and tools and appropriate fraud 

prevention and detection and encryption technologies. The Contractor and its 

employees, agents and Subcontractors shall comply with all policies and procedures 

of the individual Customer regarding data access, privacy and security, including 

those prohibiting or restricting remote access to the Customer’s systems and data. 

The Customer shall authorize, and the Contractor shall issue, any necessary 

information-access mechanisms,  including access IDs and passwords, and the 

Contractor agrees that the same shall be used only by the personnel to whom they 

are issued. The Contractor shall provide to such personnel only such level of access 

as is minimally necessary to perform the tasks and functions for which such 

personnel are responsible. The Contractor shall from time-to-time, upon request 

from the Customer, but in the absence of any request from the Customer at least 

quarterly, provide the Customer with an updated list of  the  Contractor personnel 

having access to the Customer’s systems, software, and data, and the level of such 

access. Computer data and software, including the Customers Data, provided by the 

Customer or accessed (or accessible) by the Contractor personnel or the 

Contractor's Subcontractor personnel, shall be used by such personnel only in 

connection with the obligations provided hereunder, and shall not be commercially 

exploited by the Contractor or its Subcontractors in any manner whatsoever. Failure 

of the Contractor or the Contractor's Subcontractors to comply with the provisions 

of this Contract may result in the Customer restricting offending personnel from 

access to the Customer computer systems or the Customer Data or immediate 

termination of this Contract. It shall be the Contractor's obligation to maintain and 

ensure the confidentiality and security of the Customer Data in its possession or on 

its systems. 

AT&T Response: 

As set forth in Section 5.4 (“Privacy”) of the proposed Unified Agreement: 

Each party is responsible for complying with the privacy laws applicable to its business. 

AT&T shall require its 

personnel, agents and contractors around the world who process Customer Personal Data 

to protect Customer Personal Data in accordance with the data protection laws and 

regulations applicable to AT&T’s business. If Customer does not want AT&T to 

comprehend Customer data to which it may have access in performing Services, 

Customer must encrypt such data so that it will be unintelligible. Customer is responsible 

for obtaining consent from and giving notice to its Users, employees and agents regarding 

Customer’s and AT&T’s collection and use of the User, employee or agent information 
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in connection with a Service. Customer will only make accessible or provide Customer 

Personal Data to AT&T when it has the legal authority to do so. Unless otherwise 

directed by Customer in writing, if AT&T designates a dedicated account representative 

as Customer’s primary contact with AT&T, Customer authorizes that representative to 

discuss and disclose Customer’s customer proprietary network information to any 

employee or agent of Customer without a need for further authentication or authorization. 

 All terms and conditions relating to confidential information shall be as set forth in 

Section 5 (“Confidential Information”) of the proposed Unified Agreement. 

20.4 Information Disclosure. The Contractor shall establish and maintain procedures and 

controls that are acceptable to the State for the purpose of assuring that no 

information contained in its records or obtained from the state or from others in 

carrying out its functions under the contract shall be used or disclosed by it, its 

agents, officers, or employees, except as required to efficiently perform duties 

under the Contract. Persons requesting such information should be referred to the 

State. The Contractor also agrees that any information pertaining to individual 

persons shall not be divulged other than to employees or officers of the Contractor 

as needed for the performance of duties under the Contract, unless otherwise agreed 

to in writing by the State. 

AT&T Response: 

All terms and conditions relating to confidential information shall be as set forth in 

Section 5 (“Confidential Information”) of the proposed Unified Agreement. 

20.5 Building Access. 

20.5.1 Contractor access to Customer facilities and resources shall be properly 

authorized by Customer personnel, based on business need and will be 

restricted to least possible privilege.  Upon approval of access privileges, the 

Contractor shall maintain strict adherence to all policies, standards, and 

procedures. Policies / Standards, ADOA/ASET Policies / Procedures, and 

Arizona Revised Statues (ARS) 28-447, 28-449, 28-450, 38-421, 13-2408, 13-

2316, 41-770). 

20.5.2 Failure of the Contractor, its agents or subcontractors to comply with policies, 

standards, and procedures including any person who commits an unlawful 

breach or harmful access (physical or virtual) will be subject to prosecution 

under all applicable state and / or federal laws. Any and all recovery or 
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reconstruction costs or other liabilities associated with an unlawful breach or 

harmful access shall be paid by the Contractor. 

AT&T Response: 

AT&T’s Response is submitted under applicable laws and regulations current at the time 

of contract execution.  Changes in laws and regulations may require changes in pricing 

and performance. If awarded the business AT&T would be glad to review applicable 

policies and comply to the extent consistent with the agreements signed by the parties, 

AT&T’s obligations under its collective bargaining agreements and other third party 

requirements, and AT&T’s policy requirements. 

21. SECTION 508 COMPLIANCE 

Unless specifically authorized in the Contract, any electronic or information technology 

offered to the State of Arizona under this Contract shall comply with A.R.S. § 41-3531 

and A.R.S. § 41-3532 and Section 508 of the Rehabilitation Act of 1973, which requires 

that employees and members of the public shall have access to and use of information 

technology that is comparable to the access and use by employees and members of the 

public who are not individuals with disabilities. 

AT&T Response: 

Each party will comply with all applicable laws and regulations and with all applicable 

orders issued by courts or other governmental bodies of competent jurisdiction. 

22. HEALTH INSURANCE PORTABILITY AND 
ACCOUNTABILITY ACT OF 1996 

The Contractor warrants that it is familiar with the requirements of HIPAA, as amended 

by the Health Information Technology for Economic and Clinical Health Act (HITECH 

Act) of 2009, and accompanying regulations and will comply with all applicable HIPAA 

requirements in the course of this Contract. Contractor warrants that it will cooperate 

with the State in the course of performance of the Contract so that both the State and the 

Contractor will be in compliance with HIPAA, including cooperation and coordination 

with the Arizona Strategic Enterprise Technology (ASET) Group, Statewide Information 

Security and Privacy Office (SISPO), Chief Privacy Officer and HIPAA Coordinator and 

other compliance officials required by HIPAA and its regulations. Contractor will sign 
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any documents that are reasonably necessary to keep the State and Contractor in 

compliance with HIPAA, including but not limited to, business associate agreements. 

If requested, the Contractor agrees to sign a “Pledge to Protect Confidential Information” 

and to abide by the statements addressing the creation, use and disclosure of confidential 

information, including information designated as protected health information and all 

other confidential or sensitive information as defined in policy. In addition, if requested, 

Contractor agrees to attend or participate in job related HIPAA training that is: (1) 

intended to make the Contractor proficient in HIPAA for purposes of performing the 

services required and (2) presented by a HIPAA Privacy Officer or other person or 

program knowledgeable and experienced in HIPAA and who has been approved by the 

ASET/SISPO Chief Privacy Officer and HIPAA Coordinator. 

AT&T Response: 

AT&T enforces strict internal policies to protect our Customers’ confidential data and 

information.  All terms and conditions relating to confidential information shall be as set 

forth in Section 5 (“Confidential Information”) of the proposed Unified 

Agreement.  AT&T’s response is submitted under applicable laws and regulations current 

at the time of contract execution.  AT&T shall comply with all laws applicable to AT&T. 

Changes in laws and regulations may require changes in pricing and performance. 

AT&T cannot agree to sign agreements regarding disclosure of the State’s information or 

follow other policies which it has not previously reviewed. Further, AT&T is not aware 

of any services requested herein that will involve HIPAA regulations. 

23. FIRST PARTY LIMITATION OF LIABILITY 

Contractor’s liability for first party damages to the State arising from this Contract shall 

be limited to two (2) times the maximum-not-to-exceed amount of this Contract. The 

foregoing limitation of liability shall not apply to: (i) liability, including indemnification 

obligations, for third party claims, including but not limited to, infringement of third 

party intellectual property rights; (ii) claims covered by any specific provision of the 

Contract calling for liquidated damages or other amounts, including but not limited to, 

performance requirements; or (iii) costs or attorneys’ fees that the State is entitled to 

recover as a prevailing party in any action. 

AT&T Response: 

All terms and conditions relating to limitation of liability shall be as set forth in the 

Proposed Contract Documents, in particular Section 6 (“Limitations of Liability and 
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Disclaimers”) of the Unified Agreement and all subsections thereto.  In addition, terms 

and conditions in the applicable Pricing Schedule(s) may apply. 

24. INDEMNIFICATION 

Contractor shall indemnify, defend with counsel reasonably approved by the State, and 

hold harmless, the State, its departments, agencies, boards, commissions, universities, 

officers, agents and employees (collectively, the "Indemnitee") from and against any and 

all claims, actions, damages, costs (including attorneys' fees), and losses arising under 

this Contract, including, but not limited to, bodily injury or personal injury (including 

death) or loss or damage to tangible or intangible property, but excluding damages arising 

solely from the gross negligence or willful misconduct of the Indemnitee. This 

indemnification obligation includes any claim or amount arising out of, or recovered 

under, the Workers' Compensation Law or arising out of the failure of Contractor to 

comply with any federal, state or local law, statute, ordinance, rule, regulation or court 

decree. Contractor shall have control, subject to the reasonable approval of the State, of 

the defense of any action on such claim and all negotiations for its settlement or 

compromise, provided, however, that when substantial principles of government or 

public law are involved, or when involvement of the State is otherwise mandated by law, 

the State may elect, in its sole and absolute discretion, to participate in such action at its 

own expense with respect to attorneys' fees and costs, but not liability, and the State shall 

have the right to approve or disapprove any settlement, which approval shall not be 

unreasonably withheld or delayed. The State shall reasonably cooperate in its defense and 

any related settlement negotiations. 

AT&T Response: 

All terms and conditions relating to indemnification and holding the Customer harmless 

shall be as set forth in the Proposed Contract Documents, in particular Section 7 (“Third 

Party Claims”) of the Unified Agreement and all subsections thereto. In addition, terms 

and conditions in the applicable Pricing Schedule(s) may apply. 

25. IP INDEMNIFICATION 

Indemnification - Patent and Copyright. With respect solely to Materials provided or 

proposed by Contractor or Contractor's agents, emp1oyees, or subcontractors (each a 

“Contractor Party”) for performance of this Contract, Contractor shall indemnify, defend 

and hold harmless the State, its departments, agencies, boards, commissions, universities, 

officers, agents and employees (collectively, the "Indemnitee"), against any third-party 

claims for liability, including, but not limited to, reasonable costs and expenses, including 
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attorneys' fees, for infringement or violation of any patent, trademark, copyright or trade 

secret, by such Materials or the State’s use thereof. 

In addition, with respect to claims arising from computer hardware or software 

manufactured or developed solely by a third party, Contractor shall pass through to the 

State such indemnity rights as it receives from such third party (the "Third Party 

Obligation") and will cooperate in enforcing them; provided, however, that (i) if the third 

party manufacturer fails to honor the Third Party Obligation, or (ii) the Third Party 

Obligation is insufficient to fully indemnify the State, Contractor shall indemnify, defend 

and hold harmless the State against such claims in their entirety or for the balance of any 

liability not fully covered by the Third Party Obligation. 

The State shall reasonably notify the Contractor of any claim for which Contractor may 

be liable under this section. If the Contractor is insured pursuant to A.R.S. § 41-621 and § 

35-154, this section shall not apply. Contractor shall have control, subject to the 

reasonable approval of the State, of the defense of any action on such claim and all 

negotiations for its settlement or compromise, provided, however, that when substantial 

principles of government or public law are involved or when involvement of the State is 

otherwise mandated by law, the State may elect, in its sole and absolute discretion, to 

participate in such action at its own expense with respect to attorneys' fees and costs, but 

not liability, and the State shall have the right to approve or disapprove any settlement, 

which approval shall not be unreasonably withheld or delayed. The State shall reasonably 

cooperate in the defense and any related settlement negotiations. 

If Contractor believes at any time that any Materials provided or in use pursuant to this 

Contract infringe a third party's intellectual property rights, Contractor shall, at 

Contractor's sole cost and expense, and upon receipt of the State's prior written consent, 

which shall not be unreasonably withheld, (i) replace an infringing Material with a non- 

infringing Material; (ii) obtain for the State the right to continue to use the infringing 

Material; or (iii) modify the infringing Material to be non-infringing, provided that 

following any replacement or modification made pursuant to the foregoing, the Material 

continues to function in accordance with the Contract. Contractor’s failure or inability to 

accomplish any of the foregoing shall be deemed a material breach of this Contract. 

Notwithstanding the foregoing, Contractor shall not be liable for any claim for 

infringement based solely on any Indemnitee’s: 

 (i) modification of Materials provided by Contractor other than as 

contemplated by the Contract or the specifications of such Materials or 

as otherwise authorized or proposed in any way by Contractor or a 

Contractor Party;<Answer text>  (ii) use of the Materials in a 
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manner other than as contemplated by this Contract or the 

specifications of such Materials, or as otherwise authorized or 

proposed in any way by Contractor or a Contractor Party; or 

(iii) use of the Materials in combination, operation, or use with other 

products in a manner not contemplated by the Contract, or, the 

specifications of such Materials, or as otherwise authorized or 

proposed in any way by Contractor or a Contractor Party. 

Contractor certifies, represents and warrants to the State that it has appropriate systems 

and controls in place to ensure that State funds will not be used in the performance of the 

Contract for the acquisition, operation or maintenance of Materials in violation of 

intellectual property laws. 

AT&T Response: 

All terms and conditions relating to infringement indemnity shall be as set forth in the 

Proposed Contract Documents, in particular Section 7 (“Third Party Claims”) of the 

Unified Agreement and all subsections thereto.  

26. INTELLECTUAL PROPERTY 

26.1 Ownership of Intellectual Property. Any and all intellectual property, including but 

not limited to copyright, invention, trademark, trade name, service mark, or trade 

secrets created or conceived solely pursuant to or as a result of this Contract and 

any related subcontract (collectively, the "Intellectual Property"), shall be work 

made for hire and the State shall be the owner of such Intellectual Property. The 

agency, department, division, board or commission of the State of Arizona 

requesting the issuance of this Contract shall own (for and on behalf of the State) 

the entire right, title and interest to the Intellectual Property throughout the world. 

Software and other Materials developed or otherwise obtained by or for Contractor 

or its affiliates independently  of  this  Contract  ("Independent  Materials")  do  not  

constitute  Intellectual  Property.  If Contractor creates derivative works of 

Independent Materials, then the elements of such derivative works created pursuant 

to this Contract shall constitute Intellectual Property owned by the State. Contractor 

shall notify the State, within thirty (30) days, of the creation of any Intellectual 

Property by it or its subcontractor(s). Contractor, on behalf of itself and any 

subcontractor(s), agrees to execute any and all document(s) necessary to assure 

ownership of the Intellectual Property vests in the State and shall take no 

affirmative actions that might have the effect of vesting all or part of the Intellectual 
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Property in any entity other than the State. The Intellectual Property shall not be 

disclosed by Contractor or its subcontractor(s) to any entity not the State without 

the express written authorization of the agency, department, division, board or 

commission of the State of Arizona requesting the issuance of this Contract. 

Notwithstanding the foregoing, if the State elects, in its sole and absolute discretion, 

to relinquish its ownership interest in any or all of the Intellectual Property, the 

State shall have the rights to use, modify, reproduce, release, perform, display, 

sublicense or disclose such Intellectual Property within State government and 

operations without restriction for any activity in which the State is a party 

(collectively, "Government Purpose Rights"). 

AT&T Response: 

AT&T takes exception.  AT&T does not anticipate that any work product will be created 

for this engagement.  However, if it were, all intellectual property and proprietary rights 

arising by virtue of AT&T’s performance of the Services are and will be the sole and 

exclusive property of AT&T, and neither ownership nor title to any such property will 

pass to Customer. 

Customer shall own the copies of any reports produced and furnished to Customer by 

AT&T in providing the Service (“Reports”), and Customer is granted, under AT&T’s 

copyrights, the perpetual, non-exclusive, personal and non-transferable right to reproduce 

and modify the Reports for Customer’s own internal business purposes.  For avoidance of 

doubt, “internal business purposes” exclude public distribution or resale to third parties 

and revenue generation purposes.  

 AT&T grants to Customer the non-exclusive, personal, and non-transferable right to use 

any items (other than Reports) produced and furnished to Customer by AT&T in 

providing the Services, solely for Customer's own internal business purposes during the 

term of this Attachment, or for such other purposes as may be mutually agreed in writing 

by the parties. 

27. SURVIVAL OF RIGHTSAND OBLIGATIONS 
AFTER CONTRACT EXPIRATION OR 
TERMINATION 

27.1 Contractor's Representations and Warranties. All representations and warranties 

made by the Contractor under this Contract shall survive the expiration or 

termination hereof. In addition the  parties hereto acknowledge that pursuant to 
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A.RS § 12-510, except as provided in A.R.S. § 12-529, the State is not subject to 

or barred by any limitations of actions prescribed in A.R.S. Title 12, Chapter 5. 

27.2 Purchase Orders. The Contractor shall, in accordance with all terms and 

conditions of the Contract, fully perform and shall be obligated to comply with all 

purchase orders received by the Contractor prior to the expiration or termination 

hereof, unless otherwise directed in writing by the Procurement Officer including, 

without limitation, all purchase orders received prior to, but not fully performed  

and satisfied at  the expiration or termination of, this Contract. 

AT&T Response: 

Should the parties agree that the method of purchase for any products/services provided 

under this RFP shall be via Customer’s purchase order, such purchase orders must clearly 

provide that the purchase is made pursuant to the mutually agreed contract documents 

and is not subject to the preprinted terms of that purchase order form. 

28. INSURANCE REQUIREMENTS 

AT&T Response: 

Contractor and subcontractors only while working hereunder shall procure and maintain 

until all of their obligations have been discharged, including any warranty periods under 

this Contract, are satisfied, insurance against claims for injury to persons or damage to 

property which may arise from or in connection with the performance of the work 

hereunder by the Contractor, his agents, representatives, employees or subcontractors. 

The insurance requirements herein are minimum requirements for this Contract and in no 

way limit the indemnity covenants contained in this Contract. The State of Arizona in no 

way warrants that the minimum limits contained herein are sufficient to protect the 

Contractor from liabilities that might arise out of the performance of the work under this 

contract by the Contractor, its agents, representatives, employees or subcontractors, and 

Contractor is free to purchase additional insurance. 

AT&T Response: 

Contractor and subcontractors only while working hereunder shall procure and maintain 

until all of their obligations have been discharged, including any warranty periods under 

this Contract, are satisfied, insurance against claims for injury to persons or damage to 

property which may arise from or in connection with the performance of the work 

hereunder by the Contractor, his agents, representatives, employees or subcontractors. 
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The insurance requirements herein are minimum requirements for this Contract and in no 

way limit the indemnity covenants contained in this Contract. The State of Arizona in no 

way warrants that the minimum limits contained herein are sufficient to protect the 

Contractor from liabilities that might arise out of the performance of the work under this 

contract by the Contractor, its agents, representatives, employees or subcontractors, and 

Contractor is free to purchase additional insurance. 

28.1 MINIMUM SCOPE AND LIMITS OF INSURANCE: 

Contractor shall provide coverage with limits of liability not less than those as 

stated below. 

 MINIMUM SCOPE AND LIMITS OF INSURANCE: Contractor shall provide 

coverage with limits of liability as stated below. 

28.1.1 Commercial General Liability – Occurrence Form 

Policy shall include bodily injury, property damage, personal and advertising 

injury and broad form contractual liability coverage. 

General Aggregate $5,000,000 

Products – Completed Operations Aggregate $1,000,000 

Personal and Advertising Injury $1,000,000 

Damage to Rented Premises $ 50,000 

Each Occurrence $1,000,000 

28.1.1.1 The policy shall be endorsed (Blanket Endorsements are not acceptable) to 

include the following additional insured language: “The State of Arizona, and 

its departments, agencies, boards, commissions, universities, officers, 

officials, agents, and employees shall be named as additional insureds with 

respect to liability arising out of the activities performed by or on behalf of 

the Contractor.” Such additional insured shall be covered to the full limits of 

liability purchased by the Contractor, even if those limits of liability are in 

excess of those required by this Contract. 

28.1.1.2 Policy shall contain a waiver of subrogation endorsement (Blanket 

Endorsements are not acceptable) in favor of the State of Arizona, and its 

departments, agencies, boards, commissions, universities, officers, officials, 

agents, and employees for losses arising from work performed by or on behalf 

of the Contractor. 

AT&T Response: 
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 Policy shall contain a waiver of subrogation in favor of the State of Arizona, and its 

departments, agencies, boards, commissions, universities, officers, officials, agents, and 

employees for losses arising from work performed by or on behalf of the Contractor. 

28.1.2 Business Automobile Liability 

Bodily Injury and Property Damage for any owned, hired, and/or non-owned vehicles 

used in the performance of this Contract. 

 Combined Single Limit (CSL) $1,000,000 

28.1.2.1 The policy shall be endorsed (Blanket Endorsements are not acceptable) to 

include the following additional insured language: “The State of Arizona, and 

its departments, agencies, boards, commissions, universities, officers, 

officials, agents, and employees shall be named as additional insureds with 

respect to liability arising out of the activities performed by or on behalf of 

the Contractor, involving automobiles owned, leased, hired or borrowed by 

the Contractor.” Such additional insured shall be covered to the full limits of 

liability purchased by the Contractor, even if those limits of liability are in 

excess of those required by this Contract. 

AT&T Response: 

The policy shall be include the following additional insured : “The State of 

Arizona,  and  its departments, agencies, boards, commissions, universities, officers, 

officials, agents, and employees shall be named as additional insureds with respect to 

liability arising out of the activities performed by or on behalf of the Contractor, 

involving automobiles owned, leased, hired or borrowed by the Contractor.”  

28.1.2.2 Policy shall contain a waiver of subrogation endorsement (Blanket 

Endorsements are not acceptable) in favor of the “State of Arizona, and its 

departments, agencies, boards, commissions, universities, officers, officials, 

agents, and employees” for losses arising from work performed by or on 

behalf of the Contractor. 

28.1.2.3 Policy shall contain a severability of interest provision. 

AT&T Response: 

 Policy shall contain a waiver of subrogation in favor of the “State of Arizona, and its 

departments, agencies, boards, commissions, universities, officers, officials, agents, 
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and employees” for losses arising from work performed by or on behalf of the 

Contractor. 

28.1.3 Worker's Compensation and Employers' Liability 

 Workers' Compensation Statutory 

 Employers' Liability 

Each Accident $1,000,000 

Disease – Each Employee $1,000,000 

Disease – Policy Limit  $1,000,000 

28.1.3.1 Policy shall contain a waiver of subrogation endorsement (Blanket 

Endorsements are not acceptable) in favor of the “State of Arizona, and its 

departments, agencies, boards, commissions, universities, officers, officials, 

agents, and employees” for losses arising from work performed by or on 

behalf of the Contractor. 

AT&T Response: 

 Policy shall contain a waiver of subrogation in favor of the “State of Arizona, and its 

departments, agencies, boards, commissions, universities, officers, officials, agents, and 

employees” for losses arising from work performed by or on behalf of the Contractor. 

28.1.3.2 This requirement shall not apply to: Separately, EACH contractor or 

subcontractor exempt under A.R.S. § 23-901, AND when such contractor or 

subcontractor executes the appropriate waiver (Sole Proprietor/Independent 

Contractor) form. 

28.1.4 Technology Errors & Omissions Insurance 

Each Claim   $ 2,000,000 

Annual Aggregate  $ 2,000,000 

AT&T Response: 

 28.1.4 Professional Liability Coverage including Technology Errors & Omissions and 

network security Insurance 
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 · Each Claim  $ 2,000,000 

· Annual Aggregate  $ 2,000,000 

 28.1.4.1 Such insurance shall cover any and all errors, omissions, or negligent acts 

in the delivery of products, services, and/or licensed programs under this contract. 

AT&T Response: 

Such insurance shall cover errors, omissions, or negligent acts in the delivery of products, 

services, and/or licensed programs under this contract. 

28.1.4.2 In the event that the Tech E&O insurance required by this Contract is written 

on a claims-made basis, Contractor warrants that any retroactive date under 

the policy shall precede the effective date of this Contract; and that either 

continuous coverage will be maintained or an extended discovery period will 

be exercised for a period of two (2) years beginning at the time work under 

this Contract is completed. 

AT&T Response: 

 In the event that the Tech E&O insurance required by this Contract is written on a 

claims-made basis, Contractor warrants that any retroactive date under the policy shall 

precede the effective date of this Contract; and that either continuous coverage will be 

maintained or an extended discovery period will be exercised for a total period of two (2) 

years beginning at the time work under this Contract is completed. 

28.1.5 Network Security (Cyber) and Privacy Liability (If applicable to 
service to be provided by the Contractor) 

Each Claim   $ 2,000,000 

Annual Aggregate  $ 2,000,000 

AT&T Response: 

28.1.5 Network Security (Cyber) and Privacy Liability (If applicable to service to be 

provided by the Contractor) 

Each Claim   $ 2,000,000 

Annual Aggregate  $ 2,000,000 
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28.1.5.1 Such insurance shall include but not limited to coverage for third party claims 

and losses with respect to network risks (such as data breaches, unauthorized 

access or use, ID theft, theft of data) and invasion of privacy regardless of the 

type of media involved in the loss of private information, crisis management 

and identity theft response costs – includes breach notification costs, credit 

remediation and credit monitoring, defense and claims expenses, regulatory 

defense costs plus fines and penalties, cyber extortion, computer program and 

electronic data restoration expenses coverage (data asset protection), network 

business interruption, computer fraud coverage, funds transfer fund 

AT&T Response: 

28.1.5.1 Such insurance shall include but not limited to coverage for third party 

claims and losses with respect to network risks (such as data breaches, unauthorized 

access or use, ID theft, theft of data) and invasion of privacy regardless of the type of 

media involved in the loss of private information, crisis management and identity theft 

response costs – includes breach notification costs, credit remediation and credit 

monitoring, defense and claims expenses, regulatory defense costs plus fines and 

penalties, cyber extortion, computer program and electronic data restoration expenses 

coverage (data asset protection), network business interruption, computer fraud coverage, 

funds transfer fund 

28.1.5.2 In the event that the Network Security and Privacy Liability insurance 

required by this Contract is written on a claims-made basis, Contractor 

warrants that any retroactive date under the policy shall precede the 

effective date of this Contract; and that either continuous coverage will be 

maintained or an extended discovery period will be exercised for a period 

of two (2) years beginning at the time work under this Contract is 

completed. 

AT&T Response: 

 28.1.5.2 In the event that the Network Security and Privacy Liability insurance 

required by this Contract is written on a claims-made basis, Contractor warrants that any 

retroactive date under the policy shall precede the effective date of this Contract; and that 

either continuous coverage will be maintained or an extended discovery period will be 

exercised for a period of two (2) years beginning at the time work under this Contract is 

completed. 
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28.2 ADDITIONAL INSURANCE REQUIREMENTS: 

AT&T Response: 

The policies shall include, or be endorsed (Blanket Endorsements are not acceptable) to 

include, the following provisions: 

28.2.1 The Contractor's policies shall stipulate that the insurance afforded the 

contractor shall be primary insurance and that any insurance carried by the 

Department, and its agents, officials, employees or the State of Arizona shall 

be excess and not contributory insurance, as provided by A.R.S. § 41-621 (E). 

28.3 NOTICE OF CANCELLATION: 

With the exception of (10) day notice of cancellation for non-payment of premium, any 

changes material to compliance with this contract in the insurance policies above shall 

require (30) days written notice to the State of Arizona. Such notice shall be sent directly 

to Charlotte Righetti, CPPB 100 N 15th Ave, Suite 201, Phoenix AZ 85007 and shall 

be sent by certified mail, return receipt requested. 

AT&T Response: 

28.3 With the exception of (10) day notice of cancellation for non-payment of 

premium, any changes material to compliance with this contract in the insurance 

policies above shall require (30) days written notice to the State of Arizona. Such 

notice shall be sent directly to Charlotte Righetti, CPPB 100 N 15th Ave, Suite 

201, Phoenix AZ 85007 and shall be sent by certified mail, return receipt 

requested. 

 NOTICE OF CANCELLATION: Contractor shall provide at least  (30) days written 

notice to the State of Arizona of any cancellation or non renewal of any required 

coverage that is not replaced. Such notice shall be sent directly to Charlotte Righetti, 

CPPB 100 N 15th Ave, Suite 201, Phoenix AZ 85007. 

28.5 VERIFICATION OF COVERAGE: 

Contractor shall furnish the State of Arizona with certificates of insurance (ACORD form 

or equivalent approved by the State of Arizona) as required by this Contract. The 

certificates for each insurance policy are to be signed by an authorized representative. 
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All certificates and endorsements (Blanket Endorsements are not acceptable) are to be 

received and approved by the State of Arizona before work commences. Each insurance 

policy required by this Contract must be in effect at or prior to commencement of work 

under this Contract and remain in effect for the duration of the project. Failure to 

maintain the insurance policies as required by this Contract, or to provide evidence of 

renewal, is a material breach of contract. 

All certificates required by this Contract shall be sent directly to Charlotte Righetti, 

CPPB 100 N 15th Ave, Suite 201, Phoenix AZ 85007. The State of Arizona 

project/contract number and project description shall be noted on the certificate of 

insurance. The State of Arizona reserves the right to require complete copies of all 

insurance policies required by this Contract at any time. 

AT&T Response: 

VERIFICATION OF COVERAGE: Contractor shall furnish the State of Arizona with 

certificates of insurance (ACORD form or equivalent approved by the State of Arizona) 

as required by this Contract. The certificates for each insurance policy are to be signed by 

an authorized representative. 

All certificates and endorsements are to be received and approved by the State of Arizona 

before work commences. Each coverage required by this Contract must be in effect at or 

prior to commencement of work under this Contract and remain in effect for the duration 

of the project. Failure to maintain the insurance policies as required by this Contract, or 

to provide evidence of renewal, is a material breach of contract. 

All certificates required by this Contract shall be sent directly to Charlotte Righetti, 

CPPB 100 N 15th Ave, Suite 201, Phoenix AZ 85007. The State of Arizona 

project/contract number and project description shall be noted on the certificate of 

insurance.  

28.6 SUBCONTRACTORS: 

Contractors’ certificate(s) shall include all subcontractors as insured under its policies or 

Contractor shall furnish to the State of Arizona separate certificates and endorsements for 

each subcontractor. All coverages for subcontractors shall be subject to the minimum 

requirements identified above. 

AT&T Response: 
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1.  SUBCONTRACTORS: Contractors’ certificate(s) shall include all subcontractors as 

insured under its policies or Contractor shall endeavor to furnish to the State of Arizona 

separate certificates and endorsements for each subcontractor. All coverages for 

subcontractors shall be subject to the minimum requirements identified above. 

28.8 EXCEPTIONS: 

In the event the Contractor or sub-contractor(s) is/are a public entity, then the Insurance 

Requirements shall not apply. Such public entity shall provide a Certificate of Self-

Insurance. If the contractor or sub-contractor(s) is/are a State of Arizona agency, board, 

commission, or university, none of the above shall apply. 

AT&T Response: 

AT&T complies with Section 28 and all subsections thereto, subject to the redlined edits 

indicated above.  
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UNIFORM TERMS AND CONDITIONS 

1. Definition of Terms 

As used in this Solicitation and any resulting Contract, the terms listed below are defined 

as follows: 

1.3 "Contract Amendment" means a written document signed by the Procurement 

Officer that is issued for the purpose of making changes in the Contract. 

AT&T Response: 

Any and all amendments must be in writing and signed by appropriate representatives of 

both parties.   

2. Contract Interpretation 

2.2 Implied Contract Terms. Each provision of law and any terms required by law to 

be in this Contract are a part of this Contract as if fully stated in it. 

AT&T Response: 

AT&T’s response is based on the terms and conditions of this Response and Proposed 

Contract Documents.  Any implied contract terms will need to be reviewed and mutually 

agreed upon by the parties. 

2.3 Contract Order of Precedence. In the event of a conflict in the provisions of the 

Contract, as accepted by the State and as they may be amended, the following 

shall prevail in the order set forth below: 

2.3.1 Special Terms and Conditions; 

2.3.2 Uniform Terms and Conditions; 

2.3.3 Statement or Scope of Work; 

2.3.4 Specifications; 

2.3.5 Attachments; 

2.3.6 Exhibits; 
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2.3.7 Documents referenced or included in the Solicitation. 

AT&T Response: 

All terms and conditions relating to order of priority shall be as set forth in the Proposed 

Contract Documents, in particular Section 1.2 (“Priority of Documents”) of the Unified 

Agreement and all subsections thereto. In addition, terms and conditions in the applicable 

Pricing Schedule(s) may apply.  In all cases, the mutually agreed upon contract 

documents shall have precedence over the State’s Special Terms and Conditions and 

Uniform Terms and Conditions. 

3. Contract Administration and Operation 

3.1 Records. Under A.R.S. § 35-214 and § 35-215, the Contractor shall retain and 

shall contractually require each subcontractor to retain all data and other 

“records” relating to the acquisition and performance of the Contract for a period 

of five years after the completion of the Contract. All records shall be subject to 

inspection and audit by the State at reasonable times. Upon request, the 

Contractor shall produce a legible copy of any or all such records. 

AT&T Response: 

AT&T will follow applicable legal requirements and its internal record retention policies 

with respect to records relating to this project. 

With regard to all E-Rate records relating to any services provided as a result of an award 

to AT&T under this RFP, AT&T will follow all Service Provider requirements for the 

USF Schools and Libraries Program as set forth on the USAC website and FCC rules. 

3.3 Audit. Pursuant to ARS § 35-214, at any time during the term of this Contract and 

five (5) years thereafter, the Contractor’s or any subcontractor’s books and 

records shall be subject to audit by the State and, where applicable, the Federal 

Government, to the extent that the books and records relate to the performance of 

the Contract or Subcontract. 

AT&T Response: 

AT&T does not agree to provide the State access to any records relating to our 

performance of the Contract except as they pertain to billing and invoices for the Services 

provided. For such billing records, AT&T proposes the following provision: 
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Audit Rights.              

 (a)               Subject to AT&T’s reasonable security requirements and not more than once 

every twelve (12) months, Customer may, at its own expense, review AT&T's relevant 

billing records for a period not to exceed the preceding 12 months, for the purpose of 

assessing the accuracy of AT&T’s invoices to Customer. Customer may employ such 

assistance, as it deems desirable to conduct such reviews, but may not employ the 

assistance of any entity that derives a substantial portion of its revenues from the 

provision of services that are substantially similar to the Services provided hereunder or 

any person who has previously made prohibited use of AT&T's Confidential Information. 

Customer shall cause any person retained for this purpose to execute a non-disclosure 

agreement imposing substantially the same obligations of confidentiality as are set forth 

in Article 5.0. Such reviews shall take place at a time and place agreed upon by the 

parties.  Customer’s normal internal invoice reconciliation procedures shall not be 

considered a review of AT&T's relevant billing records for purposes of this Section. 

(b)        AT&T shall promptly correct any billing error that is revealed in a billing review, 

including refunding any overpayment by Customer in the form of a credit as soon as 

reasonably practicable under the circumstances. 

(c)        AT&T shall cooperate in any Customer billing review, providing AT&T billing 

records as reasonably necessary to verify the accuracy of AT&T’s invoices.  AT&T may 

redact from the billing records provided to Customer any information that reveals the 

identity or non-public information of other AT&T customers or other AT&T Confidential 

Information that is not relevant to the purposes of the review. 

3.4 Facilities Inspection and Materials Testing. The Contractor agrees to permit 

access to its facilities, subcontractor facilities and the Contractor’s processes or 

services, at reasonable times for inspection of the facilities or materials covered 

under this Contract. The State shall also have the right to test, at its own cost, the 

materials to be supplied under this Contract. Neither inspection of the 

Contractor’s facilities nor materials testing shall constitute final acceptance of the 

materials or services. If the State determines non- compliance of the materials, the 

Contractor shall be responsible for the payment of all costs incurred by the State 

for testing and inspection. 

AT&T Response: 

 AT&T will be pleased to answer any questions regarding the provisioning of the services 

requested in the RFP.  For security and policy reasons, AT&T does not typically 

inspections of its network facilities to third parties.  Accordingly, once AT&T 
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understands the Customer’s specific issues, AT&T will work with the Customer to find 

an alternative way to address these concerns.  AT&T does not agree to be responsible for 

payment of any costs for any tests and/or inspections that the State may perform. If 

selected for this opportunity, AT&T is open to negotiating terms that provide for some, 

level of facilities inspection and materials testing.  Such access right, however, would be 

subject to and limited by AT&T's reasonable policies and procedures pertaining to access 

to AT&T's facilities. 

3.5 Notices. Notices to the Contractor required by this Contract shall be made by the 

State to the person indicated on the Offer and Acceptance form submitted by the 

Contractor unless otherwise stated in the Contract. Notices to the State required 

by the Contract shall be made by the Contractor to the Solicitation Contact Person 

indicated on the Solicitation cover sheet, unless otherwise stated in the Contract. 

An authorized Procurement Officer and an authorized Contractor representative 

may change their respective person to whom notice shall be given by written 

notice to the other and an amendment to the Contract shall not be necessary. 

AT&T Response: 

All terms and conditions relating to Notices shall be as set forth in the Proposed Contract 

Documents, in particular Section 10.10 (“Notices”) of the Unified Agreement.  In 

addition, terms and conditions in the applicable Pricing Schedule(s) may apply. 

3.6 Advertising, Publishing and Promotion of Contract. The Contractor shall not use, 

advertise or promote information for commercial benefit concerning this Contract  

without  the prior  written approval of  the Procurement Officer. 

AT&T Response: 

AT&T agrees provided this obligation applies mutually to the parties 

3.7 Property of the State. Any materials, including reports, computer programs and 

other deliverables, created under this Contract are the sole property of the State. 

The Contractor is not entitled to a patent or copyright on those materials and may 

not transfer the patent or copyright to anyone else. The Contractor shall not use or 

release these materials without the prior written consent of the State. 

AT&T Response: 

AT&T does not expect to be generating any intellectual property as a result of this 

procurement, so AT&T does not agree to this section. 
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If the parties subsequently engage in a project that is expected to involve generation of 

intellectual property, the parties will agree at that time on ownership of work product. 

3.8 Ownership of Intellectual Property. Any and all intellectual property, including 

but not limited to copyright, invention, trademark, trade name, service mark, 

and/or trade secrets created or conceived pursuant to or as a result of this contract 

and any related subcontract (“Intellectual Property”), shall be work made for hire 

and the State shall be considered the creator of such Intellectual Property. The 

agency, department, division, board or commission of the State of Arizona 

requesting the issuance of this contract shall own (for and on behalf of the State) 

the entire right, title and interest to the Intellectual Property throughout the world. 

Contractor shall notify the State, within thirty (30) days, of the creation of any 

Intellectual Property by it or its subcontractor(s). Contractor, on behalf of itself 

and any subcontractor(s), agrees to execute any and all document(s) necessary to 

assure ownership of the Intellectual Property vests in the State and shall take no 

affirmative actions that might have the effect of vesting all or part of the 

Intellectual Property in any entity other than the State. The Intellectual Property 

shall not be disclosed by contractor or its subcontractor(s) to any entity not the 

State without the express written authorization of the agency, department, 

division, board or commission of the State of Arizona requesting the issuance of 

this contract. 

AT&T Response: 

AT&T does not expect to be generating any intellectual property as a result of this 

procurement, so AT&T does not agree to this section. 

If the parties subsequently engage in a project that is expected to involve generation of 

intellectual property, the parties will agree at that time on ownership of work product. 

3.11 Offshore Performance of Work Prohibited. 

Any services that are described in the specifications or scope of work that directly 

serve the State of Arizona or its clients and involve access to secure or sensitive 

data or personal client data shall be performed within the defined territories of the 

United States. Unless specifically stated otherwise in the specifications, this 

paragraph does not apply to indirect or 'overhead' services, redundant back-up 

services or services that are incidental to the performance of the contract. This 

provision applies to work performed by subcontractors at all tiers. 

AT&T Response: 
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AT&T is proposing a well-established and industry leading AT&T services that will 

comply with the service levels, warranties and all other terms and conditions in the 

Proposed Contract Documents.  While many service components will be provided solely 

by workers within the United States, some service support may be performed at non-

United States locations.  

4. Costs and Payments 

4.1 Payments. Payments shall comply with the requirements of A.R.S. Titles 35 and 

41, Net 30 days. Upon receipt and acceptance of goods or services, the Contractor 

shall submit a complete and accurate invoice for payment from the State within 

thirty (30) days. 

AT&T Response: 

All terms and conditions relating to pricing and invoicing shall be as set forth in the 

Proposed Contract Documents, in particular the Pricing Schedule(s) and Section 4 

(“Pricing and Billing”) of the Unified Agreement and all subsections thereto.  

4.2 Delivery. Unless stated otherwise in the Contract, all prices shall be F.O.B. 

Destination and shall include all freight delivery and unloading at the destination. 

AT&T Response: 

Except as specified in a Service Publication, title to Purchased Equipment shall pass to 

Customer on delivery to the transport carrier for shipment to Customer’s designated 

location.  AT&T will purchase transit insurance to cover risk of loss of the hardware to 

delivery to the Customer’s designated location.  AT&T will bill such transit insurance as 

part of the shipping costs, unless otherwise agreed in the Customer Order. 

4.3 Applicable Taxes. 

4.3.1 Payment of Taxes. The Contractor shall be responsible for paying all applicable 

taxes. 

AT&T Response: 

 In response to Section 4.3 and all subsections thereto, all terms and conditions relating to 

payment of taxes shall be as set forth in the Proposed Contract Documents, in particular 

the Pricing Schedule(s) and Section 4 (“Pricing and Billing”) of the Unified Agreement 

and all subsections thereto.  
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4.3.2 State and Local Transaction Privilege Taxes. The State of Arizona is subject to all 

applicable state and local transaction privilege taxes. Transaction privilege taxes 

apply to the sale and are the responsibility of the seller to remit. Failure to collect 

such taxes from the buyer does not relieve the seller from its obligation to remit 

taxes. 

AT&T Response: 

In response to Section 4.3 and all subsections thereto, all terms and conditions relating to 

payment of taxes shall be as set forth in the Proposed Contract Documents, in particular 

the Pricing Schedule(s) and Section 4 (“Pricing and Billing”) of the Unified Agreement 

and all subsections thereto.  

4.3.3 Tax Indemnification. Contractor and all subcontractors shall pay all Federal, state 

and local taxes applicable to its operation and any persons employed by the 

Contractor. Contractor shall, and require all subcontractors to hold the State 

harmless from any responsibility for taxes, damages and interest, if applicable, 

contributions required under Federal, and/or state and local laws and regulations 

and any other costs including transaction privilege taxes, unemployment 

compensation insurance, Social Security and Worker’s Compensation. 

AT&T Response: 

In response to Section 4.3 and all subsections thereto, all terms and conditions relating to 

payment of taxes shall be as set forth in the Proposed Contract Documents, in particular 

the Pricing Schedule(s) and Section 4 (“Pricing and Billing”) of the Unified Agreement 

and all subsections thereto.  

4.4 Availability of Funds for the Next State fiscal year.  Funds may not presently be 

available for performance under this Contract beyond the current state fiscal year. 

No legal liability on the part of the State for any payment may arise under this 

Contract beyond the current state fiscal year until funds are made available for 

performance of this Contract. 

AT&T Response: 

Non-Appropriations of Funding.   If Customer is a government agency dependent entirely 

on government funding, by executing this Agreement, Customer warrants that Customer 

has funds appropriated and available to pay all amounts due hereunder through the end of 

Customer’s current fiscal period.  Customer further agrees to use reasonable efforts to 

obtain all appropriations and funding necessary to pay for the Services for each 
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subsequent fiscal period through the end of the applicable Minimum Payment Period.  In 

the event Customer is unable to obtain the necessary appropriations or funding for the 

Services provided under this Agreement, Customer may terminate the Services without 

liability for the Termination Charges set forth in Section 8 (Suspension and Termination) 

upon the following conditions: (i) Customer has taken all actions necessary to obtain 

adequate appropriations or funding; (ii) despite Customer’s best efforts funds have not 

been appropriated and are otherwise unavailable to pay for the Services;  and (iii) 

Customer has negotiated in good faith with AT&T to develop revised terms, an 

alternative payment schedule or a new agreement to accommodate Customer’s 

budget.  Customer must provide AT&T thirty (30) days’ written notice of its intent to 

terminate the Services under this section.  Termination of the Services for failure to 

obtain necessary appropriations or funding shall be effective as of the last day for which 

funds were appropriated or otherwise made available.  If Customer terminates the 

Services under this Agreement under this section, Customer agrees as follows: (i) it will 

pay all amounts due for Services incurred through date of termination, and reimburse all 

unrecovered non-recurring charges; and (ii) it will not contract with any other provider 

for the same or substantially similar services or equipment for a period equal to the 

original Minimum Payment Period for such Service(s). 

Provisions for lack of funding as relates to any E-Rate services shall be as set out in the 

E-Rate Rider which is included as a part of the Proposed Contract Documents. 

4.5 Availability of Funds for the current State fiscal year. Should the State Legislature 

enter back into session and reduce the appropriations or for any reason and these 

goods or services are not funded, the State may take any of the following actions: 

4.5.1 Accept a decrease in price offered by the contractor; 

4.5.2 Cancel the Contract; or 

4.5.3 Cancel the contract and re-solicit the requirements. 

AT&T Response: 

 Non-Appropriations of Funding.   If Customer is a government agency dependent 

entirely on government funding, by executing this Agreement, Customer warrants that 

Customer has funds appropriated and available to pay all amounts due hereunder through 

the end of Customer’s current fiscal period.  Customer further agrees to use reasonable 

efforts to obtain all appropriations and funding necessary to pay for the Services for each 

subsequent fiscal period through the end of the applicable Minimum Payment Period.  In 

the event Customer is unable to obtain the necessary appropriations or funding for the 
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Services provided under this Agreement, Customer may terminate the Services without 

liability for the Termination Charges set forth in Section 8 (Suspension and Termination) 

upon the following conditions: (i) Customer has taken all actions necessary to obtain 

adequate appropriations or funding; (ii) despite Customer’s best efforts funds have not 

been appropriated and are otherwise unavailable to pay for the Services;  and (iii) 

Customer has negotiated in good faith with AT&T to develop revised terms, an 

alternative payment schedule or a new agreement to accommodate Customer’s 

budget.  Customer must provide AT&T thirty (30) days’ written notice of its intent to 

terminate the Services under this section.  Termination of the Services for failure to 

obtain necessary appropriations or funding shall be effective as of the last day for which 

funds were appropriated or otherwise made available.  If Customer terminates the 

Services under this Agreement under this section, Customer agrees as follows: (i) it will 

pay all amounts due for Services incurred through date of termination, and reimburse all 

unrecovered non-recurring charges; and (ii) it will not contract with any other provider 

for the same or substantially similar services or equipment for a period equal to the 

original Minimum Payment Period for such Service(s). 

Provisions for lack of funding as relates to any E-Rate services shall be as set out in the 

E-Rate Rider which is included as a part of the Proposed Contract Documents. 

5. Contract Changes 

5.1 Amendments. This Contract is issued under the authority of the Procurement 

Officer who signed this Contract. The Contract may be modified only through a 

Contract Amendment within the scope of the Contract. Changes to the Contract, 

including the addition of work or materials, the revision of payment terms, or the 

substitution of work or materials, directed by a person who is not specifically 

authorized by the procurement officer in writing or made unilaterally by the 

Contractor are violations of the Contract and of applicable law. Such changes, 

including unauthorized written Contract Amendments shall be void and without 

effect, and the Contractor shall not be entitled to any claim under this Contract 

based on those changes. 

AT&T Response: 

Notwithstanding the foregoing, AT&T may, without Customer’s consent, assign its rights 

and obligations under this Agreement to an AT&T Affiliate that controls, is controlled 

by, or is under common control with AT&T, or subcontract to such an Affiliate or a third 

party work to be performed under this Agreement, but AT&T will in each such case 

remain financially responsible for the performance of such obligations. 
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5.2 Subcontracts. The Contractor shall not enter into any Subcontract under this 

Contract for the performance of this contract without the advance written 

approval of the Procurement Officer. The Contractor shall clearly list any 

proposed subcontractors and the subcontractor’s proposed responsibilities. The 

Subcontract shall incorporate by reference the terms and conditions of this 

Contract. 

AT&T Response: 

Notwithstanding the foregoing, AT&T may, without Customer’s consent, assign its rights 

and obligations under this Agreement to an AT&T Affiliate that controls, is controlled 

by, or is under common control with AT&T, or subcontract to such an Affiliate or a third 

party work to be performed under this Agreement, but AT&T will in each such case 

remain financially responsible for the performance of such obligations 

6. Risk and Liability 

6.1 Risk of Loss: The Contractor shall bear all loss of conforming material covered 

under this Contract until received by authorized personnel at the location 

designated in the purchase order or Contract. Mere receipt does not constitute 

final acceptance. The risk of loss for nonconforming materials shall remain with 

the Contractor regardless of receipt. 

AT&T Response: 

Except as specified in a Service Publication, title to Purchased Equipment shall pass to 

Customer on delivery to the transport carrier for shipment to Customer’s designated 

location.  AT&T will purchase transit insurance to cover risk of loss of the hardware to 

delivery to the Customer’s designated location.  AT&T will bill such transit insurance as 

part of the shipping costs, unless otherwise agreed in the Customer Order. 

 6.2 Indemnification 

6.2.1 Contractor/Vendor Indemnification (Not Public Agency) The parties to this 

contract agree that the State of Arizona, its departments, agencies, boards and 

commissions shall be indemnified and held harmless by the contractor for the 

vicarious liability of the State as a result of entering into this contract. However, 

the parties further agree that the State of Arizona, its departments, agencies, 

boards and commissions shall be responsible for its own negligence. Each party to 

this contract is responsible for its own negligence. 
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AT&T Response: 

If awarded the business, AT&T will work with the State toward negotiation of an 

indemnity provision providing coverage for liability to third parties for direct damages to 

tangible property and bodily injury, including death, to the extent caused by the gross 

negligence or willful acts or omissions of AT&T. 

All other terms and conditions relating to indemnity shall be as set forth in the Proposed 

Contract Documents, in particular the Pricing Schedules and Section 7 (“Third Party 

Claims”) of the Unified Agreement.  

6.2.2 Public Agency Language Only Each party (as 'indemnitor') agrees to indemnify, 

defend, and hold harmless the other party (as 'indemnitee') from and against any 

and all claims, losses, liability, costs, or expenses (including reasonable attorney's 

fees) (hereinafter collectively referred to as 'claims') arising out of bodily injury of 

any person (including death) or property damage but only to the extent that such 

claims which result in vicarious/derivative liability to the indemnitee, are caused 

by the act, omission, negligence, misconduct, or other fault of the indemnitor, its 

officers, officials, agents, employees, or volunteers." 

AT&T Response: 

If awarded the business, AT&T will work with the State toward negotiation of an 

indemnity provision providing coverage for liability to third parties for direct damages to 

tangible property and bodily injury, including death, to the extent caused by the gross 

negligence or willful acts or omissions of AT&T. 

6.3 Indemnification- Patent and Copyright. The Contractor shall indemnify and hold 

harmless the State against any liability, including costs and expenses, for 

infringement of any patent, trademark or copyright arising out of Contract 

performance or use by the State of materials furnished or work performed under 

this Contract. The State shall reasonably notify the Contractor of any claim for 

which it may be liable under this paragraph.  If the contractor is insured pursuant 

to A.R.S. § 41-621 and § 35-154, this section shall not 

AT&T Response: 

All terms and conditions relating to indemnification and holding the Customer harmless 

shall be as set forth in the Proposed Contract Documents, in particular Section 7 (“Third 

Party Claims”) of the Unified Agreement and all subsections thereto. In addition, terms 

and conditions in the applicable Pricing Schedule(s) may apply. 



 RFP #ADSP014-00004241 for  
                                                                          Telecommunications and Broadband Provider 

 

   

 
 

October 7, 2014 
Page 324 

AT&T Proprietary: The information contained herein is for use by 
authorized persons only and is not for general distribution. 

 6.4 Force Majeure. 

6.4.1 Except for payment of sums due, neither party shall be liable to the other nor 

deemed in default under this Contract if and to the extent that such party’s 

performance of this Contract is prevented by reason of force majeure. The term 

“force majeure” means an occurrence that is beyond the control of the party 

affected and occurs without its fault or negligence. Without limiting the 

foregoing, force majeure includes acts of God; acts of the public enemy; war; 

riots; strikes; mobilization; labor disputes; civil disorders; fire; flood; lockouts; 

injunctions-intervention-acts; or failures or refusals to act by government 

authority; and other similar occurrences beyond the control of the party 

declaring force majeure which such party is unable to prevent by exercising 

reasonable diligence. 

AT&T Response: 

All terms and conditions relating to force majeure shall be as set forth in the Proposed 

Contract Documents, in particular Section 10.4 (“Force Majeure”) of the Unified 

Agreement. In addition, terms and conditions in the applicable Pricing Schedule(s) may 

apply. 

6.4.2 Force Majeure shall not include the following occurrences: 

6.4.2.1 Late delivery of equipment or materials caused by congestion at a 

manufacturer’s plant or elsewhere, or an oversold condition of the market; 

6.4.2.2 Late performance by a subcontractor unless the delay arises out of a force 

majeure occurrence in accordance with this force majeure term and condition; 

or 

AT&T Response: 

All terms and conditions relating to force majeure shall be as set forth in the Proposed 

Contract Documents, in particular Section 10.4 (“Force Majeure”) of the Unified 

Agreement. In addition, terms and conditions in the applicable Pricing Schedule(s) may 

apply. 

6.4.2.3 In ability of either the Contractor or any subcontractor to acquire or maintain 

any required insurance, bonds, licenses or permits. 

AT&T Response: 
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All terms and conditions relating to force majeure shall be as set forth in the Proposed 

Contract Documents, in particular Section 10.4 (“Force Majeure”) of the Unified 

Agreement. In addition, terms and conditions in the applicable Pricing Schedule(s) may 

apply. 

6.4.3 If either party is delayed at any time in the progress of the work by force majeure, 

the delayed party shall notify the other party in writing of such delay, as soon as is 

practicable and no later than the following working day, of the commencement 

thereof and shall specify the causes of such delay in such notice. Such notice shall 

be delivered or mailed certified-return receipt and shall make a specific reference 

to this article, thereby invoking its provisions. The delayed party shall cause such 

delay to cease as soon as practicable and shall notify the other party in writing 

when it has done so. The time of completion shall be extended by Contract 

Amendment for a period of time equal to the time that results or effects of such 

delay prevent the delayed party  from performing in accordance with this 

Contract. 

AT&T Response: 

All terms and conditions relating to force majeure shall be as set forth in the Proposed 

Contract Documents, in particular Section 10.4 (“Force Majeure”) of the Unified 

Agreement. In addition, terms and conditions in the applicable Pricing Schedule(s) may 

apply. 

6.4.4 Any delay or failure in performance by either party hereto shall not constitute 

default hereunder or give rise to any claim for damages or loss of anticipated 

profits if, and to the extent that such delay or failure is caused by force majeure. 

AT&T Response: 

All terms and conditions relating to force majeure shall be as set forth in the Proposed 

Contract Documents, in particular Section 10.4 (“Force Majeure”) of the Unified 

Agreement. In addition, terms and conditions in the applicable Pricing Schedule(s) may 

apply. 

7. Warranties 

7.1 Liens. The Contractor warrants that the materials supplied under this Contract are 

free of liens and shall remain free of liens. 
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7.2 Quality. Unless otherwise modified elsewhere in these terms and conditions, the 

Contractor warrants that, for one year after acceptance by the State of the 

materials, they shall be: 

7.2.1 Of a quality to pass without objection in the trade under the Contract description; 

7.2.2 Fit for the intended purposes for which the materials are used; 

7.2.3 Within the variations permitted by the Contract and are of even kind, quantity, 

and quality within each unit and among all units; 

7.2.4 Adequately contained, packaged and marked as the Contract may require; and 

7.2.5 Conform to the written promises or affirmations of fact made by the Contractor. 

7.3 Fitness. The Contractor warrants that any material supplied to the State shall fully 

conform to all requirements of the Contract and all representations of the 

Contractor, and shall be fit for all purposes and uses required by the Contract. 

7.4 Inspection/Testing. The warranties set forth in subparagraphs 7.1 through 7.3 of 

this paragraph are not affected by inspection or testing of or payment for the 

materials by the State. 

AT&T Response: 

AT&T does not make the warranties in Sections 7.1 to 7.4.  All terms and conditions 

relating to warranties shall be as set forth in the Proposed Contract Documents, in 

particular Section 6 (“Limitations of Liability and Disclaimers”) of the Unified 

Agreement and all subsections thereto.  In addition, terms and conditions in the 

applicable Pricing Schedule(s) may apply. 

Disclaimer of Warranties. AT&T MAKES NO REPRESENTATIONS OR 

WARRANTIES, EXPRESS OR IMPLIED, SPECIFICALLY DISCLAIMS ANY 

REPRESENTATION OR WARRANTY OF MERCHANTABILITY, FITNESS FOR A 

PARTICULAR PURPOSE, TITLE OR NON-INFRINGEMENT AND SPECIFICALLY 

DISCLAIMS ANY WARRANTY ARISING BY USAGE OF TRADE OR BY COURSE 

OF DEALING. FURTHER, AT&T MAKES NO REPRESENTATION OR 

WARRANTY THAT TELEPHONE CALLS OR OTHER TRANSMISSIONS WILL BE 

ROUTED OR COMPLETED WITHOUT ERROR OR INTERRUPTION (INCLUDING 

CALLS TO 911 OR ANY SIMILAR EMERGENCY RESPONSE NUMBER) AND 

MAKES NO GUARANTEE REGARDING NETWORK SECURITY, THE 

ENCRYPTION EMPLOYED BY ANY SERVICE, THE INTEGRITY OF ANY DATA 
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THAT IS SENT, BACKED UP, STORED OR SUBJECT TO LOAD BALANCING OR 

THAT AT&T’S SECURITY PROCEDURES WILL PREVENT THE LOSS OR 

ALTERATION OF OR IMPROPER ACCESS TO CUSTOMER’S DATA AND 

INFORMATION. 

7.5 Compliance With Applicable Laws. The materials and services supplied under 

this Contract shall comply with all applicable Federal, state and local laws, and 

the Contractor shall maintain all applicable license and permit requirements. 

AT&T Response: 

AT&T will be responsible for obtaining licenses and permits required for its work at its 

cost, and the State will be responsible for obtaining any easements, rights-of-way or other 

consents required, at its cost. 

7.6 Survival of Rights and Obligations after Contract Expiration or Termination. 

7.6.2 Purchase Orders. The Contractor shall, in accordance with all terms and 

conditions of the Contract, fully perform and shall be obligated to comply with all 

purchase orders received by the Contractor prior to the expiration or termination 

hereof, unless otherwise directed in writing by the Procurement Officer, 

including, without limitation, all purchase orders received prior to but not fully 

performed and satisfied at the expiration or termination of this Contract. 

AT&T Response: 

Should the parties agree that the method of purchase for any products/services provided 

under this RFP shall be via Customer’s purchase order, such purchase orders must clearly 

provide that the purchase is made pursuant to the mutually agreed contract documents 

between the parties and such orders will not be subject to the preprinted terms of that 

purchase order form. 

8. State's Contractual Remedies 

8.1 Right to Assurance. If the State in good faith has reason to believe that the 

Contractor does not intend to, or is unable to perform or continue performing 

under this Contract, the Procurement Officer may demand in writing that the 

Contractor give a written assurance of intent to perform. Failure by the Contractor 

to provide written assurance within the number of Days specified in the demand 

may, at the State’s option, be the basis for terminating the Contract under the 
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Uniform Terms and Conditions or other rights and remedies available by law or 

provided by the contract. 

AT&T Response: 

In response to Section 8 and all subsections thereto, all terms and conditions relating to 

termination shall be as set forth in the Proposed Contract Documents, in particular 

Section 8 (“Suspension and Termination”) of the Unified Agreement and all subsections 

thereto. In addition, terms and conditions in the applicable Pricing Schedule(s) may 

apply. 

8.2 Stop Work Order. 

8.2.1 The State may, at any time, by written order to the Contractor, require the 

Contractor to stop all or any part, of the work called for by this Contract for 

period(s) of days indicated by the State after the order is delivered to the 

Contractor. The order shall be specifically identified as a stop work order issued 

under this clause. Upon receipt of the order, the Contractor shall immediately 

comply with its terms and take all reasonable steps to minimize the incurrence of 

costs allocable to the work covered by the order during the period of work 

stoppage. 

AT&T Response: 

In response to Section 8 and all subsections thereto, all terms and conditions relating to 

termination shall be as set forth in the Proposed Contract Documents, in particular 

Section 8 (“Suspension and Termination”) of the Unified Agreement and all subsections 

thereto. In addition, terms and conditions in the applicable Pricing Schedule(s) may 

apply. 

8.2.2 If a stop work order issued under this clause is canceled or the period of the order 

or any extension expires, the Contractor shall resume work. The Procurement 

Officer shall make an equitable adjustment in the delivery schedule or Contract 

price, or both, and the Contract shall be amended in writing accordingly. 

AT&T Response: 

In response to Section 8 and all subsections thereto, all terms and conditions relating to 

termination shall be as set forth in the Proposed Contract Documents, in particular 

Section 8 (“Suspension and Termination”) of the Unified Agreement and all subsections 

thereto. In addition, terms and conditions in the applicable Pricing Schedule(s) may 

apply. 
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8.3 Non-exclusive Remedies. The rights and the remedies of the State under this 

Contract are not exclusive. 

AT&T Response:  

In response to Section 8 and all subsections thereto, all terms and conditions relating to 

termination shall be as set forth in the Proposed Contract Documents, in particular 

Section 8 (“Suspension and Termination”) of the Unified Agreement and all subsections 

thereto. In addition, terms and conditions in the applicable Pricing Schedule(s) may 

apply. 

8.4 Non conforming Tender. Materials or services supplied under this Contract shall 

fully comply with the Contract. The delivery of materials or services or a portion 

of the materials or services that do not fully comply constitutes a breach of 

contract. On delivery of nonconforming materials or services, the State may 

terminate the Contract for default under applicable termination clauses in the 

Contract, exercise any of its rights and remedies under the Uniform Commercial 

Code, or pursue any other right or remedy available to it. 

AT&T Response: 

 In response to Section 8 and all subsections thereto, all terms and conditions relating to 

termination shall be as set forth in the Proposed Contract Documents, in particular 

Section 8 (“Suspension and Termination”) of the Unified Agreement and all subsections 

thereto. In addition, terms and conditions in the applicable Pricing Schedule(s) may 

apply. 

8.5 Right of Offset. The State shall be entitled to offset against any sums due the 

Contractor, any expenses or costs incurred by the State, or damages assessed by 

the State concerning the Contractor’s non- conforming performance or failure to 

perform the Contract, including expenses,  costs  and  damages described in the 

Uniform Terms and Conditions. 

AT&T Response: 

 AT&T does not agree for any offsets as described in this Section. 

9. Contract Termination 

AT&T Response: 
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 In response to Section 9 and all subsections thereto, all terms and conditions relating to 

termination shall be as set forth in the Proposed Contract Documents, in particular 

Section 8 (“Suspension and Termination”) of the Unified Agreement and all subsections 

thereto. In addition, terms and conditions in the applicable Pricing Schedule(s) may 

apply. 

9.1 Cancellation for Conflict of Interest. Pursuant to A.R.S. § 38-511, the State may 

cancel this Contract within three (3) years after Contract execution without 

penalty or further obligation if any person significantly involved in initiating, 

negotiating, securing, drafting or creating the Contract on behalf of the State is or 

becomes at any time while the Contract or an extension of the Contract is in effect 

an employee of or a consultant to any other party to this Contract with respect to 

the subject matter of the Contract. The cancellation shall be effective when the 

Contractor receives written notice of the cancellation unless the notice specifies a 

later time. If the Contractor is a political subdivision of the State, it may also 

cancel this Contract as provided in A.R.S. § 38-511. 

9.2 Gratuities. The State may, by written notice, terminate this Contract, in whole or 

in part, if the State determines that employment or a Gratuity was offered or made 

by the Contractor or a representative of the Contractor to any officer or employee 

of the State for the purpose of influencing the outcome of the procurement or 

securing the Contract, an amendment to the Contract, or favorable treatment 

concerning the Contract, including the making of any determination or decision 

about contract performance. The State, in addition to any other rights or remedies, 

shall be entitled to recover exemplary damages in the amount of three times the 

value of the Gratuity offered by the Contractor. 

9.3 Suspension or Debarment. The State may, by written notice to the Contractor, 

immediately terminate this Contract if the State determines that the Contractor has 

been debarred, suspended or otherwise lawfully prohibited from participating in 

any public procurement activity, including but not limited to, being disapproved 

as a subcontractor of any public procurement unit or other governmental body. 

Submittal of an offer or execution of a contract shall attest that the contractor is 

not currently suspended or debarred. If the contractor becomes suspended or 

debarred, the contractor shall immediately notify the State. 

9.4 Termination for Convenience. The State reserves the right to terminate the 

Contract, in whole or in part at any time when in the best interest of the State, 

without penalty or recourse. Upon receipt of the written notice, the Contractor 

shall stop all work, as directed in the notice, notify all subcontractors of the 

effective date of the termination and minimize all further costs to the State. In the 
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event of termination under this paragraph, all documents, data and reports 

prepared by the Contractor under the Contract shall become the property of and 

be delivered to the State upon demand. The Contractor shall be entitled to receive 

just and equitable compensation for work in progress, work completed and 

materials accepted before the effective date of the termination. The cost principles 

and procedures provided in A.A.C. R2-7-701 shall apply. 

9.5 Termination for Default. 

9.5.1 In addition to the rights reserved in the contract, the State may terminate the 

Contract in whole or in part due to the failure of the Contractor to comply with 

any term or condition of the Contract, to acquire and maintain all required 

insurance policies, bonds, licenses and permits, or to make satisfactory progress in 

performing the Contract. The Procurement Officer shall provide written notice of 

the termination and the reasons for it to the Contractor. 

9.5.2 Upon termination under this paragraph, all goods, materials, documents, data and 

reports prepared by the Contractor under the Contract shall become the property 

of and be delivered to the State on demand. 

9.5.3 The State may, upon termination of this Contract, procure, on terms and in the 

manner that it deems appropriate, materials or services to replace those under this 

Contract. The Contractor shall be liable to the State for any excess costs incurred 

by the State in procuring materials or services in substitution for those due from 

the Contractor. 

9.6 Continuation of Performance Through Termination.  The Contractor shall 

continue to perform, in accordance with the requirements of the Contract, up to 

the date of termination, as directed in the termination notice. 

AT&T Response: 

In response to Section 9 and all subsections thereto, all terms and conditions relating to 

termination shall be as set forth in the Proposed Contract Documents, in particular 

Section 8 (“Suspension and Termination”) of the Unified Agreement and all subsections 

thereto. In addition, terms and conditions in the applicable Pricing Schedule(s) may 

apply. 
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11. Arbitration 

The parties to this Contract agree to resolve all disputes arising out of or relating to this 

contract through arbitration, after exhausting applicable administrative review, to the 

extent required by A.R.S. § 12-1518, except as may be required by other applicable 

statutes (Title 41). 

AT&T Response: 

 AT&T does not agree to limit dispute resolution to an arbitration forum. 

 Uniform Instructions to Offerers 

3.4 Subcontracts. Offeror shall clearly list any proposed subcontractors and the 

subcontractor’s proposed responsibilities in the Offer. 

AT&T Response: 

Our subcontractors’ contractual details are proprietary information. 

3. Offer Preparation 

3.8 Identification of Taxes in Offer. The State is subject to all applicable state and 

local transaction privilege taxes. All applicable taxes shall be identified as a 

separate item offered in the Solicitation. When applicable, the tax rate and amount 

shall be identified on the price sheet. 

AT&T Response: 

All terms and conditions relating to payment of taxes shall be as set forth in the Proposed 

Contract Documents, in particular the Pricing Schedule(s) and Section 4 (“Pricing and 

Billing”) of the Unified Agreement and all subsections thereto.  

3.10 Delivery. Unless stated otherwise in the Solicitation, all prices shall be F.O.B. 

Destination and shall include all freight, delivery and unloading at the 

destination(s). 

AT&T Response: 
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AT&T will not agree to an FOB Destination provision, as the terms of the Unified 

Agreement and associated pricing quoted herein assumes FOB Shipping.  However, if 

FOB Destination is required, AT&T is willing to negotiate such terms with the 

understanding that the final prices (not reflected in this bid Response) may increase as a 

result. 

3.12 Offshore Performance of Work Prohibited. Any services that are described in the 

specifications or scope of work that directly serve the State or its clients and 

involve access to secure or sensitive data or personal client data shall be 

performed within the defined territories of the United States. Unless specifically 

stated otherwise in the specifications, this paragraph does not apply to indirect or 

'overhead' services, redundant back-up services or services that are incidental to 

the performance of the contract.  This provision applies to work performed by 

subcontractors at all tiers. Offerors shall declare all anticipated offshore services 

in the Offer. 

AT&T Response: 

AT&T is proposing a well-established and industry leading AT&T services that will 

comply with the service levels, warranties and all other terms and conditions in the 

Proposed Contract Documents. While many service components will be provided solely 

by workers within the United States, some service support may be performed at non-

United States locations.  

4. Submission of Offer 

4.4 Offer Amendment or Withdrawal. An Offer may not be amended or withdrawn 

after the Offer due date and time except as otherwise provided under applicable 

law. 

AT&T Response: 

AT&T will hold the prices quoted for a period of 90 days and will endeavor to extend 

this period to the length of time as requested by this document.  

5. Evaluation 

5.2 Taxes. If the products and/or services specified require transaction privilege or 

use taxes, they shall be described and itemized separately on the Offer. Arizona 

transaction privilege and use taxes shall not be considered for evaluation. 
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AT&T Response: 

All terms and conditions relating to payment of taxes shall be as set forth in the Proposed 

Contract Documents, in particular the Pricing Schedule(s) and Section 4 (“Pricing and 

Billing”) of the Unified Agreement and all subsections thereto.  

5.6 Offer Acceptance Period. An Offeror submitting an Offer under the Solicitation 

shall hold its Offer open for the number of days from the Offer due date that is 

stated in the Solicitation. If the Solicitation does not specifically state a number of 

days for Offer acceptance, the number of days shall be one hundred twenty (120). 

If a Best and Final Offer is requested pursuant to a Request for Proposals, an 

Offeror shall hold its Offer open for one hundred twenty (120) days from the Best 

and Final Offer due date. 

AT&T Response: 

AT&T will hold the prices quoted for a period of 90 days and will endeavor to extend 

this period to the length of time as requested by this document.  

5.7 Waiver and Rejection Rights. Notwithstanding any other provision of the 

Solicitation, the State reserves the right to: 

5.7.1 Waive any minor informality; 

5.7.2 Reject any and all Offers or portions thereof; or 

5.7.3 Cancel the Solicitation. 

AT&T Response: 

AT&T understands the Customer’s right to waive irregularities and informalities 

provided AT&T has reserved all rights, consistent with this RFP and/or applicable local 

and state procurement statutes, ordinances, guidelines and other applicable authorities, to 

contest an award made under this RFP. Subject to the foregoing, AT&T agrees.   
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OFFEROR QUESTIONNAIRE 

1. Cost Proposal: 

Scenarios. Offerors are required to select and describe, as requested, all of the following 

scenarios for which they have provided firm fixed pricing for services described within 

Attachment II, failure to do so will result in an Offeror being deemed non responsive. 

Each scenario has intentionally been left without a service address as well as a county, 

as to not hinder an Offeror from responding based on the areas in which they provide 

service. Offerors are to state within their response to each scenario which county they 

are going to provide the service for within the Scenario so that it can be cross referenced 

with Attachment II. 

2.6.2 Offeror shall provide detailed maps of their current and planned broadband 

infrastructure in KMZ or an equivalent digital format for counties in which they 

intend to offer services under this contract, such maps need not include served 

buildings or any direct or indirect information with regard to serve customers. 

AT&T Response: 

If AT&T is selected as your provider of choice under this RFP, AT&T will be happy to 

discuss this issue with the State; but our network maps are confidential and proprietary 

information.  Because of both security and confidentiality concerns, we are not able to 

share this information at this time.  

3. Capacity of Offeror: 

The Offeror shall provide a narrative response that describes their ability to provide all 

services stated in this solicitation. Within the Offeror’s response, the narrative shall 

include at a minimum: 

3.1.8 A Statement of whether, in the last ten (10) years, the Offeror has filed (or had 

filed against it) any bankruptcy or insolvency proceeding, whether voluntary or 

involuntary, or undergone the appointment of a receiver, trustee, or assignee for 

the benefit of creditors, and if so, an explanation providing relevant details; 

AT&T Response: 

AT&T has not undergone any bankruptcy proceeding. 
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3.1.9 A Statement of whether there are any pending Securities Exchange Commission 

investigations involving the Offeror, and if such are pending or in progress, an 

explanation providing relevant details and an attached opinion of counsel as to 

whether the pending investigation(s) may impair the Offeror’s performance in a 

Contract under this RFP; 

AT&T Response: 

 Not to the knowledge of the undersigned. 

3.1.10 A Statement documenting all open or pending litigation initiated by the Offeror 

or where the Offeror is a defendant or party in an litigation that may have a 

material impact on Offeror’s ability to deliver the contracted services; 

AT&T Response: 

To the knowledge of the undersigned, no past or current litigation, claim, dispute or any 

other proceeding would prevent AT&T from providing the products and services in 

compliance with our response to this RFP.  AT&T is willing to review any specific 

questions or concerns regarding AT&T. 

3.1.11 A Statement documenting all open or pending litigation initiated by the Offeror 

or where the Offeror is a defendant or party in an litigation with a public sector 

client; and 

AT&T Response: 

To the knowledge of the undersigned, AT&T is not involved in any litigation with a 

public sector client which would limit or restrict AT&T from providing the products and 

services in compliance with our response to this RFP.  AT&T is willing to review any 

specific questions or concerns regarding AT&T. 

3.1.12 Full disclosure of any public sector contracts terminated for cause or 

convenience in the past five (5) years. 

AT&T Response: 

 AT&T is not aware of a public sector contract in which it has been involved that has 

been terminated and which would have any bearing on AT&T’s ability to provide the 

products and services in compliance with our response to this RFP.   
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3.3 Subcontracting. If any part of the Offeror’s business is subcontracted please 

identify as requested below: 

3.3.1. Offeror shall list each subcontractor’s name, location, type of service 

to be provided, and the certifications they possess. 

AT&T Response: 

Our subcontractors’ contractual details are proprietary information. 

 

 


